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Abstract

WAR.COM:
THE INTERNET AND PSYCHOLOGICAL OPERATIONS
As an information medium and vehicle of influence, the Internet is a powerful tool, in
both open societies as well as in those whose only glimpse of the outside world is
increasingly viewed and shaped through webpages, E-mail, and electronic chat rooms.
Moreover, the sword cuts both ways, as unconstrained (legally, socially, politically)
adversaries find the Internet an effective vehicle for influencing popular support for their
cause or inciting the opposite against the U.S. or its interests. Consequently, the realm of
military psychological operations (PSYOP) must be expanded to include the Internet.

Just as obvious is the need for action to remove or update current policy and legal
constraints on the use of the Internet by military PSYOP forces, allowing them to embrace
the full range of media, so that the U.S. will not be placed at a disadvantage. Although
current international law restricts many aspects of PSYOP either through ambiguity or non-
currency, there is ample legal room for both the U.S. and others to conduct PSYOP using
modern technology and media such as the Internet. Existing policy and legal restrictions,
however, must be changed, allowing military PSYOP forces to both defend and counter
adversarial disinformation and propaganda attacks which impact on the achievement of
military objectives. By examining this issue, I hope to highlight the importance of the

Internet for PSYOP and foment further discussion.
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1. INTRODUCTION

Subcomandante Marcos of the Zapatista National Liberation Army uses a laptop
computer amidst the jungles of Chiapas to send carefully written communiqués and appeals
to international organizations and journalists, ultimately garnering domestic and international
support.” Only a few years later and a continent away, a dark-haired girl scowls from the
wheelbarrow her father is pushing across the Kosovo border into Albania, in a photo on the
U.S. Information Agency’s’ Kosovo website. A few clicks away, on a Serb website, another
little girl is seen smiling in a snapshot with the caption: “Brutally killed by NATO a few days
before her birthday.”

These two vignettes demonstrate a modern twist on von Clausewitz: the Internet as “an
increasing continuation of war by other means.” This cyberspace “clickskrieg™ represents a
dramatic shift in strategic thinking regarding national security and changes the ways of
looking at warfare. One defense analyst notes “we have to get beyond the notion that
warfare is only about hurling mass and energy at our opponents--it’s also about hurling
information.”® From the Amazon jungle to Kosovo, new technologies are enabling
organizations to use information power to counter or fortify raw power.”

As an information medium and vehicle of influence, the Internet is a powerful tool, in
both open societies as well as in those whose only glimpse of the outside world is
increasingly viewed and shaped through webpages, E-mail, and electronic chat rooms.
Moreover, the sword cuts both ways, as unconstrained (legally, socially, and politically)
adversaries find the Internet an effective vehicle for influencing popular support for their
cause or inciting the opposite against the U.S. or its interests. Consequently, the realm of

military psychological operations (PSYOP) must be expanded to include the Internet. By



examining this issue, | hope to highlight the importance of the Internet for PSYOP and
foment further discussion.
2. PSYOP AND PUBLIC DIPLOMACY
U.S. public diplomacy plays an important role in national power, as a component of

both the diplomatic and informational elements, and military PSYOP can be used to exercise
public diplomacy within the scope of military operations (specifically, within a defined
operational area outside the U.S.). As defined by Joint Publication 3-53,

PSYOP are operations planned to convey selected information and indicators

to foreign audiences to influence their emotions, motives, objective reasoning,

and ultimately the behavior of foreign governments, organizations, groups,

and individuals. The purpose of PSYOP is to induce or reinforce foreign

attitudes and behavior favorable to the originator’s objectives®
One of the principal missions of PSYOP personnel is to serve as the supported military
commander's "voice to foreign populations to convey intent, including political decision-
makers, military commanders, forces, and civilian populations, as well as sources of external
support." Similarly, public diplomacy is defined as “[promoting] the national interest of the

U.S. through understanding, informing and influencing foreign audiences,"’

sharing the
same objective as PSYOP. Moreover, it is critical that all themes and objectives reflect and
fully support the U.S. national policy, and national informational programs must integrate
Department of Defense (DOD) PSYOP efforts into all international information programs to
ensure consistent, non-contradictory messages or information.'’
Growing Popularity of PSYOP

There is presently a renewed interest in the use of coordinated information programs,

military PSYOP in particular, due to three compelling reasons. First, there is a politically

driven movement to prevent a potential adversary’s escalation towards violent resolution of



differences. Second, due to the Internet and technology, it is almost impossible for
governments to regulate the flow of information across their borders, thus making potential
target audiences more accessible to PSYOP messages, both friendly and otherwise. Third,
the growing world trend towards urbanization, particularly in the third world,? coupled with
the ubiquitous and scrutinizing international media, makes the use of overwhelming
firepower far less palatable in view of large noncombatant populations.

Moreover, especially in the context of actions in Mogadishu and Grozny, these lessons
have been learned and applied by potential adversaries of the U.S. In all of these situations,
the requirement for U.S. forces to be able to communicate effectively and persuasively with
local groups, organizations, and leaders is key to achieving both military and political goals.
More importantly, in many cases the “destructiveness of conventional weaponry is too much
and diplomacy is not enough,” in which case non-lethal weapons such as PSYOP “could be
used to fill that gap and at the same time reduce the risk of military overkill, international
censure, political repercussions, or media criticism, neatly [fitting] the gap between
diplomacy and combat.”*?

3. PSYOP AND THE LAW

Despite this growing interest, there are still significant legal boundaries constraining
PSYOP. Currently, both U.S. policy and law prohibit military forces from conducting
PSYOP against American citizens,'* in addition to restrictions imposed by international law.
This becomes a crucial point since today’s public diplomacy messages are increasingly
delivered to both domestic and foreign audiences by many of the same media (CNN, the

World Wide Web, and international wire services) and can be accessed on the Internet from

anywhere, which in turn have a significant impact on PSYOP forces’ dissemination means.”



Domestic Law

There are several laws that govern public diplomacy which, because many PSYOP
products and their dissemination constitute a form of public diplomacy, also govern military
PSYOP. The Smith-Mundt Act® was introduced in 1948 as an outgrowth of President
Wilson’s Committee on Public Information'’ and President Truman’s “Campaign of Truth”
programs.'® It was passed unanimously by Congress, becoming the basic charter for postwar
public diplomacy policy, and established of the U.S. Information Agency (USIA), whose
two-fold mission was to “[project] an accurate image of American society and [explain] to
foreign audiences the nature, meaning, and rationale of our foreign policies.”’ The Foreign-
Relations Act of 1972 amended the Smith-Mundt Act to include a ban on disseminating
within the U.S. any “information about the U.S., its people, and its policies’*® prepared for
dissemination abroad, and the Zorinksy Amendment further restricted public diplomacy by
prohibiting any funds to be used “...to influence public opinion in the [U.S.], and no program
material ... shall be distributed within the [U.S.].®' Additionally, the 1998 Foreign
Relations Restructuring Act merged several agencies, to include the USIA, under the
Department of State (DOS), and authorized the DOS to conduct Foreign Public Diplomacy?*

The point of contention rests on the difficulty of sending one message to international
audiences while sending another to domestic media, particularly when viewed through the
legal lens.”* The charter of Presidential Decision Directive (PDD) 68, International Public
Information, focused on this point, making clear that international public information (IPI)
activities “‘are overt and address foreign audiences only,” while at the same time noting that
domestic information should be “deconflicted” and “synchronized” so as not to send a

contradictory message. As one administration official said, “In the old days, the [USIA] and



State were the main agencies for communicating internationally. With the information
revolution, all agencies now have the ability to communicate internationally and interact with
foreign populations. [Pl is a mechanism that has been established to make sure that these
various actors are working in a coordinated manner.”**
International Law

In addition to the domestic limitations, there exist international legal barriers to using
the Internet for PSYOP. Both explicit regulations of particular actions or more general
principles of international law may constrain PSYOP due to the fact that information
technology is far newer than existing laws, resulting in ambiguity of what is legally defined
as war and an absence of provisions that explicitly prohibit information attacks.
Consequently, there exist several areas of contention in the realm of information warfare?

There are several reasons for the difficulty in resolving these issues. While the
perpetrators of cyberwar (knowledge-related conflict at the military level) attacks may be
formal military forces, netwar (societal struggles most often associated with low intensity
conflict) attacks may not even be traditional military forces’® but instead may “often involve
non-state, paramilitary, and irregular forces.””’ Additionally, it has not been established that
information attacks, especially when they are not directly lethal or physically destructive,
constitute the use of “force” or “armed attack™ under such provisions as the United Nations
(UN.) Charter,”® and may thus be legal forms of coercion even in peacetime?’ Distorting
enemy perceptions may also be illegal or limited by laws against perfidy°

In spite of the legal constraints, there are many areas of PSYOP that are considered

within the realm of international law. For example, the rules of the International



Telecommunication Union do not apply between belligerents, making wartime
communications fair game. Specifically relating to PSYOP,

manipulating enemy perceptions, spreading confusion or disaffection by

covertly altering official announcements or news broadcasts, or confusing or

frightening leaders by spoofing intelligence or other government

communications in principle would not violate the laws of war. However,

manipulating an adversary nation to the extent that its citizens or leaders

become unhinged from reality, or using propaganda, video morphing, or

deceptive broadcasts to the extent that they spur unrestrained civil war or

genocide may also be illegal.’!
Counterarguments

The major arguments against Internet PSYOP primarily concern isolation of target
audiences, namely, preventing Americans from viewing Internet products. Using traditional
media whose dissemination can be somewhat controlled, target audiences can be pinpointed
with relative assuredness. Historically, the use of language as well as geographic ranges and
reach of dissemination devices have been the primary means for targeting specific audiences.
The changing linguistic demographics within the U.S. (rise of Spanish and other non-English
languages) as well as an increasingly global culture and media network @la Hollywood and
CNN) make this approach progressively impractical. The Internet, plainly, is only one (albeit
the most obviously least restricted) of many other platforms. Central news services
(Associated Press, Reuters), the more economical (yet less diverse) sharing of foreign TV
correspondents and bureaus, and a dominant U.S. influence globally ("Americanization")are
primarily responsible for this situation. Collectively, these media have a far greater reach
and are far less controllable than ever before. Today, the "transmission of data is almost
instant, regardless of where sender and receiver are.'”
Since narrowing the target audience is almost impossible, many of these unintended

consequences can be avoided by focusing on dissemination of credible information primarily
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in response to adversarial propaganda as well as development of messages appealing to
specific groups. Up until its incorporation into the DOS in 1999, for example, the USIS
maintained two separate websites: one for American citizens with its USIA title, and the
other intended for foreign audiences (under its U.S. Information Service title). Even today,
the English language website of the DOS’ Office of International Information Programs
(formerly USIA) differs from its French and Spanish language websites, primarily in that the
non-English sites contain links to articles on human rights (specifically on abuses in Cuba
and Peru), drugs, and corruption, as well as reports with such titles as “Towards a
Community of Democracies” and “The World AIDS Epidemic,” none of which appear on the
English site. Of particular note is that both the French and Spanish sites also contain links to
the Voice of America site, which by law cannot be broadcast into the U.S. Additional
content differences are obviously selected based on regional interest and relevancy. This
cursory content analysis is not intended to discredit the DOS, but rather to highlight how they
are currently handling the issues of Internet target audiences.

Clearly, current policies have become obsolete and must be reexamined. Without
changing the restrictions against specifically targeting American citizens, it is still possible to
change existing policies prohibiting the use of the Internet by these forces, thereby enabling
them to disseminate relevant and timely products to target audiences best reached through the
Internet, as well as to effectively counter propaganda directed against the U.S.

4. PSYOP AND THE INTERNET
Internet Proliferation
The Internet is an important medium for reaching and influencing audiences. Currently,

the backbone of the Internet moves information at gigabits per second” and involves access




























































