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Highlights

» Information systems (I1Ss) will be pervasive in supporting the warfighter in future operations. Advances in
technology will allow for capability improvements that will be as natural as normal human physical ahd
mental functions—only enhanced.

* Non-physical conflict, supported by information operations (I0s), will be ongoing and may replace pHhysical
conflict in some cases.

* Avoiding the hazards of ill-conceived ISs and their inherent vulnerabilities will be an important considgra-
tion for the future warfighter. The enemy of the future will include anyone who deems to cause harm o
militarily critical information of ISs.

* ISs will be adapted to the needs and natural style of the individual, allowing the warfighter to concentfate on
the battle at hand—be it physical or mental.

» ISs will support the government and military in all phases of military operations, from training to podt-
conflict analyses, to provide the United States with the most productive and prepared military ever.

OVERVIEW

This sectionaddressesnformation technologiegITs) that support I0s—including InformatioWVarfare
(INFOWAR)—that are vital to National Security. In the past several decades, reliance on ITs has growpoiot the
wheremany vital commercial, governmerdnd military enterprise operationare now critically dependenupon
them. Consequently, threats agail®t—andinformation itself—carplacethe continuity of critical government,
military, and commercial operations at grave risk.

Joint Vision 2010 states that

Improvements in informatioand systemsintegration technologiesvill also significantly impacfuture
military operations by providing decision makers with accurate information in a timely manner. Informatio-
n technology will improve the ability to see, prioritize, ass@n] assessnformation. The fusion odll-
sourceintelligence with the fluidntegration of sensorsplatforms, command organizationand logistic
supportcenterswill allow a greaternumber ofoperational tasks to beaccomplished faster. Advances in
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computer processingureciseglobal positioning,and telecommunications wilprovide the capability to
determine accurate locations of friendly and enemy forcesglsas to collectprocess and distribute rele-
vant data to thousands of locations.

Joint Vision 2010 further states that

. .. forces harnessing the capabilities potentially available from this system of systems vdtbmgaiant
battlespace awareness, an interactive “picture” which will yieldch moreaccurateassessments dfiendly
and enemy operations within the area of interest. Although this will not eliminate the i@y, afominant
battlespace awareness will improve situational awarendgsseasaesponseime, and make thebattlespace
considerably more transparent to those who achieve it.

Reflecting on this development, the Departmenbefense (DoDhasdeterminedhat it must beorepared for
missions that range from peace to war. These misachgle military operations other thawar (MOOTW), such
as peacekeeping and humanitarian operations, that may be opposed by a wide adngesarfiesncluding state and
non-state proponents.

While all editions of the Militarily Critical Technologies List (MCTladdresdTs, the organizatiomand pres-
entation of data have evolved, and the terminology has been refined. To facilitate the establisistaadarmfermi-
nology, this sectioradopts DoD Directiv DODD) S-3600.1 definitionsand supplements thenwhere DODD
S-3600.1 is silent or where additional expositdejail is neededFor clarity, the list ofdefinitions in Appendix A
presents DODD-S-3600. and MCTL-augmentediefinitions. For consistency, definitiorestablished inthis Part
I, Section 10 will applyhereinand inall future MCT publications, includingipgrades tahe existing Part | and
Part Il documents.

Section 10 identifies ITs that enable increasingly superior DoD operations or that maintain superior capabilities
more affordably. Specifically, these technologies support IOs responsive to the DODD S-3600.1 requirement that

DoD activities shall beorganized, trained, equippednd supported to securpeacetime NationaSecurity
objectives,deterconflict, protect DoD informationand information systemsnd to shapethe information
environment. If deterrence fails, Informati@perationsshall seek taachieveU.S. superiority intimes of
crisis or conflict.

The range and types of information addressed in this section facilitate the large number and variety of DoD operations
specified in DODD S-3600.1. Joint Vision 2010 states that

We must have information superiority: the capability to collect, proeegkjisseminate amninterrupted
flow of information while exploiting or denying an adversary’s ability to do the same.

Because the same IT may be critical to many of the operations defined by DODD S-3600.1, a brief overview of those
operations is presented as a context for explanations of why particular ITs are treated.

Figure 10.0-1 illustrates theange oflOs mandated byDODD S-3600.1. The basi®r distinguishing, at the
highest level, among “pre-hostility” and “post-hostility” operations is that National Security cannot be assured in the
absence of appropriatpre-hostility” DoD operational capabilities. Iflequirements areften markedly different in
pre- and post-hostility scenarios for secure and covert operatinit®rrespondingapabilities to sustainperations
under electronic warfare, physical damage, and chemical and biological and other threat-driven environments.

Explicit reference to the need to suppeffensiveand defensiveoperations reflects DODB600.1's definitive
statement that 10s are actions takeraffect adversarynformation andISs while defendingone’s own information
and ISs. Joint Vision 2010declaresthat “information superiority will require both offensive and defensive
INFOWAR.” Offensive INFOWARwill degrade oexploit anadversary'scollection or use of information. iwill
include traditional methods, such as a precision attack to destroy an adversary’s command and control (C2) capability,
and non-traditional methods, such as electronic intrusion into an inforngetitwontrol network to convinceson-
fuse, or deceive enemy military decision makers. Defensive INFOWAR to protect our abitipdactlOs will be
one of our biggest future challenges. Traditional defensive INFOWAR operatitinde physical securitymeasures
andencryption. Non-traditional actionsill rangefrom antivirus protection to innovative methods s#fcuredata
transmission. In addition, increased strategic level programs will be required in this critical area.
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( )
Information Operations
Any action, or combination of actions, on information. Information operations may include any or all
activities for sensing, accessing, intercepting, collecting, recording, exploiting, generating, structuring,
organizing, affecting, transferring/communicating, switching, routing, multiplexing, securing,
processing, managing, or controlling information, usually performed as part of a plan.
\ J
( )
Information Systems Functional Areas
( AY4 AY4 AY 4 Nf information N £ AY 4 )
Information Information Information Information Management Information Information
[Communications Exchange Processing Security and Control System Facilities Sensing
Capabilities to Capabilities to Capabilities to Capabilities to Capabilities to Capabilities to Capabilities to (1) detect
move or switch, direct (1) enter, store, (1) safeguard plan, organize, § | house, energize, any single or multiple
transfer route, retrieve, display, information design, opti- transport, pro- faceted manifestation of
information multiplex, or duplicate, transform, privacy, secrecy, mize, engineer, ] | tect, and provide properties, qualities,
from one inverse- translate, print, integrity; implement, | Jappropriate oper- quantities, or other
location to multiplex publish, assure, or (2) control access operate, moni- ating conditions descriptive represen-
another. information. otherwise manipulate to information; tor, provision, and/or human tations of material or
existing information (3) authenticate maintain, habitation and immaterial entities and
without changing nd validate infor- synchronize, life support for IS (2) produce output
content or meaning; mation content, provide infrastructures signals analogous to the
(2) destroy information; representations, signaling and under benign or original manifestation
or (3) take any of a sources, and supervision, naturally occur- sensed—in formats
myriad of compu- sinks; and manage, con- ring or man- suitable for use in
tational, logical, (4) enforce trol, administer,] | made, conven- Information Systems.
algorithmic, rules- nonrepudiation— [ and account forj | tional, chemical, Entities can be in the
based, or other in either acci- information, biological, or form of matter (i.e.,
machine or human dental or inten- Information nuclear warfare exhibiting mass proper-
intellectual actions tional threat Operations, or threat-driven ties, position and motion
that create new or environments. Information environments. characteristics), infor-
extended content and Systems. mation, or energy.
meaning from existing
(\ J\ J \__/nformation. _J{_ J\ J\\ J\\ J)

The entire infrastructure, organization, personnel, components, or methods
designed to conduct or accomplish specified Information Operations.

Information Systems

Historically, a direct relationship has alwagsisted betweetechnologies supportingorrelative offensive and
defensive military operations. For example, encryption technolaggasonsummatelynterrelated to code-breaking
technologies and vice versa. Similarly, electratoantermeasuréECM) techniquesssentially maydefine effective
electronic counter-countermeasuf@CCMs). Numerous other examples exiahd, despitdJ.S. non-aggression
policies, National Security makes incumbent tieed topursue, developandemploy offensiveand defensivelTs.
Within Part 11, Section 10, technologies supportedyersenformation Systems-Affects Operatioage presented
within sections treatingelated Functional Areas (FAs). For example, encryptiocode-breakingechnologies are

Figure 10.0-1.

addressed in the Information Security section (10.4).

From a National Security perspective, thest familiar IOsarethoseinvoked after activeonflict hascom-
menced Examples of post-hostility I0gclude commandgontrol, andintelligence (C2l) operation&CMs, psy-
chological warfare, and operations in support of logidiwother military operationgssociatedvith conventional

and other warfare.
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What needs to be emphasized is that post-hostility does not mean post-military conflict alone—nanféoes it
target sets limited to physical entities with military-only valiargets mayinclude manufacturing, transportation,
utility, political institutions, and even information itself. Economic, political, and INFOWAR battasbefought
and won or lost in the total absence of any physical military conflict.

Pre-hostility IOsareall other 10s that plagirect or indirectroles in U.S. National Securitypreparedness to
conduct any and all forms @iuthorized offensiveand defensive warfareé-rom a National Security perspectitbis
IO category includes any IOs that help avert hostilities where possilllensurevictory otherwise. Thus, imaccor-
dance with DODD S-3600.1 directivgme-hostility I0sinclude all operationseeded tgoreparefor conflict, or, if
possible, to prevent escalation to military or other combat. Some pre-hostility operations comtingand after
hostilities.

As noted, ITs are used to design and implement ISs, which, in turn, are employed to actiostguor awide
range of 10s. The enormouange oflOs implied in the definitions gives rise to literaliyindreds ofcategorically
different ISs and analmost countless number afentifiable ITs. The selected approach isonsistent with the
industry-wide practice ofpecifying largelSs in as many asevenFAs, whicharesubsets of IS capabilities that
accomplish or support specified categories or subsets of IOs (see Figure 10.0r@juFéments araormally, and
purposefully, defined and/or specified so that engineers are afforded the greatest possible freeakimgiparticular
hardware or software design choices.

PARSING DODD S-3600.1
INFORMATION OPERATIONS

Pre-Hostility /\DOSI—HOSIHW

10 Suppor ting Preparation tor 10 Suppor ting
Defensive and Offensive Hostilities Defensive and Offensive Hostilities
10 Providing 10 Providin 10 Supporting Hostilities 10 Supporting Hostilities
Indirect/Unintended Direct/Intended wherein Targets are other wherein Targets are
Support to National Security Support to National Security than Information Information
Typical Operations Typical Operations Typical Operations Typical Operations
« R&D « R&D « Economic « Espionage
. « Design, Development « Design, Development « Terrorism - HUMINT
Enterprise/  « Integration, Test « Integration, Test ¢ Criminal - Electromagnetic
Agent « Production * Production « Conventional - Intelligence
o : « Marketing/Sales * Management * Nuclear - Physical Theft
perations e . c A
* Management « Training/Exercise * Chemical . Ps%chqloglcal
« Biological - Physiologically based

- Psychosomatic based
- Adverse Information
System Affect

e

FA Information Information Information Information Information Information Information
Operations Communication Exchange Processing Security l\gﬁgaggm%r?t Fsa)\la}ﬁgss Sensing
| |

.

Industry Government Military Others

Figure 10.0-2. 10 and IS FAs

Given this freedom, vendors in competitive environments are able and motivated to be as creative as possible in
proposing IS designs that meet all Féquirementandresult in the lowest possible camtdthe highest possible
operational effectiveness. As an example, procurement specifications writenms ofbandwidth,signal quality,
reliability, availability, andothergenericcommunication FAperformance parameters leave desigiress to make
optimum media and product selections. In this case, vendors attempting to win compstitivementsre highly
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motivated to propose among metallic or fiber-optic cable, satellite, or terrestriahnadiaand product alternatives.
These selectionsot only satisfy allprocurementtommunications FA missiomequirementsput also optimize
overall “life-cycle” IS cost and operational effectiveness.

Similar Militarily Critical Technologies (MCT) assessment and documentaiivantages accrughen IT per-
formance levels are stated in terms of generic FA characteristics rather than in terms dfaechteare andoftware
product capabilities. Thigapproachobviates theneed toprovide MCT updates in response tehat may beapidly
evolving performancdevels of any particulaproduct ortechnology type. Thus, MCTpdates arenly required
when:

« Changing mission objectives or operational requirements demand correspadgisignents to “critical” or
“sufficient” IT parameter levels (Parts | and II)

» Technological developments advance generic FA performanegys thatenhancehe superiority of DoD
operations or maintain a superior U.S. capability more affordably (Part 111)

e« When changes imon-U.S. capabilitiesiecessitate adjustments Worldwide Technology Assessments
(WTASs) (Parts I, Il, and IlI).

A separate section is allocated to each of the seven FAs aattioofthe two supporting technologreas of
“Information Visualization and Representation” and “Modeling and Simulation.” Each section begins wdlfirtie
tion and a narrative description of its IS FA and characteristics. Examples of operations, missions, and objectives and
how theyrelate to cited FAcapabilitiesare includedTechnology detaileand additionalexpository information are
presented in the several data sheets associated with each section.

For presenting ITs, options other than FA decomposii@possible. For instance, informatigrocessing
(IP) and all the other basic FAsn besubelements of sections treating, for example, Comraad&€ontrol Sys-
tems, ElectronicWarfare,any of the othecategoricaMCTL Part | subdivisions, or any new subdivisioesvi-
sionedunderthe rubric of INFOWAR. The problemwith this alternative is that unless one sees FA technology
developments as being unique to particular I0s or INFOWAR types, the danger exists that the same FA technologies
(e.g., “Information Processing”) may be assessed differently by vamatfare-operations-specific technisabrking
or author groups, using potentially dissimilar criteria. At besgn if perfectlyconsistent resultsre obtained,
eliminating the duplication of effort and inefficient use of scarce resources is difficult. Thus, other &gtiommn-
izing the IT section for Part Il have been considaratihave beerdetermined to béess useful for the purposes of
this document.

Although most ITs ardreated inthis section, some ITare coverealsewhereFor examplegertain informa-
tion sensor technologies thiaave traditionally beetreated inthe “Information Sensors” sectioare still treated
there. Other exceptiomsadefor organizational convenien@e noted inthe FA sectionsRegardless othe MCT
section in which ITs are addressed, the definitions and criteria in this section apply.

RATIONALE

The list of pertinent IOslepicted inFigure 10.0-1 is extensivbecausdong-term National Securityeally
depends upomilitary andeconomic parity or superioritgnd, therefore, islso dependentipon effective, ongoing
operations of all supporting industry, governmemigi military infrastructures. It is axiomatic that a natiorust
have a solid and sustained financial-economic foundation and, ideally, a position of leadership to become or remain a
military superpowerThus, anyandall 10s essential t@nterprises critical to a nation’'s economic healté also
essential to its National Security and merit consideration herein.

When the United States was subjected to cold or hot war threats from other military superpowers, it was logical
to stress or place a priority on technologies directly related to military crisis or post-hostility ope(isgiornszhysi-
cal, military warfare, and threat-relatecoperations). However, owurrent decisivemilitary superiority makes it
highly unlikely that even technologicalBdvancedhird-world nationswould be motivated tdine up tanksships,
aircraft, or evermissiles against th&nited States in an all-out, physical military conflict. Rather, a militant and
determined third-world adversabyent on hostilitiestoward the United States isfar more likely to expend his
resources attacking economic, social, or political targets and, because of the central impoi@s\cattatking 10s
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and information itself. Becausefirst- and second-worladtountries may not possess or be able to mount high-
technology INFOWAR/psychological operations-based aggression, the threat that they pose to the United States may
be limited to overt or covert economic and geopolitical human operations and acts of terrorism.

The logic then is compelling. At thigarticulartime in history, alladversariesattempting toundermineU.S.
economic and military superiority (i.e., those who seek to confiscate, destroy, manipulate, sabotage, darcontrol
gible resources and/or political, military, and civilian organizations) are most likely to target the day-to-day IOs upon
which these institutionsand resourcesrely—using their own |O-intensive weapomsstead of military force.
Moreover, if information is regarded as the basis of technology and technology is the basis for futurandeadth
nomic superiority, the United States is the primanxyrldwide target since it currently possess the greatlkate of
economically valuable information.

Perhaps most important tecisionsregardingthe range and scope of 10sand technologies that must be
addressed ishis: Not only canINFOWAR beconducted inthe totalabsence ophysical conflict, but, unless the
United States anticipates such attacks and develops counter technolagiest@nd defedhese attacks, owadver-
saries may be able to mount attacks and achieve viatatgtectedThis reasoning, however, in no way diminishes
the importance of 10 superiority as constituent elements of conventional, chemical, biolagitaliclearwar-
making preparationsand capabilities. Howevempursuing only those strategidsectly linked to physical wartime
scenarios ignores the most near-term and dangerous threats to our National Security.

Completing therationale for theébroadspectrum of 10s illustrated in Figure 10.0akd addressedherein is
recent experience demonstrating the value of military and commercial technologies. Unlike tiveepaBtoD, the
National Aeronautics and Space Administration (NASA), and other United States Government (USG) dgericies
nated andsponsorednost frontier developmentanost technologies supportingday’sISs are driven bycivil 10
requirements anthe commerciaproducts responding tthoserequirementsThus, we mustonsiderthe extensive
range of I0s represented in Figure 10.0-2 and the large number of ITs that must be assessed and documented herein.

BACKGROUND

MCTP Core Information Technology (IT) Definitions

BecausdTs areessential in designingndimplementing ISsandbecausdSs are used to conduct or perform
I0s, concise definitions for these word-pairs, as well as for each word taken separatelycial. Understanding the
needlater in this section todefine Information Processing, Information Security, Information Communications,
Information Encoding/Decoding, Information Translatiand soforth clearly, the"key” word for which unambig-
uous definition ismost needed is‘information.” Becauseinformation” appears sdrequently inconversation, one
might jump to the conclusion that its meaning is universally knamd accepteddowever,standard andcientific
dictionaries not only exhibit large definitional discrepancies, but often employ terms that require exposition.

Although DODD S-3600.1 is silent, the DoD Dictionary of Military Terms defines “information” as:
e Facts, data, or instructions in any medium or form
e The meaning that a human assigns to data by means of the known conventions used in their representation.

As satisfactory as these statements appear, the first definition raises questionshatioert “information” and
“data” arealways equivalenandinterchangeable. Theeconddefinition employs the term “meaning,” word that
may be as susceptible to subjective interpretation or misinterpretation as is “information.”

To serve as a basis upon which all manner of I0s may be explained herein, “data” are defined as

Representations, such as characters, symbols, or analog quantities, that may or reaplicdty relate to
or describe a material or an immaterial entity or process,”

and “information” is defined as

Characteristics,qualities, propertiesdescriptors, orinstructions (elements of information) of amaterial
or immaterial entity or process.
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A practical example ohow “information” and “data”often differ is to comparethe recitation of (1) pairs of
numbers and corresponding baseball team-pairs representing yesterday’s game results with (2) the simple recitation of
the same numbers, either in pairs or singly, with no reference to any taaferemcethat the numbersorrespond
to baseball scores. Most peoplavelittle difficulty in grasping thenotion that item(1) is a good example of
“information,” whereas item (2) is more appropriately categorized as “data.”

Becausethese two termsare sofundamentaland literally serve as goint of departure toeverything that
follows, it is important, in constructing the preceding definitions, towmselsthat for most peopleequire no fur-
ther exposition and to produce explications that apply universally. For the latter point, it is possible, for example, to
hold that “information” is only “information” if it isnot alreadyknown. Certainly, situations exi$ébr which this
alternative or specific definition not only applies, but is useful. Importantly, since the notiénewofnformation”
and “old information” are valid, such an alternative definition does not apply univeasallistherefore problematic
as a basis for the more complex word-pair definitions that are treated throughout the remainder of this section.

DODD S-3600.1 defines Information Operations (10s) as

Actions taken to affect adversary information and informasigstems whilelefendingone’s owninforma-
tion and information systems.

In the context of the other DODD S-3600.1 parts cited previously,défigition applies to offensivand defensive
operations in missions extending frggaace towar. It clearly encompassed actions taken on informatioumder

adversarial conditions. It does not, however, explicitly address an almost countless nuimtiderndes ofOs of a

non-adversarial nature. Because many non-adversarial operations are nevertheless vital tdSNatiotyal such 10s
and their corresponding ITs are considered herein.

Without diminishing the DODD S-3600.1 definition in any way, the following definition is used in the MCTL
to describenow ITs, or their amalgamation within complex 18se used tesupport allincidences oflOs. More
broadly then,

Information Operations are any action, combination of actions, on information. Informati@perations
may include any or all activities for sensing, accessing, intercepting, colleaticayding, exploiting, gen-
erating, structuring, organizingaffecting, transferring/communicatingwitching, routing,multiplexing,
securing, processing, managing, or controlling information, usually performed as part of a plan.

This last “expository” statement exlded toprovide concret@xamples with which mangeaderamay be familiar,
thereby clarifying the meaningnd intention of the shorter, hopefully universally applicable, basic definition.
Although some experts may find even the expanded list of 10 activities incomplet@ntiedactivities reflect rec-
ommendations of the MCT Information Technology Technology Working Group (TWG).

DODD S-3600.1, Joint Publication 6.0, and past MCTL versions define ISs as

. .. the entire infrastructure, organization, personnel, and components that collect, process, store, transmit,
display, disseminate, and act on information.

More recently, Joint Publication 1-02, “DOD Dictionary of Military and Associated Terms,” defines ISs as

The organizedcollection, processing, transmissioand dissemination of information, iaccordancewith
defined procedures, whether automated or manual. In information watfaseincludesthe entire infrastruc-
ture, organizationand components that collecprocess, store, transmit, display, disseminatel act on
information.

At first reading, these two definitions do not appeadifter in any substantial wayHowever, inJoint Publication

1-02, the first sentence defines ISs as “actions” themselves (i.e., “The organized collection, processing, transmission,
and dissemination of information”). In contrast, the second sentence represents |IS&®asré¢hmfrastructureprga-

nization, and components” that have the capability to “collect, process, store, transmit, display, dissamdimate,

on information.”

To be precise, ISarephysical entitiesandpeople thattan take—or bén—action, but theycan also be in
“stand-by” or “stood-down” modeand, therefore, “inactive.That is, 1Ssare“capabilities” designed to conduct or
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accomplish IOs but are not “actions” themselves. Moreover, most complex I&ssapeed tosupport awide range
of 10s. Explained in more detail below, this factentral tothe decision to organizéhe list of MCT presentation
of ITs in terms of IS FAs, as opposed to categories of either I0s or systems.

Consequently, the DODD S-3600.1 definition for 13agmentedand shortened afollows, is adoptedfor use
in this document:

Information Systems are the entire infrastructure, organization, personnel, components, or riesiyrds!
to conduct or accomplish specified Information Operations.

The augmentatioadds toDODD S-3600.1 by explicitlyrecognizing thatSs are used to conduct @ccomplish
specified 10s. Note, because the previous |I0s definition lists example activities, there is no need to le@&Dthe
S-3600.1 list as expository information in the definition of ISs.

Both DODD S-3600.1andJoint Publication 1-OZresilent on the definition of thevord technology. The
Export Administration Act of 1979 defines it as

The information and know how (whether in tangible form, such as models, protatspeings,sketches,
diagrams, blueprints, or manuals, or in the tangible form, such as training or technical servicesgrthm
used to design, produce, manufacture, utilize, or reconstruct goods, including computer sarftitachni-
cal data, but not the goods themselves.

Existing MCTL versions define “technology” as

Specific information and know-homecessanfor the development, productioanduse of aproduct. This
includes the hardware and software necessary to achieve that purpose.

Since systems engineering and integration (SE&I) are pivotal in complex IS @desigaployment, henceforth, for
MCTL purposes, technology is defined as

Specific information and know-homecessanfor the development, productioanduse of aproduct. This
includes engineering and integration for systems (groups of interacting elements actiograglaxwhole)
as well as individual hardware and software elements necessary to achieve that purpose.

WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.0-3)

The WTAs in Section 10 reflect the performance levels dhatypically encountered ircommercial,military,
or non-military government IS technologiasdthat have been identified ithis document ashaving significant
potential in warfighting scenarios. Installed baseliaed/orthe ability to produce, acquireanduse thosdechnolo-
gies are key WTA parameters of interest and are summarized in Figure 10.0-3.

The United States leads in system engineering and integration of complex ISs, folimesd by the Canada,
France, Germany, Japan, and the United Kingdom. Underlying technologiesdiod \8ide are@ntegration ofsuch
systems are driven largely by commercial needs and markets. A significant number of chan&ois/elopedet-
work switchingandtransmission capabilitiesquivalent tothose of theUnited States. TheéJnited States has sus-
tained its lead in computer hardware because the it enjoys superior microprocessoaritsigrication capabilities
(see Part 1, Section 8: Electronics Technology, and this section).

While the United States continues to be the only country with critical capabilities in all IS techRélsgy
equivalent capabilities are found in one or more other countrieséry FA. The growing multi-nationalization of
IS developments haacreasedhe worldwide availability of advancedechnologies. 1&nowledge transfefrom the
United States to foreign competitooecursthrough open-sourcdlJ.S. trade journals, technical literature, various
international forums, the Internet, commercial competitive analyses, and traditional intelligence services. As a result,
the U.S.technologyleadership incommunicationsand computer systems hateclined inrecent years relative to
Europe and Japan.
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Information

Information Information Information Information Management and

Country Communications Exchange Processing Security Control
Australia (XXX} (XXX J [ X X ] (XXX ] [ X X ]
Austria [ X X J [ X X ] [ X X ] [ X X J [ X X ]
Belgium [ X X J (X X X J [ X ] [ X X J [ X X ]
Canada (XX X J (X X X J (X X X J (XX X J (XX X J
China (X J [ X ) [ X X ] [ ] [ X X ]
Costa Rica (X J (X ) [ ] [ XX J [ X )
Cuba (X J (X J [ X J (X J (X J
Czech Republic oo oo b oo oo
Denmark [ X X J [ X X ] (X X X J [ X X J (XX X J
Egypt [ X ] [ X ] [ X ] [ X ] [ X ]
Finland [ X X J [ X X ] [ X X ] (X X J (XXX ]
France (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Germany (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Hungary [ X ] [ X ] [ X J [ X ] [ ]
India [ X ] [ X ] [ X X ] [ X ] [ X X ]
Iran [ ] [ ] [ X ] [ ] [ ]
Iraq [ ] [ X ) [ X J (X J [ ]
Ireland [ XX J [ XX J [ X X ] [ XX J [ X X ]
Israel (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Italy (XX X ) (X X X J [ X X ] [ X X J [ X X ]
Japan (XX X ) (X X X J (X X X J [ X X J (XX X J
leya [ ] [ ] [ ] [ ] [ ]
Netherlands [ X X J [ X X ] [ X X ] (XX X ] (XXX ]
New Zealand [ XX J [ XX J [ X X ] [ XX J [ X X ]
North Korea ° ee ee ° °
NorWay (XX X ) (X X X J (X X X J [ ] (XX X )
Pakistan o ® oo ® oo
poland [ X X J (X X X J [ X ] [ ] [ X X J
Russia [ X X J (XXX J [ X X ] (XX X ] [ X )
South Africa [ XX J (XXX J [ ] [ XX J [ ]
South Korea [ XX J [ XX J [ XX ] (XX J (X J
Sweden (XX X ) (X X X J (X X X J (XX X ) (XX X )
Switzerland (XX X ) (X X X J [ X X ] (XX X ) [ X X ]
Syria [ X ] [ X ] [ X ] [ ] [ X ]
Taiwan - R.O.C. (XXX ] (XXX J [ X X ] [ ] [ X X ]
UK (XXX ] (XXX ] (XXX J (XXX ] (XXX ]
United States (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Legend: Extensive R&D  ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ®

Figure 10.0-3. Information Systems WTA Summary
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Figure 10.0-3. Information Systems WTA Summary (Continued)
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SECTION 10.1—INFORMATION COMMUNICATIONS

Highlights

» Basic electromagnetic communications requirements can be accomplished using a wide variety of conmer-
cial-off-the-shelf (COTS) and military-specified products, each with greater or lesser abilities to suppoit
military and industrial operations before, during, and after hostility.

» Industry requirements are typically pursued for economic reasons, whereas military and other government
needs are driven by adversarial threats—with affordability playing a lesser-but-still-vital role.

» Systems ostensibly procured for peacetime civilian use can be reprogrammed for military applications{and
may achieve levels of survivability far surpassing lower capacity dedicated military systems.

» Long-distance, beyond-line-of-sight (BLOS) communications are essential for remote reconnaissanceland
damage assessment, aerial strikes launched from one country on targets in an adversary country, and battle-
field C2 within large tactical arenas.

* In mixed weapons of mass destruction (WMD) and conventional conflicts, survivable communications fare
critical to sustaining chemical or biological offensives.

OVERVIEW

The Information Communications (INFO COM) FA is defineccapabilities to move or transfer information
from one location to another. Implied in this definition are capabilities to “move or transfer” information in any cog-
nizable form. For instance, information may be in the form of still or moving visual imagery or alphabetic, picto-
graphic-hieroglyphic records. Alternatively, it may be in the form of spoken words, audible alarms, or other acoustic
energy. This FA includes transmission systems; command, control, communications, computers, and intelligence
(C4l) information systems; and aspects of electronic attack and electronic protection.

INFO COM capabilities encompass the means to physically transport information from one location to another
or to relay it via electromagnetic, acoustical, or other transmission mechanisms. Figure 10.1-1 shows the range of
capabilities that the INFO COM technologies identified in this section support.

At least two basic technologies require development to meet future needs for INFO COM:
1. Increasing the total capacity of carriers
2. Increasing the amount of information that can be transmitted per unit time over any given carrier.

High-speed carriers with enormous bandwidths and an exponential growth capability are becoming a commodity,
with cost or usage rates becoming insensitive to time or distance charges. Allied technologies provide improved
availability, reliability, efficiency, and protection from abuse, unauthorized intervention, and capacity saturation.

Physical Transport

Despite technological advancements in modern electromagnetic communications networks and their now
nearly global extent, physical delivery remains an important INFO COM mechanism. The persistence and popularity
of physical information delivery can be partially attributed to advances in information storage technologies such as
compact disks [compact disk-read only memory (CD-ROM)], videocassette recorder (VCR) video tapes, digital
audio tapes, smart cards, and countless others.

Advanced storage technologies (discussed in Section 10.2) that keep physical delivery competitive are
impacted by storage and networking technologies. For example, while most personal computer (PC) application
software is physically distributed via CD-ROMSs, a considerable amount of software can now be downloaded via
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INFORMATION COMMUNICATIONS
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Figure 10.1-1. Taxonomy of INFO COM Technologies

the Internet. Similarly, should the cost of viewing video tape recordings (VTRS) via networks drop below the cost of
physical distribution and be available for immediate viewing anytime (video-on-demand), the economic case for
physical VTR distribution will certainly be diminished.

Another physical delivery tradeoff factor is consumer/user preference. Notwithstanding equality enhancements
in electronic display technology, many people continue to demand that certain types of information be delivered in
hard copy format (newspapers, magazines, books, and so forth). However, even assuming a permanent preference
for hard copies, the question arises as to whether personal printers will eventually provide high enough quality and
low enough per-page costs to justify printing daily newspapers in offices or kitchens. Along with storage devices
that appear to sustain demand for physical information movement or transfer, technologies that may mitigate against
such demand (e.qg., electronic displays, printers, and associated computer and peripheral equipment) are treated in
Section 10.3.

Non-Physical Transport

As depicted in Figure 10.1-1, INFO COM via non-physical transport uses either “guided” or “unguided”
media. Guided media, including metallic wire cable, fiber-optic cable, and rigid or non-cable-type metallic or
dielectric waveguides, constrain electromagnetic waves within boundaries established by their physical construction.
Unguided media are those in which boundary effects between “free space” and material substances are absent. The
“free space” medium can include a gas or vapor. Unguided media include the atmosphere and outer-space-support
terrestrial and satellite radio and optical transmission. In normal circumstances, liquids constitute an unguided
media, usually supporting undersea acoustic communications and sonar systems.

As generally defined, non-physical transport communications systems include transmission facilities, [i.e., the
medium (free space, the atmosphere, copper or fiber-optic cable) and electronic equipment located at nodes along
the medium]. In this context, equipment amplifies (analog systems) or regenerates (digital systems) signals and pro-
vides termination functions at points where transmission facilities connect to switching or multiplexing systems.
Multiplexers (described in Section 10.2) combine many separate sources of traffic into a single signal to enhance
transmission efficiency. In modern designs, transmission termination, switching, multiplexing, and other functions
can be “integrated” in a single piece of equipment and, in combination, play major roles in defining network capa-
bility, latency, communications services, grade of service, maintenance, reliability, availability, and survivability.
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This section addresses a wide range of equipment used in local and long-distance communications. Included
among “non-integrated” types are simple repeater/amplifiers, channel service units (CSUs), data service units
(DSUs), and modems. Modems (MODulator/DEModulator) are devices that transform digital signals generated by
data terminal equipment (DTE) to analog signal formats suitable for transmission through the extensive, worldwide
connectivity of public and private, switched and non-switched telephone voice networks. CSUs/DSUs are termina-
tion equipment required to connect digital customer premises equipment (CPE) to telecommunications networks and
typically provide transmit and control logic, synchronization, and timing recovery across data circuits. Modern,
fourth-generation-and-beyond switches and digital cross-connect systems (DCSs) incorporate switching, multi-
plexing, and line-termination functions. Other examples include satellite, terrestrial microwaves, and cable transmit
and receive terminals (transceivers), which, in most instances, include multichannel capabilities.

In public cellular or specialized mobile radio (SMR) equipment, basic INFO COM FA capabilities are com-
bined with traditional application-level functions, such as call set-up and take-down dialing, signaling, and so forth;
advanced features, such as caller identification (ID); and acoustic and other human interface capabilities. Within
cellular or SMR telephones, these application-level functions are typically implemented in software running on
embedded microprocessors. In fact, although concepts for mobile cellular telephony existed long ago, practical and
commercial viability came only with the appearance of powerful, low-cost, low-power, small, and lightweight
microprocessors. Throughout Section 10, “integrated” product technologies are presented in tables of the FA sec-
tions to which they are most closely related. For instance, cellular telephone and system technologies, now under
discussion, are listed in tables associated with INFO COM FA. Generic ITs, such a general-purpose microprocessors
and software, are listed in the IP FA tables.

RATIONALE

Basic electromagnetic INFO COM requirements can be accomplished using a wide variety of COTS and
military-specified products, each with greater or lesser abilities to support military and industrial operations before,
during, and after hostilities. Moreover, whether implemented in modern integrated or prior-generation stand-alone
products, as indicted below, INFO COM FA capabilities are pervasive in and critical to vital operations of the
National Security infrastructure.

INFO COM FA characteristics are important to all National Security infrastructure operations (i.e., critical
industry, government, or military operations during pre-, trans-, or post-hostility time frames) and include:

» Global (national and international BLOS or long-distance), near-instantaneous service
» Ultrahigh reliability/survivability
» Mobile or transportable user or operations center connectivity.

Although industry, government, and military organizations depend on these capabilities, industry requirements
are typically pursued for business efficiency, competitive advantage, profit, or other largely private economic
reasons. Conversely, government—and in particular military—needs are often driven by adversarial threats (physi-
cal and otherwise) against life, property, and even the environment itself, with affordability playing a lesser-but-still-
vital role. In cases where WMD are factors, hostile environmental conditions may involve chemical, biological,
radiation, and electromagnetic pulse (EMP) hazards. Also, on post-hostility time frames, one must anticipate man-
made jamming, spamming, or other overt or covert INFOWAR-type attacks to degrade communications environ-
ments.

As already noted, the number of situations where unique, military-specified products remain the only option
against such attacks is rapidly diminishing. In recent years, the commercial sector has made monumental strides in
developing practical, common-user, or public systems yielding ubiquitous, high-reliability, high-survivability, fixed
and mobile INFO COM FA capabilities—often at performance levels not achievable with dedicated military facili-
ties. Figure 10.1-1 lists these developments and the rationale describing how and why they relate to the INFO COM
FA technologies.

Long-distance communications can be accomplished using cable-based networks, terrestrial or satellite radio
relays, long-wave (below 3 MHz/BLOS) radio transmission, or combinations of these techniques. Military
long-distance systems can be built from either government-owned, dedicated facilities or shared-facilities obtained
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from public or industry-owned common-user networks. Increasingly, modern facilities of either dedicated or shared
design are able to provide integrated voice, data, facsimile, imagery, and video services.

At the low-cost end, single-channel long-distance communications can be made today with standard cellular,
SMR, or personal communications system (PCS) telephones, interconnected to local and long-distance switched
networks. In the near future, end-to-end national and even global mobile voice and narrowband data services will be
available form one or more of the following systems: International Marine/Maritime Satellite (INMARSAT), Global
Star, ICO Global Communications, Skycell/MobileSat, and ORBCOMM. Broadband satellite-based services, with
throughputs on the 2-64 Mbps range, anywhere in the world, are currently planned in the Teledesic, Celestri, and
Skybridge programs.

Given an increasing number of efficient mechanisms for long-distance, global communications, the following
discussion focuses on the rationale for and emerging technologies that can imbue modern INFO COM capabilities
with ultrahigh survivability and reliability operational characteristics. The discourse assesses offensive and defen-
sive requirements from both the United States-allied and adversary-national perspectives.

Requirements for survivability of BLOS military communications arise in strategic and tactical battlefield war-
fare scenarios. For missile and manned or unmanned aircraft attacks, where the distance between launch points and
target designated ground zeros (DGZs) exceeds point-to-point line-of-sight (LOS), there is a need for some form of
long-distance communications. Operational situations in which this occurs include aerial strikes launched from one
country against targets in another country. Typical targets might include civilian shipping and transportation ports,
industrial centers, military command centers, supply depots, and actual battlefield areas. For example, during an
ongoing conflict, an aggressor might attempt to create a “plague port” to inhibit an adversary’s ability to receive
supplies or debark allied or peacekeeping forces.

BLOS communications are needed to relay information generated by sensors or individuals in the vicinity of
the DGZ back to the strike-force headquarters. Such information may include force status reports; micro-meteoro-
logical indications and other intelligence data; situation reports; and damage assessment reports. In the near term,
voice or low-rate data communications capabilities from ground-based individuals or manned or unmanned airborne
reconnaissance platforms may suffice. In the future, sophisticated adversaries may require BLOS communications to
relay data from disposable (possibly airdropped), wide-area, array sensors systems.

In-country telecommunications systems with extraordinary availability and survivability can be implemented
using emerging commercial fiber- and Synchronous Digital Hierarchy (SDH)-based telecommunications technolo-
gies. [In the United States and elsewhere, these systems are built to Synchronous Optical Network (SONET) stan-
dards, which, although not identical to International Telecommunications Union (ITU) standards, are equivalent.]
Although these systems can ostensibly be procured for peacetime civilian use, with appropriate information
exchange switching, multiplexing, and digital cross-connect facilities (see Section 10.2) and information manage-
ment and control capabilities (IM&C) (see Section 10.5), they can:

* Be reprogrammed for military applications

» Achieve levels of survivability and immunity to physical attack, far surpassing lower capacity, dedicated
military designs.

The reason for the extraordinary programmability and survivability of modern commercial telecommunications
is twofold. First, the flagship and most profitable telephone carrier offerings today are their “Software Defined Net-
work (SDN)” offerings. SDN allows carriers to offer large customers—who in the past may have opted for private,
dedicated facilities-based networks—the option of equivalent “virtual private networks” using the highly redundant
and enormous reserve capacity of shared public network facilities. Second, these networks not only offer large
industry (or military) customers service indistinguishable from dedicated facilities-based private networks, but they
deliver these services at lower cost. Moreover, SDNs greatly augment capabilities to modify, optimize, and custom-
ize carrier services, in accordance with changing business or, in times of physical warfare, military requirements.

The reason why modern commercial telecommunications networks are now designed to exhibit unparalleled
reliability and survivability is purely economical. For instance, one major U.S. carrier supports the equivalent of
300,000 Washington-to-New York voice circuits. Loss of that connection translates into revenue losses of $30,000
or more per minute. The advent of high-capacity fiber transmission makes it possible to carry an enormous number
of voice conversations over a single fiber. Recent advances in wavelength division technology have extended
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commercially available fiber-optic capacities to 80 Ghps in a single strand. For the first time in modern telecom-
munications history, from a reliability-design point of view, this makes possible essentially “free bandwidth.” Still,
because of the “funnel factor,” to ensure profitability and network availability, one must not concentrate that much
traffic without adequate back up or redundant connections. Fortunately, SDH/SONET standards addressed this prob-
lem from the outset.

In conjunction with automated management and control and appropriate switching and multiplexing facilities,
in SDH/SONET networks, this “disposable” bandwidth allows one to design networks that tolerate massive switch
and cable-cut failures. In many instances, service restoration is virtually automatic, and restoration is accomplished
in 15 ms, a time span short enough to prevent the disconnect of existing calls.

Importantly, use of dual homing and 2 or 4 fiber-based bi-directional line switched ring (BLSR) diversity
among switching/multiplexing hubs, along with designed-in capabilities (e.g., embedded SDH/SONET protection
routing and automated performance monitoring and diagnostic management functions), yields survivability per-
formance levels that older military systems with precedence, priority, pre-emption, and even dynamic non-
hierarchical routing (DNHR) cannot approach. Older techniques preserve or restore service on a call-by-call basis
only. By comparison, Sprint has debuted a U.S. network plan for 38 interlocking rings, with 16 nodes per ring, ena-
bling hundreds of thousands of equivalent voice circuits to be restored—almost instantaneously. Since SDH/SONET
systems accommodate the world’s largest common-user network traffic, bandwidth or channel capacity require-
ments encountered in military warfare scenarios can be met without employing state-of-the-art switching speeds or
ultra-broadband transmission systems.

Satellite-based services are another example of commercial communications offerings exhibiting extraordinary
availability and survivability. One class of service providing virtually undeniable service is mobile communications
via hundreds of satellites through Teledseic, Globalstar, INMARSAT, and the other systems mentioned previously.
Another class of highly reliable and survivable satellite service employs very small aperture terminals (VSATS),
which employ small “suitcase-packaged” equipment packages and require antennas of only 1.5-6 ft in diameter.
Finally, high-capacity, multi-channel trunk satellite service can be supported with larger-but-still-transportable earth
terminals. Not only is it difficult to jam electronically or physically disable the large numbers of satellites providing
such services, but to do so would interrupt service to thousands of worldwide users whether or not they are involved
in a conflict—a result with potentially enormous negative world-opinion hazards. Thus, for practical purposes,
satellite-based communications exhibit dual, BLOS, and equivalent high-survivability capabilities.

Third-world countries are already using satellite services. A case in point is Zambia’s presidential limousine
that is followed by an INMARSAT satellite-dish-equipped Suburban truck. This provides the president with
constant communications connectivity even in rural areas. See Figure 10.1-1 for additional survivable INFO COM
technology capabilities with significant enterprise and warfighting potential.

WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.1-2)

Figure 10.1-2 contains a comparative representation of foreign technology assessments (FTAs) for the INFO
COM FA by country. All the developed Western nations in the'G@8ept for recently joined Russia, plus the
Scandinavian countries, Israel, and Taiwan, have capabilities in all elements of the INFO COM FA in their installed
base. These capabilities include transmission facilities and required electronic equipment located at nodes along the
medium.

Of the G-8, only Russia requires considerable development before it reaches the level of the other members.
However, like China, this comparatively late development may be an advantage to Russia because it is not burdened
with a large installed base of outmoded analog equipment and bandwidth-limited, non-fiber-optic transmission.
Therefore, Russia, China, and other less-developed countries can more readily expand their capabilities with modern
equipment, avoiding performance penalties involved with hybrid facilities. The China assessment may be under-
stated since one indicator of China’'s INFO COM FA capabilities is that the United States alone accounts for up to

1 Canada, France, Germany, ltaly, Japan, Russia, the United Kingdom, and the United States,
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40 percent of China's exports. Part of this 40 percent, in which China’s trade surplus with the United States is
greatest, is telecommunications equipment. China manufactures its own fiber-optic cable.

Most other countries with less-developed telecommunications (Cuba, the Czech Republic, Egypt, Hungary,
India, Iran, Iraq, Libya, North Korea, Poland, and Vietham) have fewer INFO COM FA capabilities, and even those
tend to be concentrated in larger population centers. However, these deficiencies could be corrected in compara-
tively short periods. For example, although Iran’s telecommunications installed base is concentrated in and around
Tehran, Iraq’s baseline telecommunications capabilities extend country-wide. See Section 8.11 in Part | of the

MCTL.
Country Physical Fiber-Optic Metallic Line of Beyond
Transport Cable Cable Sight Line of Sight
Australia o000 o000 o000 o000 o000
Austria 000 000 000 000 000
Belgium (XX ] o000 (X ] (X ] (X ]
Canada o000 o000 o000 o000 o000
China (X ] (X ] (X ] 000 (X ]
Costa Rica b ° °
Cuba b ° °
Czech Republic b ° °
Denmark (XX ] (X ] (XX ] o000 (XX ]
Egypt (X ] [ ) [ ) [ ) [ )
Finland o000 (X ] (X ] o000 o000
France o000 o000 o000 o000 o000
Germany o000 o000 o000 o000 o000
Hungary (X ] [ ) [ ) [ ) [ )
India (X ] [ ) [ ) [ ) [ )
Iran [ ) [ ) [ ) [ ) [ )
“—aq [ ) [ ) [ ) [ ) [ )
Ireland 000 (X ] (X ] 000 000
Israel o000 o000 (XX ] o000 o000
Italy o000 o000 (XX ] o000 o000
Japan o000 [ ) [ ) [ )
leya [ ) [ ) [ ) [ ) [ )
Netherlands (XX ] (X ] (XX ] o000 (XX ]
New Zealand 000 (X ] 000 o000 000
North Korea ° ° ° b °
NorWay o000 (XX ] (XX ] o000 o000
Pakistan ° ° ° ° °
Poland (XX ] [ ) [ ) 000 (X ]
Russia (XX ] (X ] (X ] (XX ] (XX ]
South Africa b ° ° b b
SOUth Korea (XX ] (X ] [ ) 000 (XX ]
Sweden o000 o000 o000 o000 (XX ]
SWi'[zerIand o000 o000 o000 o000 o000
Syria (X ] [ ) [ ) [ ) [ )
Taiwan -R.O.C. o000 o000 o000 o000 o000
UK o000 o000 o000 o000 o000
o000 o000 o000 o000 o000

United States

Legend:

Extensive R&D

Significant R&D

Moderate R&D ©® Limited R&D ©

Figure 10.1-2. Information Communications Technology WTA Summary
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The following developing technologies have been identified, but data sheets are not available at this time:

Adaptive, Frequency Agile Front Ends [Including Microelectromechanical Systems (MEMS) and Thin Films]
Advanced Coding Technologies

Dynamic Firewall Technology

Low Probability of Intercept (LPI)/Low Probability of Detection (LPD) Waveforms

Message Tracing/Security Technology

Multi-user Detection Technology

Real-Time Conferencing

Smart Antenna Technologies

Software Radio Technologies

Spoofing Detection and Protection Techniques
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DATA SHEET I111-10.1. NETWORK ACCESS TO THE END USER

Developing Critical
Technology Parameter

This technology for connecting the end user to the high-speed fiber network addresses
the use of the electromagnetic (EM) spectrum between 24 and 38 GHz, encompassing

local multi-channel distribution service (LMDS) and other slots suitable for broadband
high-capacity wireless services.

Critical Materials None identified.

Unique Test, Production,
Inspection Equipment

Production of rooftop or window-mounted millimeter-wave radios operating roughly in
the 24- to 38-GHz range.

Unigue Software Software to convert digital bit streams to and from the fiber and the radio.

Technical Issues This technology should be used in conjunction with code division multiple access

(CDMA). CDMA is good in spectrally noisy environments.

Major Commercial The commercial potential in the United States is the connection of office buildings to the

Applications high-speed fiber backbone.
Affordability This is the most inexpensive way to upgrade current military facilities for the “last mile”
and will be much less costly than retrofitting fiber.
RATIONALE

This technology uses higher frequencies that are better suited to carrying large volumes of information. It is
particularly useful where infrastructure is not currently available. For example, the radio transmission could reach a
low earth orbit (LEO) satellite to be relayed to the terrestrial fiber center. It provides more bandwidth than other
technologies for connecting the fiber network to the end user.

The U.S. military can use this technology for communicating in battlefield or other hostile environments where
fiber is not available. For optimal value in the military, this technology depends upon the simultaneous use of
CDMA and LEO and using the microwave spectrum between 24 and 38 GHz.

BACKGROUND

Internet traffic doubles every few months and is moving the spectrum up to higher frequencies better suited to
carrying large volumes of information. The new source of bandwidth frequencies is between 24 and 38 GHz, which
encompasses LMDS and other slots suitable for broadband, high-capacity wireless services.

Today, the patch from fiber trunk to end-user is done in a variety of more or less unsatisfactory ways:
» Cable.Cable is promising in many ways, but chiefly serves residential.

« Asymmetrical digital subscriber line (ASDL). ASDL is rolling out relatively slowly and mostly offers
less bandwidth than cable.

In the future, microwave radio transmission is the answer for the military end user. It provides the “missing link”
between a high-capacity backbone and the military facility that cannot be served by fiber or would be prohibitively
expensive to be served by fiber. High bandwidth and relatively low cost make systems affordable. Also, in many
cases, the commercial availability of a provider will allow a system to be set up in several days—if not hours. The
short distances and focused beams mean channels can readily be reused without fear of interference—just the thing
for military local access.

One of the most promising end-user solutions is “up-spectrum wireless.” With connections to the fiber back-
bone provided by networks of rooftop or window-mounted millimeter wave radios operating roughly in the 24- to
38-GHz range, these systems can run as fast as 200 Mbps—15 times as fast as any coax or digital subscriber line
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(DSL) link. In addition, the systems can be installed for $5,000 to $20,000 per building (figures that are likely to
decline further) compared with a typical cost of $300,000 for a commercial downtown building direct fiber connec-
tion.

WORLDWIDE TECHNOLOGY ASSESSMENT

Canada oee Japan oee UK oee United States ooee

Legend: Extensive R&D ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ®

Presently the United States leads in this technology roll-out. Europe uses the Global System for Mobile Communi-
cations (GSM), which is a variant of time division multiple access (TDMA). GSM is inferior to CDMA. GSM is
prevalent everywhere outside North America. The migration of the rest of the world to CDMA should be mostly
complete in the 5- to 25-year time frame.

Qualcomm has more than 400 CDMA patents. Globalstar is Qualcomm’s CDMA satellite partner. Globalstar is
pioneering LEOs for CDMA.
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DATA SHEET 111-10.1 OPTICAL NETWORKS

Developing Critical An all-optical, circuit-switched backbone network will provide abundant, reliable band-

Technology Parameter width.

Critical Materials High quality fiber cable; erbium doped fiber amplifier (EDFA).

Unique Test, Production, Significantly reduced attenuation fiber at key wavelengths, called AllWavel, is made

Inspection Equipment by only one manufacturer, Lucent.? Simple passive filters and waveguides are needed
to support wave division multiplexing (WDM). An optical switch is needed for produc-
tion.

Unique Software Software to run and configure the optical switches.

Technical Issues The relatively low number of wavelengths per fiber strand, which is a constraint with

other fiber technologies, is much improved with AllWavel technology because there
are more wavelengths available per strand. The need to remove each color of light from
the fiber and convert it into an electronic bit stream to amplify and generate the signal
every 50 km or so is not a constraint with EDFA. These issues have been solved in
early commercial prototypes and installations.

Major Commercial Anything that communicates digitally.
Applications
Affordability Not an issue. Indeed, an optical network is the lowest cost way to make available large

bandwidth for communications. Early military adoption of commercially available
resources is not only affordable, but also imminently cost effective.

RATIONALE

Information superiority is the basis for virtually every vision and plan of the U.S. military. Information supe-
riority is attained sometimes by large amounts of data—often by speed of sending or receiving data and informa-
tion—and always by the reliability of the data and information. More bandwidth is necessary to enable these sup-
porting factors leading to information superiority. Optical network research and development (R&D) represents an
eminent future technology for providing more bandwidth, faster throughput service, and greater reliability.

An example of a future military application of reduced attenuation fiber and EDFA to optical networks is the
use of these techniques to achieve near-real-time conferencing involving several dispersed physical locations. These
future optical network technologies will provide the bandwidth to serve thousands of destinations.

BACKGROUND

WDM and SONET use fiber but with very significant differences. WDM multiplies the capacity of fiber optics
by sending messages on many different colors of light—many wavelengths— down the fiber at the same time,
allowing a single fiber to bear multiple streams of messages. Having many wavelengths allows communications
payloads to be divided into segments that can be more easily managed and manipulated.

If a single wavelength is used, as in SONET, each of hundreds of thousands of messages have to be broken
into multiple packets and time slots and coded for reassembly at the other end. Every header in every packet in the
flow has to be read to find the packets needed. This approach, acceptable for plain ordinary telephone systems
(POTS), performs acceptably for the smaller bandwidths available with copper. However, with the enormous capac-
ity offered by fiber and needed by the military in the future, performing this processing can require the equivalent of

2 Allwavel is a trademark of Lucent.
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a supercomputer, as well as slow and costly transformations from photonics to electronics and back. WDM offers a
low-cost and simpler alternative. It promises to break down the bit stream into hundreds of separate message-bearing
wavelengths that can be processed by simple passive filters and waveguides.

SONET is good for point-to-point backbone links and giant corporate, government, and university clients in
big cities, but it will not serve the military’s future large bandwidth needs. SONET will not upscale affordably to
provide adequate bandwidth for the U.S. military in the future. To upgrade the SONET bit rate involves prohibi-
tively expensive equipment upgrades and replacements; however, new technologies for WDM will come to the
rescue.

In the past, a showstopper for WDM was that every 50 km or so the system would have to remove each color
of light from the fiber and convert it into an electronic bit-stream to amplify and regenerate the signal. Each opto-
electronic conversion entailed nine expensive bipolar transistors and a host of other devices. However, U.S. com-
mercial companies now have EDFA, which can amplify all the colors at once without having to remove them from
the fiber. The contents of the pipe are divided into thousands of wavelengths, each of which can be switched inde-
pendently with passive optics. If photons do not have to be converted to electrons for regeneration, huge cost
savings can be realized on the networks by using passive optical “switches” and converting to electronics and
reading packet headers only on the edge of the network in a router on the local area network (LAN). This powerful
development will allow an all-optical network, in which messages travel from origin to destination entirely via
photons.

For WDM, dividing the contents of the pipe into thousands of wavelengths requires a way of accessing the
network that is far less costly than the existing multiplex of opto-electronic converters, packet engines, gold-plated
interface cards, and add-drop muxes. With wavelength routing, the perhaps 80 percent of wavelengths that at any
given node bear only pass-through traffic can proceed on their way unread, leaving the electronics to manage only
the 20 percent of wavelength packets that must be processed. The all-optical network will not switch packets. It will
shuffle wavelengths—a much more efficient process.

Now in development by U.S. companies is a product using dispersion management tools and modulation
schemes to enable optical signals to travel not 600 km, but 3,200 km. This product uses EDFA technology, which is
the final piece of technology to ensure the leap in performance and quality to make feasible the much-increased
bandwidth needed in the future. Also, the complex protocols devoted to guarantee “quality of service” at higher lev-
els will be unnecessary. With optical networks, the future outlook is more reliability and more potential capacity
with simpler protocols. Available bandwidth is doubling every 3 to 4 months. This projected availability of band-
width promises to change the face and sometimes the nature of virtually every critical military IT application in the
5- to 25-year time frame.

With millions of times more reliability and more potential capacity than electronics, optical networks largely
banish or trivialize all constraints inherited from the electronic networking industry.

WORLDWIDE TECHNOLOGY ASSESSMENT

Canada oee Japan oee UK oee United States ooee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ©

Presently, the United States leads in this technology R&D. Lucent has sought a patent on the[Alidave
facturing process. Dow Corning could also have this capability if patent laws and business conditions allow.

Access to the optical network technology is available through U.S. companies. Lucent is the exclusive produc-
ers of AllwWavé]l fiber. Other U.S. companies produce optical cross connects (routers). In the 5- to 25-year time
frame, this technology should be in place for the U.S. military. Optical network technology replaces SONET tech-
nology and will be much less costly when rolled-out and installed.
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DATA SHEET 111-10.1. ULTRA WIDE BAND (UWB) COMMUNICATONS

Developing Critical Waveform design for anti-jam, low probability of intercept, and bandwidth/power effi-

Technology Parameter ciency. < 1 ns impulses, bandwidth > 1 GHz; fractional bandwidth > 25 percent, proc-
essing gain > 40 dB.

Critical Materials Silicon Germanium process integrated circuitry.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues Pules position modulation can be used for carrying data. Low-cost, high-performance

analog-to-digital converters (ADCs) and digital signal processors (DSPs) are required.
Mixed analog/digital circuits are designed for impulse operation rather than sinusoidal
operation. Range is short and synchronization acquisition time is long when compared
with conventional narrowband radios.

Major Commercial Automotive, “smart” homes, wireless LANs, large-asset tracking, model control, wire-
Applications less microphones, radio frequency (RF) ID, and process control.
Affordability Leveraging commercial technology will minimize cost.

RATIONALE

UWB telecommunications technology supports the warfighter’s capability for dominant battlespace awareness
in the Joint Vision 2000 conceptual template. It allows multimode units to be fabricated by combining radar, identi-
fication friend or foe (IFF), and communication functions. Current priority is for the development of short-range
radar.

UWB technology supports covert radar and space positioning (relative position/location) as well as communi-
cations and combat identification (IFF) for squad-level operations. UWB provides relief for frequency allocation
problems that are becoming increasingly critical for the military. UWB allows more users per unit of bandwidth and
is more efficient in spectral utilization than existing tactical radios.

An applications demonstration system available in the first half of 2000 will have the following characteristics
(Ref.1):

* 500 ps pulse @ 10 Mpps transmit and receive
e 32 kbps to 2.5 Mbps communications mode

* Radar and ranging modes

»  Timing resolution 3 ps

e Timing jitter < 20 ps RMS.

The Federal Communications Commission (FCC) is considering unlicensed, Part 15 compliance and possible
interference with Global Positioning System (GPS) and Federal Aviation Administration (FAA) aeronautical com-
munications (Ref. 2).
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W)ORLDWIDE TECHNOLOGY ASSESSMENT

Australia ® Austria ® Belgium ® Canada oee
China ® Finland oe France oe Germany oee
Greece ® Israel ® Italy ® Japan oe
Norway ® Russia oe Spain ® Sweden ®
UK eece United States ecee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ®

UWB research is being carried out throughout the industrialized world. At the present time, The United States
appears to be the world leader. On November 12, 1999, Siemens Mustang Ventures made a $5-million investment in
the Time Domain Corporation to further the development of UWB products. Other are expected to follow (Refs. 3,
4).

The following organizations/individuals have active research programs:

* United States: Aetherwire (Marian County, California), IBM (Burlington, Vermont), Intelligent Automa-
tion (Rockville, Maryland), MultiSpectral Solutions (Rockville, Maryland), and Time Domain (Huntsville,
Alabama)

» Australia (Eagle & Partners (Victoria)

» Canada: Applanix (Markham, Ontario) and Centraxx (Mississuaga, Ontario)
* Finland: Center for Wireless Communications (Tutkijantie)

* Germany: TEMIC Telefunken (Grossmehring)

» India: Dr. Bhagavathula (Bangalore)

* Israel: Ishay Lev (Mevaseret Zion)

» ltaly: Cheechia Systems (Rome) and Mediando Communications (Bologna)
* Netherlands: Parellelweg2 (Groenio)

* New Zealand: IndraNet Technologies (Auckland)

* Russia: Aelita (Moscow).
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SECTION 10.2—INFORMATION EXCHANGE

Highlights

«  Circuit switching, packet switching, and multiplexing capabilities are generally available and installed
worldwide.

»  Stored program control central office and digital cross-connect switching are key to SDNs that can be|used
for survivable communications supporting Joint Vision 2010.

» Fast packet, asynchronous-transfer-mode-based switching and multiplexing support voice, data, graphics,
imagery, and video requirements.

OVERVIEW

The Information Exchange (INFO EXCH) FA is defined as capabilities to switch, direct, route, multiplex, or
inverse-multiplex information. Acting together, systems and equipment implementing INFO COM and INFO EXCH
capabilities make up telecommunications networks.

Formally, a telecommunications network is a system of interconnected facilities designed to carry traffic that
results from a variety of telecommunications services. The network has two different—but related—aspects. In
terms of its physical components, it is a facilities network. In terms of the variety of telecommunications services
that it provides, it can support many traffic networks, each representing a particular interconnection of facilities.

Networks consist of nodes and links. Nodes represent switching and multiplexing offices; service provider line
termination and other access facilities; user or customer premises; and diverse types of network facility junction
points. Links are transmission facilities, and, accordingly, traffic is the flow of information within networks, among
nodes, and over links.

Figure 10.2-1 is a taxonomy of the major INFO COM and INFO EXCH system and equipment capabilities that
are present in many telecommunications networks. At the highest level in the INFO EXCH category are FA capa-
bilities of “switching” and “multiplexing.”

BACKGROUND

Multiplexing is a technique that enables several communications channels to be combined into a single
broadband signal and transmitted over a single circuit. At the receiving terminal, demultiplexing of the broadband
signal separates and recovers the original channels. Two basic multiplexing methods used in telecommunications
systems are frequency division multiplexing (FDM) and time division multiplexing (TDM).

FDM divides the frequency bandwidth (spectrum) of a broadband transmission circuit into many sub-bands,
each capable of supporting a single, full-time communications channel on a non-interfering basis with other multi-
plexed channels. FDM multiplexing can be used with analog carrier transmission systems. Standard amplitude
modulation (AM) and frequency modulation (FM) broadcast radio are examples of FDM, where different stations
occupy FCC-assigned portions of the standard broadcast band. Cable television is another example, where different
stations are assigned frequency bands on a single cable medium and are selected by appropriate frequency conver-
sion equipment using either stand-alone “converter boxes” or cable-ready television set tuners. In fiber-optic trans-
mission, WDM is a form of FDM by which multiple signals of different wavelength are transmitted over the same
fiber. Today, a single wavelength channel typically supports 2.5 Gbps of traffic. Eight-channel WDM systems
(20 Gbps) are commercially available, with 32-channel systems (80 Ghps) currently possible in the laboratory.
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Figure 10.2-1. Taxonomy of INFO EXCH and INFO COM Capabilities

In TDM, a transmission facility is shared in time rather than frequency (i.e., signals from several sources share
a single circuit or bus by using the circuit or bus in successive “time slots” assigned to each signal source). In the
early 1960s, “T1-type digital carrier” TDM was introduced within the old Bell system in which 24 digital voice
channels were combined in a single signal. Subsequently, a five-level Asynchronous Digital Transmission System
(ADTS) evolved. The first level (referred to as Digital Signal-1 or DS-1) supports 24 separate 64-Kbps digital traffic
channels (i.e., Digital Signal-0 or DS-0 channels). DS-1 devices generate output signals at the rate of 1.544 Mbps,
which accounts for the multiple DS-0 input channel, synchronization, and other overhead information. By compar-
ison, deployed DS-4 systems accommodate 4,032 digital DS-0 channels and produce 274.176-Mbps signals.

Most modern switch matrix designs use TDM in “time-slot interchange” arrangements. Moreover, nearly all
high-capacity switches provide time-division-multiplexed outputs at one or more of the DS-"n" levels. Both of these
developments affirm close interrelationships between switching, multiplexing, and the ongoing trends toward even
higher levels of equipment and functional integration.
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Switching systems interconnect transmission facilities at various network locations and route traffic through a
network. Switching includes all kinds of related functions (e.g., signaling, monitoring the status of circuits, trans-
lating address to routing instructions, alternate routing, testing circuits for busy conditions, and detecting and
recording troubles). As illustrated in Figure 10.2-1, all forms of circuit, packet, and SDH/SONET transport network-
based line and path routing and switching are implied. In circuit switching, the INFO EXCH FA encompasses call-
by-call [e.g., central office (CO) telephone exchange] and channel switching.

In the past, channel switching was implemented manually at technical control centers. In the United States, by
the late 1980s, DCSs began to be installed in 24-channel (“T1,” or more properly, DS-1) group-based ADTS. Some
DCS equipment provides not only channel switching at DS-1 rates (1.544 Mbps), but also “add and drop” multi-
plexing without “breaking out” each 64 Kbps DS-0 channel and supergroup (DS-"n") channel switching. Moreover,
these functions are achieved in compact, programmable equipment. Much of this vintage equipment is still in opera-
tion and continues to yield enormous economic and functional performance enhancement advantages. Today, ADTS
DCS equipment is being replaced by SDH, ITU G-Series, or SONET-compliant synchronous byte interleave multi-
plexer equipment. SDH/SONET-based DCS equipment exhibits all basic asynchronous DCS features.

Beyond basic features, SDH/SONET DCSs capitalize on all the considerable advantages of synchronous
transmission and multiplexing. Among these advantages is the ability to support synchronous payload envelopes
(SPEs) that extend “add and drop” economic and performance advantages across all SDH multiplexing hierarchy
levels. In addition, to enhance survivability and availability, SDH/SONET-based BLSRs provide reusable band-
width for more efficient internode transport in evenly meshed netvborks.

Half the available bandwidth in BLSRs is allocated as a working rate evenly distributed among all nodes rather
than being funneled through a few hubbing locations. The other half is reserved for protection routing. Thus, in an
optical carrier, OC-48,application, working traffic is placed in the first 24 STStime slots, with time slots
25 through 48 serving as the protection facility. In conjunction with ITU Telecommunications Management
Network (TMN)-based management functions (or vendor product equivalents), this can result in unparalleled recov-
ery from transmission failures—whether these failures occur naturally or from intended or collateral enemy attack
damage.

Network designs using early versions of these techniques have dramatically improved restoration from man-
made or natural outages. For example, in 1991, it typically took 120 minutes after a failure to restore 35 DS-3 cir-
cuits [about 24,000 equivalent DSO (or voice circuits)]. On July 30, 1996, more than 200,000 circuits were taken out
of service when a water department crew bored into a fiber-optic cable in North Carolina. In this case, 92.8 percent
of the service was restored in 3 minutes—nearly 10 times the number of circuits in 3 percent of the time. See Sec-
tion 10.5 for a discussion of automated IM&C FA technologies that can lead to this kind of performance in networks
used to support military and other missions vital to National Security.

Programmable switching, multiplexing, and computer-based network control technologies alone do not make
performance improvements of this magnitude possible. As noted in Section 10.1, with broadband fiber-optic cable
and capacity-extending WDM for availability and survivability purposes, designers can virtually assume that spare
or reserve capacity is “free.” That is, in large commercial or public networks, the 50-percent BLSR “call fill-rate”
has no appreciable negative cost or revenue impact.

Another technology category included in the INFO EXCH FA is the wide variety of equipment generally
described under the rubric of packet switching. As Figure 10.2-1 shows, packet switching encompasses conventional
and fast packet realizations in frame and cell relay appearances. Although modern telecommunications systems are
increasingly able to integrate voice, data, video, and other services (as observed earlier), an even more systemic
form of integration is occurring: the integration of switching and multiplexing within single equipment envelopes.

The most recent—and perhaps the most promising—manifestation of the integration of switching and multi-
plexing functions in common equipment is the asynchronous transfer mode (ATM) digital facility. However, more

3 A meshed network means traffic is more or less evenly distributed among all nodes rather than being funneled through a few
hubbing locations.

4 OC “n,” the “nth” level in an optical carrier multiplexing hierarchy.

5  Sytronic equivalent to OC-1.
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common so-called LANSs, routers, bridges, switching and non-switching hubs, and numerous satellite access
schemes also provide a means for sharing common circuits among multiple traffic channels (multiplexing) and for
providing either connection-oriented or connection-less switching functions.

A LAN connects a set of computers to one another across distance via some medium such as twisted pair,
coaxial cable, optical fiber, infrared (IR), or radio. Communication from each computer is often first passed to some
central command junction, a configuration called a star-wired LAN. That common point, containing a hub or
switching system, manages data flow to, from, and among computers connected to the LAN. A hub connection lim-
its its members to some maximum information bandwidth (the number of bits/second the LAN is physically capable
of transferring). For example, if a 10-Mbps Ethernet hub were busy handling a 7-Mbps message from one computer,
all other computers on the LAN would be collectively slowed as they competed for use of the remaining 3-Mbps-
spectrum space. On the other hand, a switch provides each connected computer exclusive use of the full system-
designed information bandwidth while providing connections on an as-needed basis.

A router is a device that connects a LAN to one or more than other LANs or to one or more other wide area
networks (WANSs). Routers forward packets by using their knowledge of the protocols contained within packets.
Routers can connect to multiple LANs and WANSs and can pass traffic formatted in a variety of protocols. A detailed
system configuration defines what actions the router should take in each command instance.

A bridge is a device that connects two separate LANs. A bridge forwards packets of information from one
LAN to another, when appropriate, and does so without being concerned for the content or protocol headers con-
tained within the packets. Protocols are communication instruction sets. Since no common standardization of proto-
cols exists across software applications, an “instruction translation” capability has to be included within WAN soft-
ware. Messages of more than a few hundred bytes are commonly broken down into shorter lengths of humbered
packets. Each packet can travel by totally different paths to the final destination where the packets are then reassem-
bled in serial order to recreate the original message. Packeting technology optimizes use of available media
resources. Protocols include rules governing how data are structured into packets and sent from one machine to
another. A particularly important protocol is the Internet Protocol (IP). Protocols and international standards are
constantly evolving.

In addition to the aforementioned switching and integrated switching-multiplexing equipment, equipment
assigned to the INFO EXCH FA also includes older non-switching “channel bank” and flexible digital TDMs and all
forms of analog electronic and photonic multiplexers (e.g., the modern WDMs).

Each of these LAN and WAN components, supported by appropriate protocols, will have increased capabilities
in the future. Routers will evolve to include an extended capability for routing critical military messages. This will
be done by using multiple communication capabilities, such as satellite links, moon bounce, passive refraction from
orbiting reflectors or meteor ionized trails, very high frequency (VHF) forward tropo scatter, oceanic sub-
thermocline paths, and very low frequency (VLF) American Standard Code for Information Interchange (ASCII).
Under degraded conditions, this will be done by using aging resident technologies, such as radio teletype (RTTY).

Data compression algorithms will continue to progress, freeing up data bandwidth and reducing transmission
time for critical battle content (e.g., topographic maps and imagery). Current text compression methods are sophisti-
cated and reliable. Graphic content has remained somewhat resistant to digital compression techniques that can
shrink file size without producing information degradation. Before leaving a site, data are processed through an
encryption device. Given sparse assets at any particular location, queuing for crypto processing tends to behave as a
significant choke point within the communications operation. Non-destructive compression algorithms will reduce
the load on those devices and the generic media load.

Software quality is a critical factor in exchange. Reliable software created by software development method-
ologies and implemented by trusted, competent developers using rigorous quality control (QC) methods will include
intrusion detection as an intrinsic part of the software. Collection of auditing and test data, including that needed for
forensic analytic or certification purposes, will be a resident subset of the software and will assist in identifying and
removing back-doors, Trojan horse code, and open hooks within software applications.

Software may eventually become reliable enough to protect against external cracking attempts. Crackers usu-
ally exploit existing software errors (structural mistakes resident in the delivered product). Counter-cracking tech-
nology will evolve so that crackable errors in INFO EXCH computers will be detected and corrected before the
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software is installed on a system. These errors are detected during the software certification processes on software
developed in trusted or untrusted development environments.

International protocols will gradually become more comprehensive and will support maturing requirements
more fully. Full international protocol standardization or convergence to a single protocol set is unlikely because of
nationalistic and proprietary propensities. Both software development languages and system design concepts remain
dynamic. A decision to tie our systems to any existing protocol set is implicitly a decision to couple our capability to
obsolescent technology. Periodic software system upgrades will remain an appropriate solution.

RATIONALE

“Enhancing performance and affordability,” the principal criteria for citing MCT Part Ill technologies, coin-
cides with the fundamental purpose of switching and multiplexing within telecommunications networks, namely,
making better and more efficient use of transmission facilities. More specifically, the reasons INFO EXCH FA
capabilities are so important to National Security 10s are the same as the reasons they have commercial significance.
Quite simply, INFO EXCH capabilities are required as constituent interconnection elements for any IS that extends
beyond a “stand-alone” desktop installation. For example, stored program control CO and digital cross-connect
switching are key to SDNs. One of the principal advantages of SDNs is that they permit near-real-time network
reconfiguration to optimize performance for a wide variety of traffic types and loading or in response to network
damage or outages. These same programmability features allow peacetime civilian networks to be converted rapidly
to highly survivable communications assets that can support crucial military or civilian disaster operations.

Equally valuable in military or critical industrial operations is the increased accessibility that end-user organi-
zations have to telephone-company-based SDN IM&C facilities that allow them to create and optimize individual
subnetworks in accordance with unique customer (or force element) service and configuration profiles. In fact, with
the exception of long-wave radio, all BLOS and wide area communications network survivability capabilities
described in Section 10.1 depend critically upon INFO EXCH capabilities. Terrestrial or satellite, fixed, cellular, or
specialized mobile telecommunications systems are not built without switching and multiplexing. A recent urban
warfare study revealed that the Russians in Chechnya, the Israelis in Lebanon, and the British in Northern Ireland
resorted to commercial cellular services for mobile troop communications when military-issue portable radio per-
formance proved unsatisfactory within cities.

Operational, Iridium, Teledesic, and other satellite-based capabilities will be even more relevant in satisfying
urban mobile communications requirements since the service will involve reduced reliance—or none at all—on
indigenous telecommunications facilities. Clearly, all these systems depend critically on highly sophisticated INFO
COM, INFO EXCH, and IM&C FA technologies.

Satellite-based mobile telecommunications is one example of commercial technology for which no practical
military or government-owned alternative appears to exist. This statement is true unless one wants to defend the
position that some country in the world is willing and able to deploy an Iridium or Teledesic-scale satellite constel-
lation for dedicated government-only use. However, although military components are functionally equivalent, these
components usually demand higher reliability as measured by a low mean time between failure (MTBF). A combat
area is not filtered or air-conditioned. Corrosive explosive residues, vehicle exhaust products, arthropods, mud,
water, and dirt are endemic environmental components of battle or of operations in an underdeveloped area.

COTS dual-function switches combining CO and tandem switching capabilities are also available. Thus, in
combination with SDH/SONET transmission systems discussed previously, the physical location of switching
within a network no longer needs to be fixed or pre-assigned. This results in enormous survivability and
service-restoration benefits. In the same vein, dual-function switches also enable a cost-effective means of
time-phased upgrading of obsolete telephone systems in urban areas (e.g., Moscow or many third-world metropoli-
tan areas).

Transportable COs used for disaster recovery by telephone companies represent another commercial technol-
ogy with significant military operations survivability potential. Figure 10.2-1 lists specific INFO EXCH technology
capabilities.
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WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.2-2)

Figure 10.2-2 contains a comparative representation of FTAs for the INFO EXCH FA by country. The INFO
EXCH FA capability profiles of most countries are similar to their INFO COM capabilities. However, some excep-
tions exist in smaller or less-developed countries. Iraq’s, Germany’s, Japan’s, North Korea’s, Russia’s, and South
Africa’s INFO EXCH FA capabilities are assessed as greater than their INFO COM capabilities, whereas Israel’s,
Poland’s, and Taiwan’s INFO EXCH FA capabilities are assessed as less than their INFO COM FA capabilities.
These lesser INFO EXCH FA capabilities can significantly affect the overall performance of their ISs.

The switching and multiplexing capabilities associated with the INFO EXCH FA are common to military and
civil systems and have become readily available through joint developments or foreign sales. The ranking of INFO
EXCH FA capabilities largely reflects the effects of international standardization. Australia, Canada, Denmark,
Finland, France, Germany, Japan, South Africa, Sweden, Switzerland, and the United Kingdom have overall INFO
EXCH FA capabilities equal to those of the United States, although U.S. capabilities may surpass them in some
niche technologies (e.g., optical systems). All these countries, plus lItaly, sell switching equipment worldwide. In
most cases, their export equipment is technologically advanced even though it may incorporate somewhat limited

capabilities. For example, their multi-level switching and pre-emption equipment may contain only two levels rather
than three to five levels.
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Country Packet Switching Circuit Switching TDM FDM SONET
Australia o000 o000 o000 o000 o000
Austria (XX ] (XX ] (XX ] (XX ] (XX ]
Belgium o000 o000 o000 o000 o000
Canada o000 o000 o000 o000 o000
China (X ] (X ] (X ] (X ] (X ]
Costa Rica (X ] (X ] (X ] (X ] (X ]
Cuba (X ] (X ] (X ] (X ] (X ]
Czech Republic oe oe oe oe oe
Denmark 000 000 000 000 000
Egypt (X ] (X ] (X ] (X ] (X ]
Finland (XX ] (XX ] (XX ] (XX ] (XX ]
France o000 o000 o000 o000 o000
Gel’many o000 o000 o000 o000 o000
Hungary (X ] (X ] (X ] (X ] (X ]
India (X ] (X ] (X ] (X ] (X ]
Iran [ ) [ ) [ ) [ ) [ )
“—aq (X ] (X ] (X ] (X ] (X ]
Ireland 000 000 000 (XX ] 000
Israel o000 o000 o000 o000 o000
|ta|y o000 o000 o000 o000 o000
Japan o000 o000 o000 o000 o000
leya [ ) [ ) [ ) [ ) [ )
Netherlands (XX ] (XX ] (XX ] 000 (XX ]
New Zealand (XX ] (XX ] (XX ] (XX ] (XX ]
North Korea oe oe oe oe oe
NorWay o000 o000 o000 o000 o000
Poland o000 o000 o000 o000 o000
Russia o000 o000 o000 o000 o000
South Africa o000 o000 o000 o000 o000
South Korea (XX ] (XX ] (XX ] (XX ] (XX ]
Sweden o000 o000 o000 o000 o000
Switzerland o000 o000 o000 o000 o000
Syria (X ] (X ] (X ] (X ] (X ]
Taiwan - R.O.C. o000 o000 o000 o000 o000
UK o000 o000 o000 o000 o000
United States o000 o000 o000 o000 o000
Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ©

Figure 10.2-2. INFO EXCH Technology WTA Summary
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LIST OF TECHNOLOGY DATA SHEETS
[11-10.2. INFORMATION EXCHANGE

Network Attached StOrage (NAS) ... e e e e e e st e e e e e st emnmmmmeeeeeaneeesnneees [11-10-35
The following developing technologies have been identified, but data sheets are not available at this time:
Adaptive Video Codes

Adaptive Voice Codes

Amplifying Technigues [Erbium Doped Fiber Amplifier (EDFA) and Raman]

Counter-Cracking Technology
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DATA SHEET 111-10.2 . NETWORK ATTACHED STORAGE (NAS)

Developing Critical NAS will reduce access time to storage by eliminating the general-purpose server over-
Technology Parameter head.

Critical Materials None identified.

Unique Test, Production, Specialized thin clients.

Inspection Equipment

Unique Software Software or firmware for the specialized thin clients.

Technical Issues Feasibility because of the requirement for high-speed connections.

Major Commercial Big databases on the Internet; news on demand; music on demand; movies on
Applications demand.

Affordability NAS will reduce the cost of storage by replacing comparatively slow complex server

operating systems with comparatively fast, specialized thin clients. It also makes the
storage more readily available to everyone.

RATIONALE

The explosion of bandwidth requires a complement of storage. The network has to become a colossal storage
system.

Many future military applications will require the ability to share large amounts of information. Battle planning
and execution require coordination between many dispersed military units, in addition to diplomatic and political
input. All the players must be working from coordinated plans and a consistent battlefield view.

BACKGROUND

Linking storage devices directly to the network used to be impractical because the network was too slow to
serve as a connector between storage and the rest of the computer. Because of the limits on network speed, storage
had to be enslaved to a single computer or server. To get to the storage, the user had to go through the com-
puter—hence, the term “captive” storage. Storage needs were modest and mostly local—modest, in fact, because
they were mostly local, comprising only that data likely to be used by the server or its own clients. However, the
Web makes this arrangement intolerable. Storage needs are no longer either modest or mostly local, and placing a
general-purpose master server between the storage device and the world is extravagant and inconvenient. The new
paradigm is that storage is autonomous—thus the term network attached storage, or NAS.

This new paradigm, now commanding between 2 and 5 percent of the commercial market, will take it over
during the next 5 years. Storage, long a low-cost peripheral, is expected to account for over 75 percent of all expen-
ditures on computer hardware during this period.

The new system of autonomous storage feeds on a network bandwidth breakout and a traffic transformation.
Ethernets are rising to gigabit and even 10-gigabit speeds, while electronic commerce (e-commerce), digital video
teleconferencing, video-on-demand, training video, video editing, audio, and other multimedia threaten to swamp all
existing storage systems.

In the NAS model, the storage facilities enslaved to a specific server operating system with a specialized file
format and expensive proprietary features are gone. The computer then becomes a series of peripherals attached to
the network.

Storage is becoming another abundant commodity. The rapidly collapsing price of storage dictates
architectures that waste storage and economize on processing and customer time.
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The simultaneous explosion of bandwidth and storage dictate a similarly massive growth in web caching, a
solution that paradigmatically “wastes” these two crucial abundances, while conserving the two great scarcities of
telecommunications: the speed of light and the span of life in the form of the customer’s time.

WORLDWIDE TECHNOLOGY ASSESSMENT

Canada oee Japan oee UK oee United States ooee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ®

Presently, the United States leads in this technology implementation.

Microtest pioneered this technology in the early 1990s. Storage area networks (SANSs), a transitional step to
NAS consisting of multiple storage devices linked by specialized fiber channel hubs and software, are available
today from Vixel, Brocade, and Gadzooks. All these are U.S. companies. Network Appliance of Santa Clara, Cali-
fornia, is the most aggressive NAS company today. It owns 42 percent of the NAS market. An early adaptation of
this technology can be found on mp3.com, which has chosen Network Appliance as their primary storage provider.
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SECTION 10.3—INFORMATION PROCESSING

Highlights

* Inview of the rapid pace of commercial technology development, the performance of COTS Informatig
Processing (IP) technology is generally far superior to military standard counterparts.

» COTS IP design, development, test, and evaluation tools facilitate adaptation and upgrade of older mi
and commercial ISs, delivery systems, and other WMD elements.

OVERVIEW

n

itary

» Extraordinary performance growth in ever smaller, lighter, lower power packaging makes the introduction
of powerful IP products possible and greatly augments survivable transportable command centers.

The IP FA is defined as capabilities to enter, store, retrieve, display, duplicate, transform, translate, print, pub-
lish, ensure, or otherwise manipulate existing information without damaging content; to destroy or remove data
selectively; or to perform computational, logical, algorithmic, rule-based, and other machine or human emulating
intellectual actions that derive new meaning from, or extend the usefulness of, an existing set of information.
Figure 10.3-1 is a taxonomy of the major IP system, software, and hardware capabilities required for successful IP

operations.

INFORMATION PROCESSING

Organizational /
People

Assignments/Authority/Roles

System
Components

Methods and
Procedures
Technologies

Hardware (Physical
Equipment/Machinery)

« Central Processing Units/Microprocessors
— Arithmetic/Logic
— Internal Memory
—— RAM, PROM, EPROM, Flash
— Control Units
— Parallel Processing/Symmetrical Multiprocessors
— Networks or Clusters of Symmetrical Multiprocessors

« External Memory Devices

— Magnetic
— — Fixed Single, Multiple, and Array/RAID Hard Drive
— — Removable Floppy/Diskette
— — Removable Bernoulli/Cartridge
— — Conventional/DAT Tape

— Optical
—— CD-ROM
— — Laser Disks/DVD/DIVX

« Input Devices
— Keyboard/Tablets/Mouse/Pointer
— Tactical Screen
— Scanners
— Voice, Auditory, and other Sensor/Transducer Instrumentation
— Siill and Motion Picture Camera
— Communications Network

« Ouput Devices
— Conventional/Holographic Displays and Projectors
— Printers/Developers
— Synthetic Voice, Auditory, Visible/Invisible Light, Mechanical,
and other Transducers

Software

Operating System
— Single/Multiprocessor Computer Operating Systems
— — Executive
—— Resource, Device, Communications Network (DE) Inputting,
Outputting, and Application Drivers and Controllers
—— Standards (OLE, DCE, other) Enforcement and Transfer
—— Administrative and Operational Configuration Controllers
— — Diagnostic, Recovery, and Maintenance Support
— — User Services/Options Support

— Network Operating Systems
—— Real-Time Network Operations Management and Control
—— Network Resource Device Drivers and Controllers
—— Communications Network (DCE) Interface Controllers
—— Network Traffic and Flow Management, Metering, Recording
—— Administrative and Operational Configuration Control
— — Diagnostic, Recovery, and Maintenance Support
— — User Services/Options Access and Support

User Application
— User Work-function/Database Productivity
—— Text/Word Processing/Hypertext/Mathematical
— — Drawing/Graphic/Imagery/“N"-dimensional/Hypermedia
—— On-line Transaction and/or Analytical Processing (OLTP/OLAP)
—— Flat, Hierarchical, Network, Relational, Object, Intelligent Object
— — Class/Metaclass/Inheritance Capable, Data Warehousing and
Mining Programs
— — Application-Specific/Integrated Programs
— Content Cognizant User Conventional and Virtual Reality Interface
— — Visual/Auditory/Somesthetic/Hard-copy Input-Output
Language
— Machine (1 GL), Assembly (2 GL), Procedural (3 and 4 GL), Object (4 GL)
— HTML, HTL, DDL, DML, and other Standards

Figure 10.3-1. Taxonomy of IP Infrastructure Capabilities
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National Security and commercial organizations need an IP capability that generates timely, reliable, and accu-
rate, data products and services that can be tailored to each user's needs. Queries must be procdssesl by sys
capable of selecting relevant information from among many distributed sources and able to find information
immersed in extraordinary quantities of data. After data are found, the system must proceed with a comprehensive
analysis and then synthesize or merge analytic results into a coherent projection. Classic systems have been dedi-
cated to processing history archived as events, transactions, or lists. Future systems will use historic data to project
probable consequences of action and to present optimal solutions to problems bound by defined constraint parame-
ters. To remain militarily superior and to prevail in future conflicts, sophisticated IP systems must be available for
preparation, training, and support of combat forces in the field.

IP trends will be characterized by maturing complexity, searches through huge amounts of data, and a compel-
ling requirement to locate and analyze specific information rapidly. Military applications will access and sort
through data stored in public and private domains. A continuous increase in the quantity of data accessible through
networks will dwarf rational expectation. Microprocessors—already components of automobiles, ovens, clocks, and
credit cards—will become ubiquitous subcomponents of manufactured objects, packaging, and garments. Passive
unit processing code (UPC) bar codes will be replaced by active microprocessors that entertain customers, advocate
purchases, and record the transaction. The checkout clerk, along with most single-point transaction processing, will
disappear. The most mundane interactions of individuals with their surroundings will be noted and recorded by one
system or another. The exponential growth in haystack-to-needle ratio will compel the development of agile proc-
essing technologies capable of insightfully selecting from among distributed sets of data, correlating and analyzing
data swiftly, and presenting results to decision makers at any level of military organization. Disparate data will be
gathered from a variety of distributed sources. Most data will be internally organized using different data structures.
Some data heaps will lack any recognizable structure or consistent organization. Data mining, use of fézzy logic
and verification of data integrity techniques will be managed automatically, and the results will be presented to the
user in a quickly understandable form. IS technology will be constantly challenged to produceo@sults

ISs will manage predefined activities for the user, such as scheduling, recurrent training, flagging events,
making case-by-case decisions, and initiating appropriate action. These systemic-level services will remain useful
for automating linear logistic flow (e.g., ration quantity levels as troops move into or depart from a battle area) but
will not be useful for initiating replacement of non-linearly consumed items, such as bombs, jet fuel, or generic
munitions. Underconsumption or unusually high consumption of items will be flagged as will season- or climate-
disparate requests (e.g., requisition of parkas for troops in an equatorial area).

By increasing the power of automated IP to aid in the rapid conversion of raw data into information, IP sys-
tems will augment military capabilities while reducing the number of personnel required to format and enter data
gueries or to monitor system functions. Speed will provide commanders with the information they need to adapt,
modify, or intervene while sufficient time and opportunity still exist.

RATIONALE

COTS capabilities are intrinsically capable of supporting National Security missions; however, constructing
automated strike planning, damage assessment, battle management, sensor and intelligence data fusion, modeling
and simulation, weapon inventory and control, and numerous other IP functional capabilities requires significant
customization. There is no question that the COTS design, development, test and evaluation (T&E) technolo-
gies—which are available on the open market—facilitate the adaptation and technology infusion or upgrade of older
military and commercial ISs and delivery systems.

Because a transfer of COTS technologies to the IS baseline capabilities does not involve composite material,
fuel processing, propulsion system, weapon payload integration, and similar structural and mechanical dependen-
cies, rogue countries (e.g., Iran, Iraq, North Korea, and others) can accomplish a lot at reasonable levels of effort and
within aggressive schedules. COTS products [e.g., Internet and Intranet capabilities, distributed computing environ-
ments (DCESs), client-server structures, on-line analytical processing (OLAP), and on-line transaction processing

6  Most computers use logic in which a zero represents False and a one represents True. Fuzzy logic technology allows for
degrees of truth by permitting any real number between zero and one to be false, partially true to some degree, or totally
true. Internal Fuzzy inference rules vary from the standard predicate calculus and are useful for evaluating incomplete
expression terms. “Fuzzy” simply indicates that there is no excluded middle ground.
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(OLTP)], a growing family of enterprise software developments, and other commercial developments offer tremen-
dous potential in streamlining and improving WMD and conventional warfare operations.

Multimedia personal power-computers are significant for conflict situations in which transportability and
information-supported weapons [e.g., remotely piloted vehicles (RPVs)] are crucial to mission success. High-
performance laptop PCs can be conveniently taken to temporary maintenance and repair depots, flight decks, launch
vehicles, and battlefields. Slightly larger suitcase-size packaging, augmented with survivable communications and
GPS capabilities, extends information-based, warfighting potential even further.

At desktop/workstation capability levels, one can achieve in single-van, transportable command centers what
10 years ago demanded a convoy of vans and support vehicles. This advancement reflects increased IP performance
and reliability—all accomplished with greatly reduced computer processor and peripheral size, weight, volume,
power consumption and, consequently, scaled-down prime power and environmental control support facilities.
Figure 10.3-2 lists specific IP operational capabilities.

INFORMATION PROCESSING OPERATIONS

Information Information Information
Transformation Destruction Development
(Manipulation of existing information without (Creating new or extended content or
changing existing or creating new or meaning from extended information)
extended content or meaning)
« Information Inputting « Hardcopy Format « Transaction Processing
— Mechanical — Mechanical Shredding — Financial
— — Keyboarding « Electromagnetic Format — — Inter-Bank/Institution Wire Transfers
— — Tactile/Other Transducing _ Mechaﬁical Dissolution — — Credit/Debit Card
— Auditory —  Embedded Eradication/ — — ATM/Wire Transfers
— Visual Erasure — — Stock/Bond/Property Trading
— — Text/Line and Photographics Scanning _  Standalone Eradication/ — Mercantile/Retail/Commerce
— — Still or Motion Imagery Sensing/Transducing Erasure — — Point-of-Sale Checkout/Inventory Maintenance

— Electromagnetic from Components/Networks/
Systems

—— Remote Sales/Ordering/Cancellation/Electronic

+ Human Recollection Commerce (e-Commerce)/Inventory Maintenance

— Psychological Brainwashing

. : : i — Mercantile Industry/Wholesale Commerce
Informat!on Stgrgge and _Re_trleval —— Qvert Forced/Complicit — — Supplier/Manufacturer Trading/e-Commerce/
« Information Printing/Publishing —— Covert Inventory/Stock Maintenance
« Information Conversion — Physiological (drugs, — Military Materiel Requisition/Delivery/Inventory/Stock
— Analog-to-Digital conventional or radiation- Maintenance
— Digital-to-Analog gzssﬁgggﬁg{rclelf\)duced — Message/Frame Packet Interchange
- Enco_dlng/DeCOd_lﬂg Hv)[/)noses * Analysis/Synthesis Processing
« Information Outputting — Arithmetic/Statistical
— Outputting to Display for Human Perception — Logical
(Personal or Broadcast, Local or Remote) — Algorithmic
— — Conventional — Human/Artificial Intelligence/Rules and Case-based
— —— Auditory Neural Network or Computer-based Decision Support
— —— Visual (Text/Graphic/Still or Motion) — Pattern Recognition
Imagery « Process and Control Processing

— —— Tactile/Other

. - . — Design, Engineering, Development, Implementation,
— Outputting to Inanimate Mechanisms/Networks/ 9 9 9 p P

Test, and Evaluation Support

Systems . —— System, Hardware, Software, Firmware
—— Electromagnetic CAD/CAE/CAM/CAT&E
— — Mechanical/Other Transducers Modeling/Simulation

Production/Manufacturing Support
Systems Management and Control Support
Productivity Applications

Figure 10.3-2. IP Operational Capabilities

High-performance computing is an enabling technology for modern tactical and strategic warfare. It is the
principal technological force multiplier that gives U.S. forces their superior ability to detect, localize, and effectively
engage enemy forces in a high threat/target-rich environment. It also enables the processing of massive amounts of
imagery and sensor data for real-time data fusion and the generation of synthetic environments for dynamic training
and simulation, mission planning and rehearsal, and operational battle management. Embedded computers are key
enabling elements for improved sensors and smart weapons; for navigation, guidance, and control of military
platforms; and for all aspects of operational command, control, communications, computers, information, and
intelligence (C412).

Using libraries of generic algorithms, software will adapt and evolve to solve problems without new program-
ming effort. Dynamic applications will be generated and internally quality controlled without having to write addi-
tional code. A particular display will be generated, depicted, and then dissolved without having to evaluate or
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observe (externally) the underlying algorithmic structure. Algorithms that emulate human reasoning processes will
be developed and will perform faster (while mastering a greater depth and span of data) than any human brain.
Computer algorithms will approach the raw computing capability of the human brain within the next decade.

Neural networks will evolve and emulate the human brain’s parallel processing structure. These networks will
be able to derive and prove some inductive conclusions. Computerized algorithms will synthesize new knowledge
from analytic recognition of previously unnoticed data relationships. Algorithms will be adaptive in the sense of
learning from mistakes or through their modification of an initial problem-solving strategy to accommodate an
unstable context presented by a changing set of data. Advanced atrtificial intelligefcan@AB subset of expert
systems applications will perform well as decision agents or intelligence agents. These programs will appear to
behave much as humans when performing duties evaluating an information niche.

Over time, autonomous IP niches, originally developed for narrowly defined purposes, will merge with others
that they encounter while actively processing adjacent data turf. Niche-utilities will “discover” one another, interact,
and expand the scope of these merged applications. Curiosity behavior, a prelude to intelligence and adaptation, will
evolve within Al software applications. Information space, with mathematically defined properties analogous to
those defined for a vector space or Hilbert space, will be the domain of transaction and interaction. Boundaries—the
edges of computability—will be mathematically derived from those formal properties of information space.

WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.3-3)

The United States leads the world in most of these technologies and must continue this lead by a significant
margin. U.S. military offensive and defensive capabilities are growing increasingly dependent upon ISs. Being just
slightly ahead of other nations risks vulnerability by sustaining an unwarranted overconfidence.

Other countries that contribute to advanced IP research are Canada, Germany, Israel, Sweden, and the United
Kingdom. Basic mathematics research is published worldwide, without much constraint. The interval between pub-
lication and widespread comprehension may extend for decades. Once understood, mathematics becomes available
to all commercial interests, worldwide, for inclusion in their software development. This open flow of emerging IT
across borders does not imply that a processing equilibrium or an international parity in system performance will
result. Complex and sophisticated software for support of the military will be written by developers who are not
constrained by market economics and generic performance specifications that produce so much commercially avail-
able software of poor or deceptive quality.

The IP capability profiles of most countries are similar to their INFO COM and INFO EXCH capabilities.
However, some significant exceptions exist. India and Iran are assessed as having IP capabilities greater than those
capabilities in both their INFO COM and INFO EXCH FAs. Irag’s IP capabilities exceed its IM&C and ISs facili-
ties. Japan, North Korea, and Pakistan have IP capabilities that exceed their INFO COM and INFO EXCH FAs.
Only Australia, South Africa, and Switzerland are assessed as having IP capabilities that are less than their INFO
COM and INFO EXCH FAs.

Some of the country capability assessments in Figure 10.3-3 may be conservative because the IP capabilities in
almost all countries are growing rapidly because of the rapid Internet expansion. IP technology status statistics by
country are difficult to locate; however, some indication of various countries’ capabilities were revealed by a recent
world survey of the Internet host and PC populations. This survey reported that Finland, with a population of
4 million, has the world’s largest Internet host density, with ~ 535 per 1,000 population. The United States still leads
the world in PC density with ~ 390 PCs per 1,000 population; however, Denmark, Norway, and Switzerland are
close behind the United States in PC densities, with more PCs per 1,000 than Canada, Germany, Japan, and the
United Kingdom.

Software is changing the economic and military balances in the world. An accelerating intellectual capital
transfer of software development know-how is now in progress through the Internet. Intellectual capital transfer
takes place through aggressive computer hardware and software marketing, conferences, trade journals, and techni-
cal literature on software development and through the graduates of colleges and universities who teach IP skills and

7 Al is concerned with emulating human intellectual procedure and behavior through automated models. Humans, with
apparent ease, process ambiguous natural language, recognize faces, react to “body language” or tonality of verbal response,
and sense of humor or distress. Automating these human behaviors for robotics or computers is an Al challenge.
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abilities in the United States and other countries. IP know-how transfer also takes place in personnel transfers over-
seas and training conducted by U.S. multinational companies. However, the United States still currently leads—and
is forecast to continue to lead—the world in software innovation, the development of large complex systems, and
system engineering and integration through at least the year 2005 or 2010. The United States has sustained its lead
in computer hardware because it enjoys superior microprocessor design and fabrication capabilities. See Sections 5
and 10 in Part | and Sections 8 and 12 in Part Il of the 1996 MCTL.

The United States is having a great deal of software developed by foreign nationals, either within their own
country or as part of a team in the United States. For example, communications software is being developed in India
by a subsidiary of a U.S. communications company. In another case, a critical DoD system being developed under
contract in the United States has Russian nationals on the development team. Software developed today is so com-
plex that any programmer(s) could put in viruses, Trojan horses, back doors, and time bombs that could go unde-
tected all the way through installation, particularly if there is a cooperative group effort.
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High Performance Computer Intelligent Human Systems

Country Computing Software Systems Interface COTS Integration
Australia (XX ] (XX ] (XX ] 000 (XX ]
Austria (XX ] (XX ] (XX ] (XX ] (XX ]
Belgium 000 000 000 000 000
Canada o000 o000 o000 o000 o000
China (X ] (X ] (X ] (X ] (X ]
Costa Rica
Cuba [ ) [ ) [ ) [ ) [ )
Czech Republic oe oe oe oe oe
Denmark 000 000 000 (XX ] 000
Egypt (X ] (X ] (X ] (X ] (X ]
Finland (XX ] o000 (XX ] (XX ] (XX ]
France o000 o000 o000 o000 o000
Germany o000 o000 o000 o000 o000
Hungary ® ® ® ® ®
India 000 o000 000 (XX ] 000
Iran (X ] (X ] (X ] (X ] (X ]
Iraq (X ] (X ] (X ] (X ] (X ]
Ireland (XX ] (XX ] (XX ] (XX ] (XX ]
Israel o000 o000 o000 o000 o000
Italy (XX ] (XX ] (XX ] 000 (XX ]
Japan o000 o000 o000 o000 o000
leya [ ) [ ) [ ) [ ) [ )
Netherlands (XX ] (XX ] (XX ] (XX ] (XX ]
New Zealand (XX ] (XX ] (XX ] (XX ] (XX ]
North Korea oe oe oe oe oe
Norway (XX ] o000 (XX ] 000 (XX ]
Pakistan (X ] (X ] (X ] (X ] (X ]
Poland (X ] 000 (X ] (X ] (X ]
Russia (XX ] o000 (XX ] 000 (XX ]
South Africa (XX ] (XX ] (XX ] (XX ] (XX ]
South Korea (X ] o000 000 (X ] (X ]
Sweden (XX ] o000 o000 o000 o000
Switzerland (XX ] (XX ] (XX ] (XX ] (XX ]
Syria [ ) (X ] (X ] (X ] (X ]
Taiwan - R.O.C. (XX ] o000 (XX ] o000 o000
UK o000 o000 o000 o000 o000
United States o000 o000 o000 o000 o000
Legend: Extensive R&D  ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ©

Figure 10.3-3. IP Technology WTA Summary
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LIST OF TECHNOLOGY DATA SHEETS
[11-10.3. INFORMATION PROCESSING

Data Representation and VISUAIIZAtION .............eiiiiiiiiiiiiiae e eeeme e e e e e e ee e [11-10-45
High Performance Computing (HPC) .......ccciiiiiiii s ssntveee e e e ssntne e e s s e |[[=10-47
Quantum Information Processing/Communications (QIPC) .......cccuiiiiiieiiiiiiiee e s ll1-:10-50

The following developing technologies have been identified, but data sheets are not available at this time:

Analytic Recognition of Data Relationships
Data Correlation

Data Storage and Retrieval

Data Warehousing and Mining

Dual Native Language Translation Capability
Dynamic Application Generation

Human Voice Identification

Intelligent Agents

Massive Database Search Algorithms
Native Language Identification Techniques
Search Engines

Unstructured Database
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DATA SHEET 111-10.3. DATA REPRESENTATION AND VISUALIZATION

Developing Critical Size and complexity of the data set. Resolution and response time.
Technology Parameter

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unigue Software Specially designed software that supports direct interaction between the human
operator and computer-generated data resources.

Technical Issues Key issues are identifying the most effective metaphors for representing different types
of large data sets and generating effective algorithms to allow user to manipulate the
underlying computational resources.

Major Commercial Scientific modeling and enterprise modeling operational control, including computer and
Applications telecommunications networks, traffic, financial markets, and so forth.
Affordability No alternative.

RATIONALE

One of the primary goals of Joint Vision 2010 is to achieve and maintain dominant information superiority by
giving the commander an overarching perspective and awareness of the battlespace. This will require that the system
be able to manipulate and represent the state of readiness and movement of many thousands of individual force ele-
ments and their operational capabilities as a function of the state of readiness and battlespace environmental factors.

WORLDWIDE TECHNOLOGY ASSESSMENT

Canada oee France oee Germany ooee Japan ooee
UK oee United States ooee
Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ©

The global state of the art in data visualization is growing rapidly because of a combination of growing
requirements to deal with very large complex systems (e.g., the Internet, biological systems) and software. The fol-
lowing listing of Centers of Excellence should be considered exemplary but is far from definitive. It focuses on the
most frequently cited institutions.

Within the United States, the High Performance Computing Management Office, IBM's Watson Research
Center, Xerox, and SGI report substantial corporate research efforts. Georgia Tech University and Carnegie Mellon
University (Sage Visualization Group) have broad programs in visualization, and numerous other institutions have
efforts aimed at specific visualization applications, very commonly Internet and software development related.

Other frequently referenced centers include:
e Helsinki University of Technology in Finland

» Technical University of Karlsruhe, University of Paderborn, and Dresden University of Technology in
Germany

» Computer Sciences Department at the University of Exeter in the United Kingdom.

In Canada, the University of Toronto and the Advanced Computation and Visualization Centre also have
efforts aimed at visualization applications. These are two of the six consortia being funded by the Canadian
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Foundation for Innovation. Other consortia members include the Memorial University of Newfoundland, University
of New Brunswick (Fredericton), University of Prince Edward Island, and St. Francis-Xavier University.

Centers identified in China include Tsinghua University Chinese Academy of Science and the People’s Uni-
versity of China.

In France, the Institut National de Recherche en Informatique et en Automatique is the primary focus of com-
puting research. Its five major strategic areas—all of which are related to this topic (the last two directly)—relate to:

1.

2
3
4.
5

Control of distributed computer information

Programming of parallel machines

Development and maintenance of safe and reliable software
Construction of systems integrating images and new forms of data

Analysis, simulation, control, and optimization of systems.

Japanese industry and academia are heavily involved in data visualization developments. Academic Centers of
Excellence include University of Tokyo, Osaka University, and Waseda University.
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DATA SHEET 111-10.3. HIGH PERFORMANCE COMPUTING (HPC)

Developing Critical Ability to aggregate effective computational throughputs in excess of 1 TeraFLOP.
Technology Parameter

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software Low latency message passing protocols.

Technical Issues Development of effective parallel code and low latency message passing.

Major Commercial Pervasive.

Applications

Affordability Commodity clusters. USG programs such as the NASA Beowulf and National Institute

of Standards and Technology (NIST) initiatives have the explicit goal of making HPC
more accessible.

RATIONALE

HPC is the single most important enabling technology for modeling and simulation (M&S). Advances in dis-
tributed computing networks underlie the development and implementation of the high level architecture (HLA) and
the distribution of discrete event (DE) modeling for real-time applications. HPC also supports the calculation of
solutions to complex non-linear mathematics, which are used to characterize many physical phenomena, and the
generation of realistic environments (visual, auditory, and dynamic) for dynamic training simulations.

WORLDWIDE TECHNOLOGY ASSESSMENT

Canada ocee China oe France ooee Germany ooee
Japan ooee Netherlands oe UK ooee United States ooee
Legend: Extensive R&D ®®°®® Significant R&D  ®®*® Moderate R&D ®® Limited R&D ©

Mass market availability of low-cost network switching and powerful microprocessors has resulted in the rapid
proliferation and expansion of HPC capabilities. Nearly all the requisite knowledge and software technology
required for clustering computers to achieve high performance is in the public domain. One example of the avail-
ability and distribution is the NASA-supported Beowulf program, from which detailed guidance and software for
assembling a computing cluster can be accessed and, in the case of the software, downloaded. In the United States,
the High Performance Computer Modernization Office (HPCMO) Common High Performance Computing Software
Support Initiative (CHSSI) works specifically in the Force Modeling and Simulation (FMS) area, the Defense
Advanced Research Projects Agency (DARPA) Cluster is involved in HPC work, the California Institute of Tech-
nology/Jet Propulsion Laboratory (JPL) is researching Time Warp development, and NASA funded Synchronous
Parallel Environment for Emulation and Discrete-Event Simulation (SPEEDES), a variant of Time Warp.

Because of the increased accessibility of the technology, the number and diversity of activities involved in
HPC have increased dramatically. The following paragraphs highlight some specific examples of recognized Cen-
ters of Excellence in HPC research.

Canada has a strong initiative in distributed HPC. Nortel, the Canadian telecommunication firm, is a world
leader in fiber-optic switching technology, and Canada has established what is advertised as the world’s first
national optical R&D network, C3.ca, which is a 7-year plan to build a computational infrastructure on a scale that is
globally competitive and that supports globally competitive R&D.
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Canada’'s HPC community includes research facilities worth over $70 million. The project will receive
$23 million in capital from the Canada Foundation for Innovation. Six universities and regional consortia, which are
all C3.ca members, were approved for funding to establish facilities for computation and visualization, including
approximately a dozen parallel, shared memory, and vector systems for advanced computing and six new multi-
media visualization centers.

Research initiatives of interest to Canadian defense include parallel/distributed intelligent agents, virtual pro-
totyping M&S, and a wide range of software research activities in parallel and distributed computing. Centers of
Excellence funded under this effort include:

» High Performance Computing Facility, University of Victoria.
* Multimedia Advanced Computational Infrastructure, University of Alberta.

* University of Calgary, University of Lethbridge, and University of Manitoba. The University of Calgary
has conducted many research programs in optimistic parallel processing techniques. It is one of the early
and leading HPC research activities.

» Physical Science Computer Network, University of Toronto.

» Interdisciplinary Research Facility for Innovative Applications of Information Technologies, Concordia
University.

» Réseau Québécois de calcul de haute performance, Université de Montréal, Centre de recherche en calcul
applique, Université de Sherbrooke, with research centers at Ecole polytechnique, McGill University, Uni-
versité de Québec a Montréal, and Concordia University.

 Advanced Computation and Visualization Centre, Memorial University of Newfoundland, University of
New Brunswick (Fredericton), University of Prince Edward Island, and St. Francis-Xavier University.

In France, the Institut National de Recherche en Informatique et en Automatique is the primary focus of com-
puting research. Areas of primary research are organized into five major strategic areas: (1) control of distributed
computer information, (2) programming of parallel machines, (3) development and maintenance of safe and reliable
software, (4) construction of systems integrating images and new forms of data, and (5) analysis, simulation, control,
and optimization of systems.

The German National Research Center for Information Technology oversees and coordinates research in sev-
eral areas of interest, including basic architecture and software research, autonomous intelligent systems, scientific
computing, and distributed collaborative computing. The University of Mannheim, the Technical University of
Karlsruhe, and the University of Paderborn are recognized HPC Centers of Excellence.

Collaborative work within Europe is coordinated through the European Research Consortium for Informatics
and Mathematics (ERCIM), which aims to foster collaborative work within the European research community and
to increase cooperation with European industry. Leading research establishments from 14 European countries are
members of ERCIM, whose collaborative activities also extend beyond the European Union (EU). The European
Commission has awarded ERCIM a grant to coordinate an EU-China industrial cooperation initiative in HPC. The
initiative is also partially financed by the Chinese government through China’s National Center for Intelligent Com-
puting (NCIC)8 with additional funding coming from European and Chinese industry. The goal is to promote
Sino—European cooperation by raising Chinese awareness of EU technologies and expertise and to inform the EU
business community about market opportunities in China. Participants in relevant Esprit projects will be invited to
take part. This High Performance Computing and Networking (HPCN) initiative is part of a range of EU-China
industrial cooperation activities in science and technology now being organized under the auspices of the Chinese
government and the European Commission.

NCIC’s R&D activities in HPC include parallel and distributed computers and carrying out fundamental
research on HPCs and intelligent computing systems, especially in the area of natural language interface. While one
of NCIC's goals is to develop competitive commercial computer products, results to date appear better suited to

8  The NCIC was founded in March 1990 under the leadership of the Steering Committee of National High-Tech R&D
Program (the so-called 863 program) on Intelligent Computing Systems.
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developing a fundamental understanding of the underlying technology than to engage in global commercial compe-
tition. The “Dawning” family of parallel computing hardware trails the state of the art in terms of its embedded
microprocessor and interconnect technologies. However, as research tools, these projects have provided a founda-
tion for investigating effective parallel computing methods.

One area of research that may have military application in coalition warfare and interoperability is the NCIC's
Intelligent Machine Translation Research Center, which is conducting theoretical research, system design, and prod-
uct development of intelligent machine translation systems.
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DATA SHEET 111-10.3. QUANTUM INFORMATION

PROCESSING/COMMUNICATIONS (QIPC)

Developing Critical Technology
Parameters

Critical parameters cannot be quantified but will be determined by the degree of coher-
ence that can be obtained and the development of effective methods of error correc-
tion.

Critical Materials

High-purity materials for quantum devices and specially formulated fluids for molecular
and nuclear magnetic resonance quantum computing.

Unique Test, Production,
Inspection Equipment

Scanning tunneling and atomic force microscopic equipment for fabrication and inspec-
tion of devices. Measurement equipment for determining quantum state, both for testing
and as an output mechanism and for implementation of quantum computers.

Unique Software

The inherent ability of the quantum bit (“qubit”) to exploit superposition to encode larger
numbers will require development of special algorithms. Error correction algorithms to
control decoherence will be crucial to practical implementation of QIPC systems.

Technical Issues

Ability to control decoherence and perform fault-tolerant operations. Devising suitable
methodologies for harnessing decoherence, which would include error correction algo-
rithms, redundancy, and architectural design. Scaling properties in terms of number of
qubits, time per gate, and physical size. Developing applications and applications soft-
ware with commercial markets. Quantum information storage and retrieval, including
associated error control. Techniques for initialization of quantum computers, and meas-
urement techniques for efficient read-out of information for internal control and applica-
tions. Development of practical repeaters to extend the range of quantum communica-
tions.

Commercial Applications

Driving commercial applications are distant at best. At present, the nearest term pros-
pects appear to be in communications and cryptology.

Affordability Affordability of access to state-of-the-art computational capability is likely to remain an
important consideration. The current movement is toward the concept of centralized
HPC resources accessed by what are called “thin clients.” If this paradigm catches hold
in the market, pricing strategies for computing will change dramatically, in ways and to
an extent that are difficult to project.

RATIONALE

Quantum information processing (QIP) holds long-term promise for revolutionary advances in computing,
communications, and cryptology. Moore’s Lawhich characterizes the rate at which component feature sizes and
densities will increase, has proven remarkably durable. However, by the 2000-2015 time frame, projected feature
sizes will reach molecular scale. Further advances in computational power will demand some form of computation

at the submolecular scale (i.e., atomic scale.)

9  The observation that the logic density of silicon integrated circuits has closely followed the curve (bits per square inch) =
2\((t - 1962)), where t is time in years; that is, the amount of information storable on a given amount of silicon has roughly
doubled every year since the technology was invented. This relation, first uttered in 1964 by semiconductor engineer
Gordon Moore (who co-founded Intel 4 years later) held until the late 1970s, at which point the doubling period slowed to

18 months.

[11-10-50




Quantum computing is perhaps the most promising mechanism yet identified to meet this demand. Since
1994/1995, the amount of work in this area has increased dramatically. This technology is still in its very earliest
research phases; however, the amount of the activity and the apparent commitment of the EU and large businesses to
support research in this area hold out the possibility of rapid advances.

The time scale for practical implementation of QIP technology is almost certain to lie beyond the 2010 time
frame. However, if successful, QIP will enable advances across the full range of military objectives currently envi-
sioned to ensure information superiority. As noted in the Background section that follows, quantum computing, if
successfully implemented, will provide a practical means for rapid code breaking of public key systems. Similarly,
guantum communications, in theory, provide a practical counter to this cryptanalytic capability. These capabilities
will affect assured services, secure communications, and complete battlespace awareness.

Potential military applications include any in the area now supported by HPC, with unique capabilities in code
breaking and secure communications.

At present, this work is largely at the stage of basic scientific research into underlying physical phenomena and
devices, with some thought being given to algorithm development. The devices themselves are about where the con-
ventional semiconductor transistor was in the late 1950s. The research is widely disseminated and accessible.

Because of the problem of decoherence, quantum computers are likely to be inherently much more susceptible
to upset than conventional solid-state computers. This suggests potential susceptibility countermeasures that could
defeat or degrade such a computer in military applications. At present, it is not possible to predict the extent to
which basic isolation measures developed to meet the requirements for general-purpose use will address such
vulnerabilities.

BACKGROUND

Richard Feynman first suggested the notion of a quantum computer in 1982. From the initial idea in 1989
through the early 1990s, David Deutch and Peter Shor of Bell Labs are generally credited with defining the first
practical quantum-computing algorithm, a factoring algorithm applicable to decrypting public key information.

Since 1982, rapid progress has taken place in the basic science underlying QIPC. Theoretical analyses indicate
that quantum mechanics can be exploited to process and transmit information. Researchers appear confident that a
primitive quantum “computer” can be built or that fully secure cryptographic systems can be implemented using
guantum effects. Recent breakthroughs in componentry [e.g., the demonstration of elementary quantum logic gates
using ion traps, cavity Quantum Electrodynamics (QED), and nuclear magnetic resonance (NMR) technology; the
development of error correction and search algorithms; and the quantum teleportation experiments] have helped
accelerate quantum computer development. Potentially, QIPC could revolutionize IT. The field is in its earliest
phases, and novel ideas and applications will most certainly emerge. While the scientific foundations of QIPC have
been reasonably established, technological approaches for practical implementation of QIPC systems do not yet
exist.

Preliminary results indicate that quantum computers can perform computations regarded as intractable on any
classical computer. Theoretical research indicates that quantum computing has the potential for orders of magnitude
increases in the speed at which large numbers can be factored. If this aspect of quantum computing can be made
practical, it will have a revolutionary impact on cryptoanalysis. All public key cryptosystems, which are fused
nowadays to protect and to certify electronic documents, will become vulnerable to quantum cryptoanalytic attacks.
Data security will require different cryptosystems. Quantum cryptography may provide the means for secure com-
munication. Basic research is still necessary in this area to implement quantum logic elements using quantum optics
(trapped ions, cavity QED, and so forth). Quantum gates have already been realized in the laboratory. A focused
attack on the effects of decoherence on quantum computers is necessary, and quantum error correction codes need to
be designed to preserve the quantum information from the deleterious effects of dissipation.

Opinion on the long-term feasibility of quantum computing remains strongly divided. Researchers point to the
quality and soundness of the underlying science and argue that the remaining problems are technological—not fun-
damental—in nature. However, the problem of decoherence (caused by the interaction of the atomic spin state with
its external environment) is a daunting problem because it increases exponentially with the number of qubits. For
this reason, other scientists predict that systems will be limited to those on the order of 10 qubits.
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By comparison with computing, research in quantum communication has been more successful. The partial
guantum computers demonstrated secure communication over distances as great as 10 km. Issues of affordability
and application requirements will drive future developments. However, implementation of a practical quantum com-
puter capable of decrypting public key cryptography in seconds could dramatically spur demand for quantum
encryption.

Among the unanswered questions are:

* Can the problems of scaling up be solved affordably?

» Are there practical solutions to the problem of initializing and maintaining data coherence?

*  What classes of problems will QIPC systems be well suited to able to solve?

* Inthe area of communications, can the quantum phenomena be scaled to practical distances?
* Are quantum repeaters feasible?

» Are there other applications that may lend themselves to smaller scale systems?

To explain what makes quantum computers so different from their classical counterparts, we begin by having a
closer look at a basic chunk of information, namely, one bit. From a physical point of view, a bit is a physical sys-
tem that can be prepared in one of the two different states representing two logical values: no or yes, false or true, or
simply 0 or 1. In today’s digital computers, the voltage between the plates in a capacitor represents a bit of informa-
tion: a charged capacitor denotes bit value 1, and an uncharged capacitor denotes bit value 0. One bit of information
can be also encoded using two different polarizations of light or two different electronic states of an atom. However,
if we choose an atom as a physical bit, quantum mechanics tells us that apart from the two distinct electronic states,
the atom can also be prepared in a coherent superposition of the two states. This means that the atom is both in state
0 and state 1. No equivalent of this superposition exists in the classical world. It is a purely quantum mechanical
phenomenon.

Because of superposition, a quantum register composed of three qubits can encode eight numbers in a quantum
superposition. Storage capacity increases exponentially with the number of qubits. Thus, L qubits camstore 2
bers at once. Once the register is prepared in a superposition of different numbers, we can perform operations on all
of them. In theory, suitably tuned laser pulses could be used to arrange the atomic electronic states and to manipulate
initial superpositions of encoded numbers into different values. The result would allow a massively parallel compu-
tation. A quantum computer might perform in one computational step the same mathematical operatibfieon 2
ent input numbers encoded in coherent superpositions of L qubits. Thus, a quantum computer offers enormous
potential gain in both speed and memory capacity,

With regard to communications, theoretical results indicate that two-state systems can carry more than one bit
of information if quantum entanglement is employed. This and related phenomena (e.g., quantum teleportation) may
improve channel capacity and optimize data-compression schemes. As noted elsewhere, greater initial success has
been realized in the area of quantum communications, and this is where the heaviest industrial participation appears
to be focused.

WORLDWIDE TECHNOLOGY ASSESSMENT

Belgium oee Canada oe France ocee Germany ocee
Israel oe Italy oe Netherlands oe Japan ooee
UK ecee United States ecee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ©

QIPC research is global in nature—with active research efforts in, and collaborative efforts between and
among, many different countries. Advances in the underlying science are characterized as revolutionizing the possi-

bilities for processing information on the quantum level. Countries with an evaluatft? ®f are supported by
primary references to specific relevant research and/or multiple citations as Centers of Excellence by other
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recognized Centers of Excellence. Lower ratings may be inferred from participation in EU programs or other col-
laborative efforts, where the specific nature of their contributions is not given explicitly.

Commercial firms with potential to be major developers of QIPC technology include the IBM’'s Thomas Wat-
son Research Center, British Telecom, Hewlett Packard Laboratories, Thomson CSF, and AT&T Labs. Nippon
Telephone and Telegraph (NTT) of Japan has what appears to be a comprehensive effort in quantum optical com-
puting10 This list, while not all-inclusive, provides an indication of current interest and shows where the driving
impetus for further commercialization may arise.

CENTERS OF TECHNICAL DEVELOPMENT

European Union (EU)

The EU is particularly active in the quantum computing area, with several programs directed toward advancing
the state-of-the-art. The ESPRIT-sponsored CERION Working Group will coordinate the research of 17 European
and 8 Canadian nodes, actively participating in research on nano-electronics, nano-optics, and the technology of
advanced nano-structures. Numerous multilateral efforts are ongoing in the EU, under the Future and Emerging
Technologies QIPC Initiativel The Laboratory for Theoretical and Quantum Computing at the University of Mont-
real is also cited frequently as a center for QIPC research, particularly cryptologic applications.

The goal of the EU QIPC is to develop novel systems and techniques for IP, transmission, and security by
exploiting the properties of quantum mechanical operations. The EU initiative presumes that fulfilling these objec-
tives will require many years and numerous projects. Several specific objectives have been defined as guidance and
are representative of objectives being pursued in this area, worldwide:

» Development of an elementary scalable quantum processaklthough the practical importance of an
elementary (e.g., 4-qubit) quantum processor may be limited in itself, it may represent an important step
toward larger scale quantum computing.

» Evaluation and selection of promising component technologieSo date, all the candidate approaches
are affected by rather severe practical limitations. At this juncture, continued exploration of competing
approaches (NMR, ion traps, cavity QED, quantum dots, and so forth) and continued research into novel
alternative approaches are necessary. Alternatives include the extension of semiconductors and quantum
networks that interconnect many simple quantum-processing elements.

*  Quantum algorithm development.This objective includes the automated discovery of new quantum algo-
rithms. So far, other than in the area of factoring for cryptology and algorithms directed toward quantum
mechanical problems, few algorithms tackle problems of practical significance. More applications will be
needed to justify future investment.

» Longer distance and secure quantum communicationA challenging objective is to scale quantum
communication protocols in distance and to demonstrate compatibility with the telecom infrastructure, such
as optical fibers. In the area of cryptology, the objectives are to expand quantum key distribution toward
longer distances, truly single or entangled photons, multi-party quantum key distribution, and free-space
key distribution. The development of quantum key repeaters is seen as an important enabling element of
practical communications.

Commercialization of quantum computing technology will ultimately require evolution of an engineering
design and development “tool-box” of components, interface standards, and engineering processes that perform spe-
cific quantum tasks to be used as building blocks of a QIPC system. Components of interest under the EU QIPC
initiative include light sources with controlled fluctuations for photon-based QIPC; non-linear optical fibers for
guided photon-pair generation; and coupled semiconductor quantum dots for single-spin or single-photon applica-
tions. Examples of quantum engineering processes include quantum measurement techniques, production and use of
correlated optical solutions, and quantum interferometry techniques.

10 Nippon Telephone and Telegraph Quantum Optical State Control Research Group, at the web address
http://www.brl.ntt.co.jp/physics/butsusei-g/index.html

11 European Union Future and Emerging Technologies QIPC Home Rgmé&www.cordis.lu/ist/fetgipc.htm
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The following examples shed some light on EU projects that are representative of a much larger overall effort
directed toward these areas.

The Centre National de la Recherche Scientifique (CNRS) in lle de France heads the EU Advanced Quantum
Information Research program, in which the France Telecom/Centre National D’etudes de Telecommunications also
participates. Other participants in this program are Friedrich-Alexander-Universitat Erlangen-Nurnberg and the Uni-
versitat Konstanz (Germany), Istituto Nazionale per la Fisica della Materia (ltaly), Rijksuniversiteit Leiden (Neth-
erlands), and the Defence Evaluation and Research Agency (DERA) (United Kingdom). The Institut Superieur
D’electronique Du Nord—Recherche heads the EU effort on scanning tunneling microscope lithography for quantum
devices. Other participants in this program are the Université Catholique de Louvain Laboratoire de Microelectro-
nique (Belgium), Instrumat Sa (a French industrial participant), and Omicron Vakuumphysik Gmbh (Germany).

Another EU project in this area is the Spin-Dependent Nano-Electronics, the objectives of which are to com-
bine expertise in semiconductor quantum structures and nano-magnetics to target the field of magnetoelectronics as
an important and potentially useful class of quantum devices. Four main objectives are defined:

1. To develop a fabrication technology of mesoscopic magnetic/semiconductor quantum structures by
employing the full strength of state-of-the-art nano-fabrication and semiconductor technology, with empha-
sis on large-scale fabrication and compatibility with integrated circuit (IC) manufacturing

2. To explore the physics and mechanisms of spin-dependent transport in integrated semiconductor/ferro-
magnetic structures

3. To build optimized devices starting from the three defined concepts: a Vertical Spin Transistor, a Lateral
Spin Transistor, and a Magnetically Modulated Semiconductor Transport device

4. To assess magnetoelectronic circuit applications in the fields of non-volatile memory, programmable logic,
and reconfigurable input/output circuits, with the first efforts in design and simulation.

This effort is lead by Interuniversity Microelectronics Centre in Leuven, Belgium. Other participants are Thomson
CSF (France), Universitat Regensburg and Rheinisch-Westfédlische Technische Hochschule Aachen (RWTH) (Ger-
many), Weizmann Institute of Science (Israel), University of Twente Mesa Research Institute and University of
Groningen (Netherlands), and University of Nottingham and University of Cambridge (United Kingdom).

United Kingdom

The United Kingdom has been active in quantum computing, with major research efforts under way at Oxford,
Imperial12 Plymouth, Hewlett-Packard Labs, and elsewhere.

The Centre for Quantum Computation, based at the University of Oxford, conducts theoretical and experi-
mental research into all aspects of QIP and into the implications of the quantum theory of computation for physics
itself. It is one of the most frequently cited Centers of Excellence for QIPC research.

Quantum cryptography is one part of this field where the United Kingdom has a substantial worldwide lead
because of the efforts of researchers at Imperial College (Blackwell Laboratory), Oxford, Strathclyde, DRA Mal-
vern, and BT Laboratories. The basic scientific methodology derives from past activity on non-classical light.
Secure quantum communications techniques have been realized in demonstrations. The next step is to use this in
network applications.

Germany

German academic institutions are active in the quantum computing area, with ongoing research at the Univer-
sity of Hamburg, the University of Karlsruhe, the University of Bielfield, and the University of Tuebingen. Much of
the material cited is available only in German, and German institutions are commonly cited as partners in EU-
funded research in this area.

12 Simon Bone and Matias Cast# Brief History of Quantum Computinghis site at the Imperial College in London can be
found athttp://wwwdse.doc.ic.ac.uk/~nd/surprise_97/journal/vol4/splidtontains a good presentation of the history and
basic principles of quantum computing, together with an extensive bibliography and links to other useful sites.
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Russia

There are reports of Russian work in Quantum Chaos Generation at the Institute for High Performance Com-
puting and Databases in St Petersburg. This research may have potential relevance to quantum computing. Russia,
within the Former Soviet Union (FSU), was historically strong in molecular computing. However, the world-leading
aspects of this work were primarily in biomolecular computing. Work in optical and quantum nano-electronic
devices was, in 1990, assessed to be lagging behind work being done in the United States and Japan.

Japan

Japan is extremely active in QIPC, with work at the University of Tokyo, the University of Kyoto, the Univer-
sity of Osaka, and the University of Hiroshima. Research is reported at Kochi University on “Quantum Computing
Solid Block Systems of Nonlinear Dipole-Dipole Ensembles.” The NTT Quantum Optical State Control Research
Group conducts research across a wide range of topics, all relevant and many directed specifically to future devel-
opment of QIPC systems. Japanese efforts appear to extend to applications of interest, including work on algorithms
at Chiba University and the Science University of Tokyo, and a joint report of research in search and recognition of
image data in quantum computers at Kagawa University and Sumitomo Metal Industries, Ltd.

United States

The United States shares or holds world-leading positions in virtually every aspect of quantum computing.
There is extensive research in the United States, including the Massachusetts Institute of Technology (MIT), Rutgers
University, the Particle Beam Physics Laboratory at UCLA, Stanford University, and dozens of other sites. DARPA
and the Army Research Office (ARO) are supporting a MIT/IBM/Stanford NMR computing consortium, which is
investigating a wide range of basic topics aimed at moving quantum computing from science to practical engine-
ering. Efforts include synthesis of molecular computers; demonstration of quantum algorithms, including a compiler
and algorithms for quantum error correction to control decoherence; scaling investigations, including development
of a “desktop NMR quantum coprocessor”; and a 10- to 40-qubit quantum computer.

The California Institute of Technology (Cal Tech) is recognized as a world leader, particularly in techniques
for combating decoherence. DARPA is also funding Cal Tech to address specifically potential future military appli-
cations of quantum computing. Dr. Neil Gershenfeld at MIT and researchers at the Los Alamos National Laboratory
(LANL) are leaders in work toward a concept called “the coffee-cup supercomputer,” because of the use of a liquid
NMR phenomena. In fact, Dr. Gershenfield believes that a quantum co-processor could be a reality within 10 years
if the current pace of advancement continues. Other techniques, such as quantum dots, also show promise.
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SECTION 10.4—INFORMATION SECURITY

Highlights

» Information Security (INFOSEC) cryptologic technologies are an increasingly important set of presenf and
future militarily critical technologies (MCTSs) required to maintain the confidentiality, integrity, and ava|
ability of information within processing or storage nodes and while en route over communications nef
works.

» Strong personnel, facility, equipment, standardization, training, and T&E security programs as well ag
defensive I0s and Operation Security (OPSEC) are required.

» Commercial INFOSEC products are available on world markets, with capabilities deemed adequate fgr mili-
tary 10s in COTS versions, many of which can be customized for more sophisticated command, control,
communications, computers, and intelligence for the warrior (C4IFTW) applications.

* Open market-based INFOSEC R&D in cryptology, computers, software and key management architgctures,
related standards, and the functional specification of key management infrastructures and protocols afe
required for U.S. forces to maintain information dominance.

« As commercial and government INFOSEC technologies advance, the INFOSEC products necessary(to main-
tain the existing superior U.S. INFOSEC capabilities will become more affordable.

OVERVIEW

The INFOSEC FA is defined as capabilities to safeguard information privacy, seamdaytegrity; to control
access tanformation; to authenticatandvalidateinformation content, representations, soureeslsinks; and to
enforce non-repudiation—in either naturalmanmadehreat environments. INFOSEC FA capabilitae counter-
measures intended to prevent or circumvent informdtes, degradationcompromise, or improper use. This may
occur within systems hardware or software, within communications or physical transport systdimestlgramong
people.

The range of possible threatskimad. Atthe highest level, INFOSEC threatse either natural omanmade.
Natural threatsinclude earthquakedjoods, sunspotsand phenomenological electromagnegwents. Manmade
threatscan occur because @fctions or eventsaused bypeople or other system components internal to an IS
(insider/insidethreats). Alternatively,manmadethreats can involve external actions or event®utsider/outside
threats). At the next lower levalhanmadehreatscan besubdividedinto either deliberate-intentional @ccidental-
failure categories.

According to analyses of documented information-loss cases conducted over ttecadeshbout 3percent are
attributed to natural causeand 97percentare attributed tomanmadecauses. Of losses attributable ranmade
threats, about 92 percent are traceable to insider/inside thardt§,percentare traceable toutsider/outside actions
or events. Of the 9percent of caseresulting frominsider/insidethreats, about 8®ercentoccurredbecause of
unpremeditated personnel or system failures (e.g., errors in judgmpetf@mancehardware orsoftware failures).
Insideractions, intentional sabotage, theft, or compromise atteaksedhe other 3 percent. Of thé percent of
cases resulting from outsider/outside threats, abqér@ntoccurredbecause ofinintentional personnel or system
failures (e.g., power outages and plane crashes). Outsititional sabotage, theft, or compromise attazksed
the other 3 percent.

Few commercial, government, or military information systems do not employ technotiigésin this
INFOSEC section. Moreover, within military IS, a nearly universal requirement exists for INFOSEC gystet
tion to conceal intendluring the planning, preparatiomndoperational phases of military operatiodsint Vision
2010 emphasizes the importance of INFOSEC to information superiority by explaining that
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Thereshould be nanisunderstandinghat our effort to achieveand maintain information superioritywill
also invite resourceful enemy attacks on our information systems. Defensive infonveafave to protect
our ability to conduct information operations will be one of our biggest challenges petiodl ahead.Tra-
ditional defensive IW operations include physical security measures and encryption.

Figure 10.4-1 is a taxonomy of major system, equipment, process, and procedural defectmivteaneasures
and offensive or counter-countermeasures INFOSEC technology capabilities. In the figure, INFOSEC capabilities are
depicted under five categories that are related but largely non-overlapping functionally.

INFORMATION SECURITY

Information Content, Information Information Access Information Content Information/User
Privacy, Secrecy, Origination, Control and Integrity-Assurance Identification/
and Security Possession, and Network/Systems Security Attribution/
(Cryptography) Transmission Security Authentication/
Security Non-Repudiation
Security

Figure 10.4-1. INFOSEC Applications

The “Information Content, Privacy, Secrecy, and Security (Cryptography)” category (see Table li€914l)
manner of techniques to prevent unauthorized apprehensiofoohation’s substantive meaning or significance as
conveyed byits content.Includedamong various technologiesfeguardinghe content of information irelectro-
magnetic form—whether it is containedthin electronic orphotonicdevices or emoute over suitablenedia—are
encryption, scramblingand concealment, usingteganographic or secumgodulation schemes. Physical protection
of information content isasccomplished byising protected red-enclaves, protecteue distribution facilities diplo-
matic pouch and other secure physical transport, and the manual application of eacmdiagand steganographic
mechanisms.

The “Information OriginationPossessionand Transmission Securitytategory (see Tabl&0.4-2) includes
technologies to conceal the origination, storage, existence, or possession of informatiomateaorfocation; to
conceal the fact that information is, or has been, “transmitted” from one location to another; and tcumtssssul
transmission under natural or manmade threats. In conjunction with appropriate electromagnetic, acduistia|
emissions control technologies (e. §EMPEST-protected structureshe establishe@PSECprocedurege.g., the
creation of “black” or compartmented programs and facilities) comgheserincipal mechanisms for keepiagcret
the generation, storage, use, or existence of sensitive information.

In the unguided electromagnetic signals domain, “transmission concealment or hiding” is tygmbaled by
using spread spectrum. The transmission of signaisrisealed in guidedlectromagneticommunications systems
by using emission-suppressing “protected wire distribution” facilities employing either fiber or metallic cable.

Again, in theunguidedelectromagnetisignals domain, “transmissiassurancetelies on the use aofpread
spectrum, high-power, steerable, narrow beam antennas, or hybrids of these technolgfies/éoobust anti-jam,
anti-spoofing communications capabilities. High-transmission survivability and availabititattainedhrough the
use of redundant med{a.g., multiple satelliteterrestrial radioandwireline communications); high reliability and
fault-tolerant, fault-detectionand fault-correction designs; and, wheaquired, radiation, electromagnetic pulse
(EMP)/high altitude electromagnetic pulse (HEMP)/system generated electromagnetic pulse (SGEMP) hardening.

Although the transmissiononcealmentaind assuranceéechnologies justiescribedcan be properly assigned to
the INFOSEC FA, they also qualify as INFO COM technologies and, for organizational remsdisted in INFO
COM tables.
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Table 10.4-1. Information Content, Privacy, Secrecy, and
Security (Cryptography)

Offensive Counter-Countermeasures

Communications Intelligence (COMINT) — Protocol
e Cryptanalytic attacks — Massively parallel/symmetrical multi-processors
— Known plain text — “Black-bag” enhanced
— Chosen plain text « Escrowed encryption
— Chosen cipher text « Time/frequency analysis synthesis
— Brute force « Image processing/pattern recognition
Defensive Counter-Countermeasures
Electromagnetic e Static/dynamic scrambling
« Encryption/decryption — Frequency domain
— Symmetric-key (secret-key) — Time domain
—— Block and stream ciphers — Hybrids
—— Substitution and transposition ciphers ¢ Secure non-linear pseudo-noise modulation
—— Digital signatures and hash functions « Steganography
—— Authentication and identification
—— One-time pads Physical
—— Operational codes « Protected red-enclave
— Asymmetric-key (public-key) « Protected wire distribution
—— Factorization ¢ Diplomatic pouch and other protected physical
—— Discrete log transport
——  Elliptic curve ¢ Manual hardcopy encoding/steganography

— Mixed symmetric-asymmetric (hybrid)

Technologies providing “Information Access Control and Network/Systems Sec{sgty Tablel0.4-3) again
encompass both electromagnetic and physical protection measures. Unlike predismusigecencryption technolo-
gies that attempt to conceal content, the informaticeessontrol and network/systems security technologi@e-
tect information by denying unauthorized access to sources of information or system/network resources.

In the electromagnetic clas®chniques folimiting access includdigital certificate,certificateauthority, and
associated key manageméathnologiesTrusted IS designs include axtensivearray of system/network security
technologies. These technologies range from sophisticated techniques to ensure defect- and bug-free sbiwdare and
ware, multilevel security, firewallsand soforth, to less complepasswordand management/contr@nd common
channel signaling encryption.

In another aspect of access control, emerging technologies prevent outright theft of intellectual andpgsty
permit IS marketingandsales distribution usinfsecurecontainerandmetering” capabilities. Iraddition, a major
facet of electromagnetic information access control is the detection, neutralization, and prevention of sucaassful
thorizedinterceptionandinfiltration attempts. At the logical networndapplication level, pertinent technologies
include access-seeking transaction monitoendauditing andthe detectionandremoval of softwardvirus, Trojan
Horse, and spoofing) and hardware sabotage attacks.

Finally, in the physicahccesscontrol arena, tamper-proof packaging is critical when equipment containing
sensitive information mustither be given to—or may be stolen by—potergidversariesOther physicalaccess
protectionapproaches include protectesti enclaveand simpler electronic or mechanicdbcks. Thewide-ranging
variety of room-building-campus perimeter access control, intrusion deteatidalarm capabilities—whensed to
safeguardnformation—merits inclusion among the technologaentified in this section.However, fororganiza-
tional reasons, these technologies are discussed in Section 10.6.
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Table 10.4-2. Information Origination, Possession, and Transmission Security

Offensive Counter-Countermeasures

Communications Transmission Concealment Communications Transmission Assurance
e Unguided e Unguided
— Electronic signals intelligence/exploitation — Jamming, spoofing, repeating
—— Radio fingerprinting —— Radio fingerprinting
—— Enhanced radiometric detection * Guided
— Spoofing/communications deception — Transmission facility sabotage
* Guided
— Authorized/clandestine wiretapping Counter Operations Security

* Operations Intelligence

Defensive Counter-Countermeasures

Communications Transmission Concealment ¢ Unguided/guided
e Unguided — High survivability and availability
— Low probability of intercept — Redundant multimedia networks
— Spread spectrum — High reliability fault tolerant designs
— Low power/duty cycle — Radiation, EMP/HEMP/SGEMP hardened
— Hybrids
— Steerable/narrowbeam antennas Operations Security
— Facility/equipment TEMPEST protection « ldentifying, controlling, and protecting evidence of
e Guided the planning and execution of sensitive activities
— Protected wire distribution « Actions to conceal information origination and/or
— Fiber-optic/metallic cable existence of

— Secure compartmented programs

Steganographic Decoy Transmission — Special access programs

— Information, facilities, and equipment
Transmission Assurance

e Unguided

Survivable/anti-jam communications
Spread spectrum

High power

Steerable/narrowbeam antennas

Technologies providing “Informatio@ontentintegrity-Assurance Securitysee Tablel0.4-4) apply only to
information that, at least at some point, existelectromagnetidorm. These technologieare designed taletect
and, if possible, mitigate naturalbccurring errors omtentionally inducedmanmadealteration of the information
content en routbetween sendemnd receivers.Such errors often occur because afatural backgroundnoise and
intentional or unintentional interference that degrades communications channel quality. Infoocoditigntechnolo-
gies that either detect—or both detect and correct—esrersommonly used in data&ommunications taircumvent
or at least alert users that received information may be corrupted or invalid.

Of greater consequence is adversarial tampering with information contertheuegh this informatiorappears
valid to receptors. The attack scendrare isnot an enemy trying tdenytransmission all together; rather, it is
delivering to unsuspecting recipients fraudulent information that appears legitimate.

In many circumstances involving National Security, the satisfactory reception and use of altered, fallacious, and
misleading information may be modangeroughan if communicationdiad beendeniedaltogetherbecause it is
nearly always true that “falsehood is never so false as when it is very nearBatiine="keycountermeasure to such
information manipulation involves use of secure hash functions.

13 G.K. Chesterton, “St. Thomas Aquinas,” 1933.
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Table 10.4-3. Information Access Control and Network/Systems Security

Offensive Counter-Countermeasures

Espionage ¢ Physical hardcopy theft/duplication
« Electromagnetic * Acoustic and visible and Invisible — lightwave
— Transmission interception activity surveillance
— Unguided (terrestrial/satellite surveillance)
— Guided (e.g., wiretapping) Systems Influence
— TEMPEST emission surveillance e System, network, product hardware and software
— Storage media/equipment theft — Operating system, executive, and application
— Escrowed encryption software
— Network, switch, server, router, multiplexer - ASIC
attacks e System, network, product hardware and software
— Jamming, spoofing, repeating operational phase sabotage
—— Public key factoring attacks — Remote/networked virus, spoofing, spamming
—— Automated password/war dialer attacks attacks

— On-premises hardware and software attacks

Defensive Counter-Countermeasures

Electromagnetic Steganographic Decoy Transmission
< Digital certification and authorities
« Key management Transmission Assurance
— Key backup and recovery ¢ Unguided
— Key updating and revocation — Intrusion-resistant fiber-optic cable
— Key registry and distribution — Metallic cable shielding and time domain
* Network security reflectometry
— Multilevel security — Transaction (e.g., long-on/penetration attempt)
— Firewalls, passwords, smart cards monitoring and auditing
— Encrypted management/contro| and common - Operational detection and neutralization of soft-
channel signaling ware (e.g., virus, Trojan Horse, spoofing) and
+ Systems security hardware sabotage attacks
— Trusted IS designs
— Defect/virus/trapdoor free software Physical
— Defect/bug free hardware + Tamper-proof packaging
« Intellectual property theft-deterrence/secure * Electronic/physical locks
container/usage metering * Protected red enclaves

« Threat/attack detection, response, prevention

Information operated on by hash functions produces “message didg=stariséwo messagesanhash to the
same digest, secure reception of a message digestwitinthe message itseffrovidesmeans to ensuneceived-
messagentegrity. Since messages widtrors introducedluring transmissionwhether unintended anduced, pro-
ducedifferent digests, comparing locallgenerated anttansmitted digest yields a “foolproof” method fdetecting
corrupted or altered content.

To be effectivethe technologies for Information/User Identification/Attribution/Authentication/Non-repudia-
tion Security(see Tablel0.4-5) are typically employed inunison with those of other categories. For example,
recipients in most INFOSEC environments require assurance that messages lmenstreptitiouslyintercepted
and plain text-content revealed (which demands effective encryption technologies), assurance that message content has
not been altered (which demands effective hash functionality), and some means to autlzchicdigatethat “par-
ticular” messages were sent or approved by some authority and source that can be positively identified.

To satisfy the thirdequiremen((i.e., thatmessagesvere sent orapproved bysome authorityandsource that
can be positively identified), correlation ofpositive sender identification and validation with error free and
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Table 10.4-4.

Information Content Integrity-Assurance Security

Offensive Counter-Countermeasures

Electromagnetic Record Security Counter-Counter-
measures
¢ Unguided
— Jamming/repeated-signal transmission denial
attacks
— Deceptive signal transmission attacks
¢ Unguided/guided
— Random/deterministic content manipulation
— Transmission denial attacks

Information/Knowledge Accuracy Counter-Counter-
measures
« Psychological operations
— Philosophically based
— Physiologically based
— Psychosomatically based
¢ Industrial/financial-economic/scientific disinforma-
tion operations
« Government/political disinformation operations
< Military situation disinformation operations

Defensive Counter-Countermeasures

Electromagnetic Record Assurance
« Error detection and correcting codes
* Secure hash functions

Information/Knowledge Accuracy Assurance

« Psychological operations detection/counter-
measures
— Philosophically based

— Physiologically based
— Psychosomatically based

« Industrial/financial-economic/scientific disinforma-
tion operations

¢ Government/political disinformation operations

¢ Military situation disinformation operations

Table 10.4-5.

Information/User

Identification/Attribution/

Authentication/Non-Repudiation Security

Offensive Counter-Countermeasures

Information Attribution
« Electromagnetic
— Counterfeit source/sink/date/container/file loca-
tion/time-to-user ID attacks
¢ Physical
— Counterfeit hardcopy substitution/delivery

User Identification
« Counterfeit badges/cards
¢ Unauthorized use of user-unique information

Defensive Counter-Countermeasures

User Identification
« Badges/cards/personal identification numbers
(PINs)
¢ Smart cards
* Biometrics
— Thermograms
— Hand or eye scanning
— Voice printing
— Keyboard rhythm
— Fingerprint
— Signature dynamics

« Digital certification
— Digital signature algorithms and techniques

Information Attribution
« Electromagnetic
— Source/sink/date/container/file location/time-to-
user ID correlation
¢ Physical
— Registered/certified mail
— Diplomatic pouch/carrier/commercially validated
hand delivery

content-assured-received secure messages is needed. Capabilities supporting user thanologamhand or eye
scanning, voice printingkeyboardrhythm, fingerprint, signaturelynamics,and other biometric technologies; a
broaderset of digital-certificate-based techniquesnd simpler PINsand individual-unique data (e.g., amother’s
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maiden name or birthday). With third-party Digital Certificate Authorities, these technologies also sipppciitve
non-repudiation capabilities.

RATIONALE

All the INFOSEC critical developing technologies listed below could support U.S. efforts to aahibwein-
tain information dominance in futureyears. Thedata sheets outline theletailed rationale for includingeach
developing technology.

» Cryptology

» Distributed key generation

» Electronic cash (e-cash) transfer systems

»  Elliptic curve cryptosystems

» Hardware-based random number generators

» High-speed encryption

» Image steganography

* Key management

* Key recovery system (KRS) failure mode and effects analyses
» Massively concurrent processor (MCP)

» Message integrity and non-repudiation

» Programmable embeddable communications security (COMSEC)
*  Pseudo-random number generation

*  Quantum computers

*  Quantum encryption

*  Secret sharing schemes

»  Stream ciphers

*  Zero-knowledge proof (ZNP)

For additional information, see the following:

» For an exploration of the idea of developing cryptographic strength metrics, see Annex B to IDA Document

D-2121, Addendum tolDA Group Report GR-4ldentification of Militarily Critical Technologies, Part I
Weapons Systems Technologies, Section 8.5: Information Security, December 1997.

» Defense Science Board Task FoReport on InformatiowWarfare-Defensejnclassifiedversion, Executive
Summary, paragraph 9.

» For statistics on foreign availability otryptographic productsyisit http://www.tis.com/research/
crypoto/crypt_surv.html

» Testimony by Mr. Stephen T. Walker, President of Trusted Information Systems, for the Subcommittee on

Economic Policy,Trade andEnvironment to the Committee of Foreign Affaitd,S. House ofRepre-
sentatives, October 12, 1993, p. 8.
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TECHNOLOGY ASSESSMENT

Scientific facts are established through open publication of experimental results that may rart maye to
be reproducible in identical peer experiments. The assumption regarding the strength of a cryptalgr@ithicy is
difficult to prove sincealgorithm strength idased on @elief in thehardness othe solution to theparticular
mathematical problem on which the cryptographyased. Beliefare harder tgrove thanreproducible scientific
facts. The strength of a cryptographigorithm can be establishednly through open scientific publication that
invites peerreview. The longer an algorithm is in the puldiomainand no cryptanalytic solution is found, the
greater the cryptograph@ommunity confidencebecomeghat the algorithm is strongndcan be trustedThe best
way to establish theryptographic strength of aalgorithm is by challenging cryptanalysts—in open publications
and on the Internet—to test the strength of the assumption regardingrtimess othe problems on whickncryp-
tion andalgorithmsare based.Somedevelopers offer largeewardsfor those whobreaktheir cryptographywhen
testing the strength of their algorithraed providing datafor estimatingcryptographic life cycles, whichre based
primarily on processor power and mathematical knowledge.

This period of rapid growth and changetire Information Age is beingccelerated byhe exponentiaéxpan-
sion of the Internet, which has become a world informaitirastructure (WII). Howeverthe Internet, like alhet-
works, has also introduced serious vulnerabilities. Exposing the enormous Internet network to “crackees”thé
world has created an exponential market for cryptographic systems to protect National Security infoimbettens,
tual property, e-mail, and the e-commerce conducted on the Internet. The international competition among INFOSEC
system manufacturers for market share is inteaisdthe race is onfor the shortest-time-to-markahdthe largest-
mind-and-market share for INFOSEC products, all of which incorporate some form of cryptography.

The international demand for INFOSEC products has resulted inceaasedate of acceleration ithe critical
developing technologiggentified in this section. Thisacceleration igeflected inintense international interest in
developingINFOSEC technologies. Irecentyears, newspapersadejournals, and technical literature have pub-
lished a stream of nationahdinternational INFOSEC articleand papersabout cryptographynd cryptanalysis.
This rapid rate of change iaryptologic technologies isxpected tacontinue. Until aknee inthe Internet growth
curve occurs, scientific discoveandtechnological implementatiorarelikely to lag behinddemandThis is espe-
cially true for mathematics, elliptic curve cryptographic systems, stream ciphers, image stenograpbgrokeyr
recovery archiving systems, key management, and related infrastructures.

The ensemble of INFOSEC technologies described in this section, if properly designed and combined, comprise
defensive countermeasureapabilities that preseribrmidable challenges tthose designing or usingffensive
counter-countermeasures—whetfteese technologieare implementedwith U.S. government/military orCOTS
products. Although past experience indicates that onlpetfent ofinformation lossesrethe result of intentional
offensive attacks, the ever-increasing use of Internet and Intranets will greatly expand the value of INFOSEC targets.
Thus, wecan reasonably expect an increas¢hia absolute number of INFOSEC attacksl inthe percentage of
losses attributable to them.

Most successful commercial cryptographic systems are based on algorithms in the public domaihawehich
survived years of peer investigation by the world’s best cryptographers. Cryptography is considered to be “strong” by
most internationally recognized cryptographers as long as no cryptatetytitque isdiscoveredhat is moreeffi-
cient than an exhaustive key search. If no short-cut cryptanalytic technique can be found to break the atgbifithm
the systemequipmentand protocolsare securavhen the algorithm isntegratedthe strength of theryptographic
system becomes largely a function of the size of the key space. The longer the key, the stronger the system.

The most important area for improving affordability is the adoption of COTS products to provide protection for
sensitive, but unclassified, information. Pilot tests of COTS INFOSEC systemsw underway invarious USG
departmentand agencies. Thénternet-drivencompetition among suppliers showddhancehe affordability of the
COTS IS security products needed for supporting the national infrastrassueance foall nations. Thiscompeti-
tion and the worldwide availability of INFOSEC products should makd 'S products betteandless expensive in
the future. If COTS products can meet military requirements, the adaptation of COTS peodicttdiminate some
of the need for inventory, depots, storaged relatedife-cycle support costs. Througstandardization, product life
might be extended sahat new INFOSECsoftware and hardware aréess frequently required—furthereducing
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replacement costs because of obsolescence and life-cycle caste gelection of competitive COTBroductsthat
may meet USG requirements for protecting unclassified sensitive data are already available.

One developmerthat meritsfurther discussion ishe growing risk ofadversary'systeminfluence” sabotage
during the design, development, and manufacturing phases. For instance, massive scale IC technologies now exist to
build single chips with circuits. Since only a relatively small number of IC input/output piresavailable, the
ability to embedTrojan Horse-typéhardware defects exceedsrrentabilities to test for sucldefects.Analogous
situations exist in the software regime.

WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.4-1)

In thefield of cryptology, theUnited States has serious competitibacausemore scienceand mathematics
students in many countrigse studying cryptology. Cryptology hdseenstudiedalmost as long (or longer) and
intensively in AustraliaCanadaFrance, Germany, thidetherlandsRussia,Sweden, Switzerlancind the United
Kingdom as it has in the United States. These and several other countries have world-class cryptographers.

This MCT development cycléasidentified other countries thaare developing, producingand distributing
commercial cryptographthat is as strong as ampmmercial cryptographgleveloped and produced the United
States. The demand for strong cryptography in the Information Age is growing exponeritialiye Internet. In
1993 Congressional testimony, Mialker reportedhat “ . . . wehave identified264 foreignhardware software,
and combination products for text, file and data encryption from 21 foreign countries. . . .” SincéJ) 9@&stric-
tions on exporting strongryptography havereated avindow of opportunity during which foreigncryptographic
publishing houses and distributors are increasing their global market share at the expense of U.S. industries. About 4
years later, in December 1997, there were 474 foreign products (up from 264 products in 1993) in atfdesigh68
countries (up from 21 countries in 1993). The reality of the strong foragmmercial cryptographic products,
which are widely available in the international market plawgeaseshe valueandimportance ofJ.S. cryptology
research.

The increasing worldwide cryptologRR&D activity in industryandacademia, irmesponse to netwontequire-
ments for increased INFOSEC and infrastructure assurance, is producing a large body of knowledge that is being pub-
lished in the open literature. Participation by U$presentatives imational and internationalstandards crypto-
graphic technical working grougwovides ampportunity to assesandexploit commercialR&D discoveries. The
scientific and technological aspects of the state of the art, as wadlvakping cryptologic technologiesd proto-
cols, are often important issues discussed during meetings of national and international INFOSEC standards groups.
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Information/User

Information Information Identification/
Content, Privacy, Origination, Information Access Attribution/
Secrecy, and Possession, and Control and Information Authentication/
Country Security Transmission Network/Systems Content Integrity- Non-Repudiation
(Cryptography) Security Security Assurance Securit_y Security

Argentina oo ® ® hd ®
Australia (XX X ] [} (XX X ] [ X J [ X ]
Austria [ X X ] [} (X ) [ ) [ ]

Belgium [ X X ] [ ] (X X X ] [ ) [ ]

Canada o000 [ ] 0000 [ ] [ X J

China [ ] [ ] [ ] [ X X ] [ )

Costa Rica eoe ® eee hd ®

Czech Republic ° o oo ° °
Denmark [ X X ] [} (XX X J [ ) [ ]

Finland [ X X ] [ ] [ X X ] [ ) [ ]

France 0000 [ ] (X X X ] [ ] [ ]
Germany o000 [ ] (X X X ] [ ] [ )

Greece hd ® d hd ®

Hong Kong ° o ° ° °

|ndia [ X J [} [ X X ] [ ) [ ]

Iran [ ) [ ] [ X ] [ ) [ ]

Ireland eee ® d ° ®

|Srae| o000 [ ] [ ] [ ] [ )

Italy [ X X ] [ ] [ ] [ ] [ ]

Japan [ X X ] [} [ ] [ ) [ ]

Korea ° ° ° ° °

Mexico ° ° ° ° °
Netherlands eoee ® d ° ®

New Zealand eee ® ® hd ®

NOrWay [ X X ] [ ] [ ] [ ] [ ]

Poland ° o ° ° °

Portugal ° ° ° ° °

Russia (X X X J [ ] [ ] [ ) [ ]
Singapore ° ® d ° ®

South Africa Rep. eee ® oo hd ®

South Korea bl ® eee hd ®

Spaln [ ) [} [ ] [ ) [ ]

Sweden (X X X J [ X ] (XX X J [ X X ] [ ]
Switzerland (X X X J [ X ] (X X X ] [ X X ] [ ]
Taiwan-R.O.C. ° ° ° ° d

UK o000 (X X X ] (X X X ] o000 [ X J
UnitedStateS o000 (X X X ] (X X X ] o000 (X X X ]

Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®
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DATA SHEET 111-10.4. CRYPTOLOGY

Developing Critical
Technology Parameter

An example of basic research in mathematics, which could benefit existing cryptana-
lysis capabilities, is computational number theory research. In the next 15 years, num-

ber theory discoveries that could produce improved cryptanalytic techniques (e.g.,
more efficient solutions to the problem of factoring large integers) are possible.

Critical Materials None identified.

Unique Test, Production,

: ! None identified.
Inspection Equipment

Unique Software None identified.

Technical Issues The integration process will be the principal developmental effort required for military

use of this technology. There may also be intellectual property issues. The difficulty in
recruiting, training, and retaining cryptologists who are U.S. citizens is a challenge.

Major Commercial Mathematics (cryptology) is the basis for the emerging strong dual-use cryptography.

Applicati . . . L . : -
SIS The INFOSEC industry supplies cryptographic applications to the financial services
industry, telecommunications industry, legal and medical services, and the developers
of a wide variety of e-commerce applications and personal privacy products.
Affordability Not an issue.
RATIONALE

Cryptology is dfield of mathematicdased oralgorithms thafperform calculations to enciphand decipher
text, files, and data. Mathematics is a science that has been in the dorbiin for along time, andcryptology is
now widely studied inindustry andacademiaNumber theoryanddiscretemathematicsareimportant areas inthis
field. Continuing basic research in the cryptology branch of mathematieedgd tgprove the strength of existing
commercial cryptographic systems and to develop more robust prosoehisore efficient cryptanalytitechniques
and tools.

Increaseccommercial interest in cryptology has significanthfluencedthe searchfor potentially profitable
new discoveries. Networks are driving commercial and government cryptei&By programstoward strongercryp-
tographyand protocolsandimproved cryptanalytic techniqueSryptology isused bygovernmentand intelligence
elements insecureC4IFTW andauthentication systems. C4IFTW systepmevide hours/days/months dftrategic
warning to the National Command Authorities (NCA) and minutes/hours of tactical warning. Improved cryptanalysis
techniques could be the product of new discoveries in mathematics. Better crypilogsovide increasethforma-
tion superiority and more secure C4IFTW capabilities at lower costs.

Although national governments are no longer the univéesakrs inthis field, governments universaliglas-
sify cryptologic applications developed for military and government use. Some government-developed cryptology has
been placed in the public domain [e.g., the data encryption algorithm DatlaeEncryptionStandard DES) (FIPS
Pub 46-2)]. The successor to DES, the Advanced Encryftiamdard AES), is now beingleveloped anavill also
be placed in the public domain.

Efficient cryptanalysis systems are a key capability required for information dominance. The intpgoates
will be the principal developmentaffort requiredfor military use ofthis technology. Taensure access teading-
edge technologies, the United States should provide continuing support for a R&dthgrogram in mathematics
and cryptology in the USG and at U.S. colleges and universities.
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WORLDWIDE TECHNOLOGY ASSESSMENT

Argentina oo Australia eeoe Austria oo Belgium oeoe
Canada ecee China o Costa Rica oo Czech Republic ®®
Denmark oo Finland oo France eeoe Germany eeoe
Greece ® Hong Kong ® India oo Iran °
Ireland oo Iraq ® Israel o Italy ®
Israel ecoe Italy oo Japan oo Korea °
Mexico ° Netherlands eeoe New Zealand oo Norway oeoe
Poland ® Portugal o Russia eecoe Singapore ®
South Africa Rep. ®®*® South Korea oo Spain o Sweden ooee
Switzerland eeee Taiwan-R.O.C. ® UK eeee United States eoee
Legend: Extensive R&D  ®°®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®

Historically, governmentbave beerhe centers ofcryptologic development. However, tlodvilian sector is
now advancing the development, productiang marketing of cryptologic products. The business potentiadebf
works is driving the commercial development of cryptography-enabled e-commerce applications. Some of the promi-
nent producers of mathematics based cryptologic systems are:

» Canada: Entrust [Nortel] and Certicom

» United States: RSAData Security, Inc., [Security Dynamics{iylink, IBM, Motorola, CertCo, BBN
Technologies [GTE], Fischer International, and TIS.

There are many more U.S. comparaesl over 700 foreigncryptographic products faale in theworld market for
text, file, and data encryption.
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DATA SHEET 111-10.4. DISTRIBUTED KEY GENERATION

Developing Critical Distributed key generation is the delegation of key generation to various entities (e.g.,
Technology Parameter end users) in the public key infrastructure (PKI). Currently, many DoD systems use a
central key generation facility.
Critical Materials None identified.
Unique Test, Production, None identified
Inspection Equipment ’
Unique Software None identified.
Technical Issues No development—other than the promulgation of standards and integration into

existing applications—should be required for the military use of COTS public key sys-
tems that provide distributed key generation. Intellectual property rights may encumber
this technology. A ubiquitous directory infrastructure is required for certificates and
related information.

Major Commercial A sound PKI is an important element of strong scaleable commercial cryptographic
Applications systems. The INFOSEC industry already supplies PKI systems, which are used by the
financial service industry, the telecommunications industry, the legal profession, and
medical delivery services. Many cryptography houses are developing a wide variety of
distributed key generation PKI e-commerce applications.

Affordability Not an issue.

RATIONALE

Distributed key generation fundamental taneeting therequiremenfor secure, scaleable cryptographic sys-
tems. It is a basic requirement for security products designed for use in large, distributed C4IFTW environments. The
civilian sector already uses various forms of distributed key generation in commercial systems. A proactive signature
scheme might also perform distributed key generation, with each signing device generating its own key fieagment
internally (see Chairman, Joint Chief of Staff@int Vision 2010the U.S. Army’s FM 100-6lnformation Opera-
tions and the U.S. Air ForceNew World Vistas: Air and Space Power for the 21st Century

A sound PKIl is one of the most critical elements of a distributed key generation protocol. Nat@insrna-
tional standards bodies are working on PKI issues. The Federal RgylinfrastructurgFPKI) Technical Working
Group meets monthlgnd ismoving rapidly to develop atandardor USG certificatemanagement. A robust PKI
that supportdistributedkey generation is dual-useitem thatcould be used bgovernmentand military forces.
Secure C4IFTW systems could provide hours/days/months of secure strategic warning éamd\iAutes/hours of
secure tactical warning to battlefield commanders.

WORLDWIDE TECHNOLOGY ASSESSMENT

Australia oo Belgium o Canada ecoo France °
Germany ® India o Ireland oo Israel eoee
Italy ® Japan ° Netherlands oeoe New Zealand ®
Russia oo South Africa Rep. © Sweden ee Switzerland o
UK eoece United States eeoe

Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®
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Governments are developing dual-use distributed key generation and PKI systems. In the United States, military
development programs include distributegy generatiorand public key features. Commercidevelopersalready
producepublic key systenmproductsthat supportdistributedkey generation. Nationand internationalstandards
organizations are, in fact, the princiganters ofPKI protocol development. Some of the principabducers of
cryptographic public key systems that support distributed key generation are:

e Canada: Entrust [Nortel] and Certicom

e United States: RSAData Security, Inc., [Security Dynamics{iylink, IBM, Motorola, CertCo, BBN
Technologies [GTE], Netscape, Spyrus, TIS, VeriSign, and Xcert [Fischer International].

There are many more U.S. and foreign public key management products for sale in the world, most of which support
distributed key generation.
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DATA SHEET I111-10.4. ELECTRONIC CASH (e-cash) TRANSFER SYSTEM

Developing Critical
Technology Parameter

Interoperability of secure payment software among purchasers, merchants, and finan-
cial institutions is the difficult goal of standards organizations and most e-cash system
developers. Trust is also an important characteristic of e-cash. All parties to the pay-
ment transaction must be assured that payment information will be protected from
alteration and disclosure. It may take 5 or 10 years to establish complete e-cash trans-
fer system interoperability and trust.

Critical Materials

None identified.

Unique Test, Production,
Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

Anonymity in commercial cybercash transactions on the Internet is a desirable feature

for e-cash payment systems. However, anonymity introduces the potential for money
laundering and counterfeiting. The Federal Reserve could have difficulty maintaining
control of the money supply. The widespread use of e-cash would increase the vulner-
ability of national financial systems to INFOWAR attacks.

The major commercial applications for e-cash will be among the financial services and

Major Commercial

Applications in e-commerce conducted over the Internet. Interest in e-cash is growing exponentially
with the growth in e-commerce.
Affordability Not an issue.
RATIONALE

The purpose of an e-cash payment system is to instruct a financial institutioakénear-termpayment to a
merchant from a purchaser’s account. E-cash transfer syatenasobvious target for those whuoight attempt to
compromise U.S. economic security.

A significant form of e-cash, anonymous cash, raises issues that must be resolved by fiatingeabetween
the privacy rights of the individual and integrity of the nation/state monetary systems. FoEwa%df could make
military supply decentralization and savings possible. Anonyntask could baised in clandestineperations and
certain special access programs (see Chairman, Joint Chief of $taft¥ision 2010,the U.S.Army’'s FM 100-
6, Information Operationsand the U.S. Air Forceew World Vistas: Air and Space Power for the 21st Ceptury

Some e-cash transfer systems are now in use and will be used more in the future by govanumergscure
C4IFTW systems tgrovide cash disbursements faperations withwidely dispersedorces. Integration of-cash
functionality intolegacymilitary systems will beequired.E-cashtechnologiesare available in theUnited States;
however, patents may encumber these technologies.

WORLDWIDE TECHNOLOGY ASSESSMENT
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The commercial sector is clearly leading the development of this technology. Many elemegtshdystems
are the product of years ofbasic research.Some producers ofvarious types ofe-cash systems, including
e-cash and smart cards are:

+ Canada: SCI™

* Finland: Avant

e France: Schlumberger and Bull

e Japan: Fujitsu, Hitachi, and NEC

e Netherlands: DigiCash™

e United Kingdom: Serif PLC and Mondex

e United States: Cyber-Cash™, CertCo., Bell South, Diebold, and Mastercard.
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DATA SHEET I11-10.4. ELLIPTIC CURVE SYSTEM SECURITY

Developing Critical Elliptic curves are gaining widespread acceptance. Several companies have already
Technology Parameter s . . o

developed elliptic curve cryptographic systems. The USG may soon incorporate elliptic
curves in USG Type 1 cryptographic systems. More basic research to discover proof of
elliptic curve system security is needed. Additional research may firmly establish uni-
versal belief in their strength. It is critically important that their assumed strength be
proven or established as soon as possible. In 5 to 15 years, the required proof could be
discovered or their strength could be established.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues Faith in the security of elliptic curve cryptographic systems is limited. Many argue that

a longer period of peer review is necessary to establish the strength of elliptic curves
and win the trust of potential users. Elliptic curve cryptography (ECC) offers high-
efficiency and low overhead for encryption, digital signature, and key management
applications because of its presumed strength (with shorter keys and high processor
efficiency). This dual-use cryptographic technology is maturing rapidly. Additional R&D
is required to prove, or firmly establish a universal belief in, the strength of elliptic curve
cryptographic functions. International peer review, aided by the prizes offered by Cer-
ticom, will be a valuable supplement to funded R&D. There will be the usual requirement
to integrate the commercial elliptic curve cryptographic functions with the other func-
tionality in military applications.

Major Commercial The efficiencies of elliptic curve cryptosystems for authentication, data integrity, non-
Applications repudiation, and confidentiality are beneficial in military and civilian applications where
computational power and IC space is limited, such as in IC Cards (“smart cards”), PC
Cards [formerly Personal Computer Memory Card International Association (PCMCIA)
cards], and portable and transportable wireless (RF) devices.

Affordability Not an issue.

RATIONALE

The security of elliptic curve systems—their main attraction—is based on the assumption Hreldgee of
a discrete logarithm problem in these curves is apparently hrarder tosolve than thaliscretelogarithm problem
and the integer factorization problem that provide security in other public-key systems.cGiramt knowledge and
processor power, elliptic curve systems are relatively strong. There are efficiencies in elliptic curve cryptosystems for
applications in which computational power and IC space is limited.

With processor power doubling every 2 years and the constant threat of a cryptanalytic breakthroughskeys
be lengthened to maintain constant cryptosystem strengths. A relatively short (~ 160-bit) ceitigikey is popu-
larly believed to provide atrength that approximates the strengtlietretelog andfactorizationpublic key sys-
tems using much longer (~ 1,024-bit) keys.

ECC is ideally suited to small, light C4IFTW portable field equipment. Elliptic curve systems npayrtica-
larly beneficial to RF device applications where processor power, bandwidth, and IC space may be limited. They may
also be ideally suited to smart card and PC card applicationsatlldt be used tsupply encryptioranddigital sig-
natures to secure the transmission of orders and reports.
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Several cryptographic suppliers will soon provide comparatively inexpensive todbkasldingelliptic curve
cryptographic functionality astandardcryptographic application programmingterfaces(CAPIs) in military sys-
tems. Ellipticcurvesmay soon beéncorporated inthe digital signaturestandard(FIPS Pub 186). ECC, with its
anticipated virtues, could become ubiquitous in small systems with limited bandwidth and processing power in civil-
ian and military applications if full confidence in its comparative cryptographic strength is established.

WORLDWIDE TECHNOLOGY ASSESSMENT
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The civilian sector is driving the technical development of this technoldgericanNational Standardgnsti-
tute (ANSI) X9.F.1 is developing a standard for the use of elliptiwe systems by financiadervices in keyman-
agement. Among the cryptography houses known tadéaeelopingelliptic curve systemsare RSA [Security
Dynamics] in the United States and Certicom in Canada.

RSA has announced an elliptiarvetool kit addition totheir productline. Certicom is aenter of expertise
and probably the present industeader.Eventually, most prominerdryptographic developers ithe United States
and overseas may offer cryptographic products based on elliptic curves.
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DATA SHEET I11-10.4. HARDWARE-BASED
RANDOM BIT GENERATION (RBG)

Developing Critical
Technology Parameter

The security of many cryptographic systems depends on the generation of secret
quantities or values in the form of random bits. In 10 to 20 years, it may be possible to
generate improved random numbers with hardware or some combination of hardware
and software, which are more nearly random and thereby increase the strength of cryp-
tographic systems.

Critical Materials

None identified.

Unique Test, Production,
Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

Present RBG methods that may be perform well in laboratories cannot yet be duplicated

in versions that are suited to use in small, lightweight, inexpensive computers or data-
capture peripherals. RBGs are available in the United States but may be encumbered
by intellectual property rights. What seems to be needed is a ubiquitous RF (or similar)
natural source that could inexpensively supply perfectly random bit streams, which
could be supplied through a system somewhat similar to the way GPS provides location
data.

The major commercial application of hardware-based RBGs will be in cryptographic

Major Commercial

Applications applications for use in e-commerce operations. More nearly perfect random bit strings
will strengthen those cryptographic applications that depend on the randomness of bit
streams for their strength.

Affordability Not an issue.

RATIONALE

Hardware-based RBG=n be used texploit therandomnesshat occurs insome physical phenomentdard-
ware generation is covered separately becausediffésent from pseudo-randomumber generation, which @ften
accomplished with software.

Hardware-basecandomnumbergenerators can be used to genetiageseedfor pseudo-randorbit generators.
This is important because cryptographic system keys must be generated efficiently. The most efficiergenas to
ate the seed for pseudo-random bit generators is to produce lstiysigin many systems, théan be accomplished
by using hardware rather than software.

Small, portable C4IFTW terminals thaave to generatkeys on thebattlefieldwill needoptimizedhardware
randomnumbergenerators (se€hairman, Joint Chief of Staffoint Vision201Q the U.S.Army’s FM 100-6,
Information Operationsandthe U.S. Air Force’s New World Vistas: Air and Space Power fothe 21st Centuly
Improved random bit strings could increase the strength of military encryption. To meetjtirements of trusted
systems, hardware-based RBGs in commercial products must pass the FIPS Pub 140-1 randomness tests.

WORLDWIDE TECHNOLOGY ASSESSMENT
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Governments and industries are sponsoring random numbdit generationrR&D. The goals of thesbasic
and advanced researtttvestigationsare to findefficient, low-cost methods for generatirmndombits or capturing
andconverting natural noise for economical useandombit generation. Manycryptographicsystem developers
depend on various methods for the generatiopsefido-randorbit streamshowever,producers ofCOTS products
that incorporate hardware-based random number generators were not identified.
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DATA SHEET I11-10.4. HIGH-SPEED ENCRYPTION (HSE)

Developing Critical
Technology Parameter

USG HSE R&D is for data rates in the 1 to 10 Gbits/sec range and is addressing a vari-
ety of challenges (e.g., how an originator authenticates in nanoseconds). The current
front-end HSE work is concentrating on developing ATM technologies for even higher
rates. Old approaches to data security and integrity and authentication and access
control are not fast enough to cope with the new high-speed, broadband networks. HSE
should be application ready in 10 years.

Critical Materials

None identified.

Unique Test, Production,

Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

WANSs often suffer from transitory disruption. This requires real-time data and key
resynchronization. A key management infrastructure for key management must be put
in place. Solutions and supporting standards for these high-speed network encryption
problems and issues must be found soon.

Major Commercial

This is expected to become a dual-use technology because of the commercial require-

Applications ment to increase the speed and security of communications. (Cylink already has
45 Mbit/sec ATM encryption technology on the market.) The financial service commu-
nity and e-commerce interests are now demanding more bandwidth and more secure
telecommunications for electronic funds transfer applications and various e-commerce
applications.

Affordability Not an issue.

RATIONALE

HSE is a technology thauld minimize theperformancaémpact of securecommunication services in high-
speednetworks [OC-12 (622 Mbit/se@ndabove]. HSE is importanbecause high-speetgal-time, dynamically
reconfigurable, reliable packet switcheetworksarethe predominant near-term way ahplementingwide band,
WANSs. C4IFTW systems will increasingljepend orthe global, installed telecommunicatiobase ofbackbone
“packetsystems,” whicharerapidly replacingthe legacy “circuit systems”(see Chairman, Joint Chief oftaff's
Joint Vision 2010the U.S. Army’s FM 100-@nformation Operationsandthe U.S.Air Force’'s New World Vis-
tas: Air and Space Power for the 21st Cenfury

Leading edge HSE technologiedl improve the overall speed andecurity of Global Commanand Control
Systems (GCCS) and C4IFTW systems. However, although commercial products will have to complyplidtx
ble national and international standards to be marketable, theynandully comply with the governmersecurity
requirements. Military HSE technology products may require further develoameimtegration. TheUnited States

has access to this technology through the USG-sponsored Fastlane and Key-Agile programs.
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The centers ofHSE developmentare commercial. Fastlane is @SG-sponsored622 Mbit/sec) ATM link
encryption technology program. Key-Agile is anoth&é8G-sponsored encryption prograimt is developing the
technology for encrypting each 53-byte cell in an ATM stream with a different key. CylinkirfelBuard100™, a
45 Mbit/sec ATM encryptor; SECANNetwork Technologies, Inc. haminedapproval for exportingts 168-bit
key DES CellCase™ ATM network securityoducts;GTE, undercontractwith the USG for Fastlane, isonsid-
ering a commercial ATMHSE version;and Microelectronics Centemyndercontractwith the USG forKey-Agile
(622 Mbit/sec), should be able to develop commercial HSE products. At least two U.Sarfnimasv marketing 45
Mbit/sec ATM encryption products. Interoperability, authentication, and access control featureguiriéinew pro-
tocols, which current high-speed, network-signaling protocols do not provide.
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DATA SHEET I11-10.4. IMAGE STEGANOGRAPHY

Developing Critical The human eye can detect only about 6 bits of information per pixel. Many image files
Technology Parameter have 8 bits. The lower two bits can be encoded covertly. A picture file could carry a 5-
to 10-percent randomly embedded information set before it becomes statistically
detectable. Binary executable files also can be encoded—but at a lower rate. In 5 to
10 years, even better image encryption and steganography techniques could be appli-
cation ready.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues Image steganography can be used to conceal an encrypted message. The technique of

combining image steganography and encryption or multiple encryption could present an
almost insoluble problem to National Security and law enforcement agency cryptana-
lysts. Even if a message were known to exist in an electronic image, the message bits
would have to be identified and isolated for cryptanalysis. This process could make
plaintext recovery time consuming—if not impossible. Some steganographic applica-
tions in the public domain could be made suitable for military use to supplement cryp-
tography in their present COTS versions. In military applications, integration of the
image steganographic functions and other functionality is required.

Major Commercial Building on the current image steganography market, commercial uses for image
Applications steganography in the protection of intellectual property could be even wider. Copy-
righted data could be watermarked with image steganography. Digital forms of works of
art should be especially easy to watermark to provide proof of ownership or origin, as
would any other electronic data image products sold in e-commerce over the Internet.

Affordability Not an issue.

RATIONALE

Steganography is thdiranch ofcryptology that attempts tobscurethe existence oflatathrough the use of
subliminal channels. Now, encrypted information can be randomly embedded in the quantization noise of image files
and other data, without increasing the size of the host file.

Image steganography may be available through the LANL researchers, who hold the patent on a new method of
image steganography. Widely available steganographic programs can incorporate a 64-kilobyte messagexn a 1024
1024 grayscale pictureithout changing thegraphical image noticeably. The new LANipproach embediata in
images without making the changes to the image detectable. This technique cased be sendensitiveinforma-
tion over open communications lines. For additional strength, the information can be encrypted before embedding.

Image steganography could have many other applications (e.g., putting extra identifying features on documents,
maps, and pictures). It could be used to protect military maps and other satefgineimagery by making it pos-
sible to detect spoofing attempts that migave beemmadeduring transmission. ltcould be used to guarantee the
integrity of picturebadges andédentification cards. It wouldalso be useful in maintaining the security of sensitive
operations, covert operations, and special access programs.

Electronic data steganographic technigaesreasonably wellnderstoodand inthe public domainCompara-
tively inexpensivesteganographic applications run desk-topcomputers. Manygood commerciabpplications,
including shareware, are available in the Internet. Various forms of steganographignpastant intellectuaprop-
erty protection potential.
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The apparentUSG center ofimage steganograpt&D is LANL. There are developetike SynDataTech-
nologies, Inc. in the United States and Deus Ex Machina Communications in Germany that coagiusgingpro-
prietary image steganography R&D. Also, Colon Moroney, the U.S. autlitidefand Seek fowin95 is a candi-
date developer.

A total of 31 programs have been written for 6 different operating systems available on the Intesmisetor
ding messages in graphidd.S. companies sell six of theeven Windowsprograms. OnaNindows program,
Steganos for Win95s produced in Frankfurt, Germany. Source code for 10 of these steganographitds is also
available.
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DATA SHEET 111-10.4. KEY MANAGEMENT

Developing Critical
Technology Parameter

The Infosecurity News Buyers Guide for 1998 lists more than 27 data encryption key
management products. Early versions of this technology are here now. However, it may

be 10 to 15 years before systems are trusted for critical National Security functions
and the Services are manned, trained, and equipped with trusted systems that support
key management.

Critical Materials None identified.

Unique Test, Production,

. : None identified.
Inspection Equipment

Unique Software None identified.

Technical Issues A major key management issue in the use of asymmetric-key systems is the estab-
lishment of the pairs of secure keys. Using either symmetric-key or asymmetric-key
techniques, the key management problem becomes a crucial issue, especially if the
network is large. Although the USG has access to this technology, considerable R&D
work will be required over the next 10 years to develop and maintain the level of trust
required for military applications and infrastructure assurance. Integration of commer-
cial key management functions with the other functionality in military applications is
required.

The civilian sector is advancing the development and production of commercial key

Major Commercial

Applications management systems. Commercial applications are used by the financial service
industry and in e-commerce. Certification authorities (CA) are not yet widely available
to support the integrity of commercial public keys.

Affordability Not an issue.

RATIONALE

Key management is the most significant item in the critical path fodékelopmenainduse oflarge crypto-
graphic systems. The design of key management protocols is usually the ifsning system development. Key
management must certify the validity of keys thetput in serviceand promptly revokethose thatare nolonger
valid.

Both NIST and ANSI have published key managenstantdardshowever,becauseéhe NIST and ANSI stan-
dards were not developed for C4IFTW systems, DoD is developing a programctbhdes key managemeexperi-
ments and demonstrations. In some C4IFTW systertasge networksexist in which many possiblevo-party
communications could take place. The management of large numbargsafhtroducesrisks. A trusted third party
(TTP) mustcertify the public key ofeachentity to bind the identity of arentity to its public key. If the TTP is
compromised, all communicatiomse insecureuntil new securekeys are established. Cryptography should be an
integral part of all information systems, which is essentimlinsparent tend-users irthe next 20 yearslrusted
key management systems and protocols and trusted public key infrastructures and protocols are prerequisites.

WORLDWIDE TECHNOLOGY ASSESSMENT
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The USG isleading an effort taestablish an FPKI. NIST has an FPKI Working Group thatudes many
members from the financial banking services and industries that produce key management proffact€entifica-
tion Authority services. The USG is also receiving key management support from industry. The Newsgiaping
a program to distribute and manage cryptographic keys for all the military Seamgtesme USG civiliarservices.
SAIC has a3-yearNavy contract to distributandmanage cryptographieys for all of the military Services and
some USG civilian agencies.

Industry and standards organizati@me leadingthe development opublic keyinfrastructures foe-commerce.
The top five key management comparéesCertco, IBM, Cyber Trust [GTEJandVeriSign in theUnited States
and Entrust inCanada. Otheprominent U.S.key management systedevelopers, producerandservice providers
are AT&T, Atalla, Cylink, Lockheed Martin, Prime Factors, RBAtaSecurity, Inc. [Security DynamicsgEAIC,
andViaCrypt [Network Associates]Many othersprovide key managemenproductsand services.There arealso
companies developing these products and services in Europe and Asia.

111-10-84



DATA SHEET 111-10.4. KEY RECOVERY SYSTEM (KRS)

FAILURE MODE AND EFFECTS ANALYSES

Developing Critical
Technology Parameter

Key escrow and recovery archiving systems are developing rapidly. However, the pro-
tocols for these systems do not have the proven integrity, predictability, and trust of
the traditional protocols that involve only the sender and the recipient to guarantee the
security of cryptographic keys. It may take 10 years before the technical strengths of
these new protocols are accepted.

Critical Materials

None identified.

Unique Test, Production,

Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

The commercial key recovery technology is maturing rapidly. A general key escrow
system is equivalent to (can be reduced to) a chosen-ciphertext-secure system, and
an escrow system (with certain accountability features) is equivalent to a non-malle-
able cryptosystem. Much is known about chosen-ciphertext-secure and non-malleable
cryptographic systems. Integration of the commercial key recovery functions with the
other functionality in military some applications is required. Patents encumber these
technologies. Basic research in protocols is required for early discovery of any flaws
that might be inherent in these systems.

Major Commercial

The commercial business requirement is for access to, or recovery of, stored

Applications encrypted data—not data in transit. There is no commercial business requirement for
USG key escrow.
Affordability Not an issue.
RATIONALE

Key recovery is one aspect of the key management prabianstandsout in importance. It is aroadterm
that applies to many different techniques that provide users with the ability to recover plain teghdrgptedtext,

files, and data.

The wholearea ofkey managementnust beinvestigated moreantensively. In keyescrow and recovery

archiving systems, the risks associated with introducing a third party (escrow iagenthat has traditionall{peen

a two-party (sender and recipient) model have not been established. Taleress notheoreticalbackground on the
effect of an escrovagent protocol on cryptographsystem securityandtherehas beerittle practical experience
with these systems on a large scale or with interoperation among systems Hdiffierbyt vendors. Any flaws that

may exist in thes¢hird-party systems might beliscoverecearly andinexpensively with morehird-party protocol
applied research emphasis now.

An improved theoretical underpinning for escrow/recovery agent archiving systiginis help tosilence some
of the opponents of the USG key escrow policy. KR&s animportantfactor in military continuity of operations
planning. In anticipation of the use of public key systems for tkapagement in sommilitary systems, key

recovery systems and protocols will be required to provide emergency aceassyioted datalThe EuropearCom-
munity has formally rejected the U.S.-sponsored key escrow requirements.
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There are shared Centers of Excellence in government and the private sectordscrieyrecoveryechnology
development. Trusted Information Systems (TIS™) and IBM are probably the leadireckegrypioneersand may
be the current leading producers of key recovery systems. However, thReel€eyery Alliancenow has 71linterna-
tional members. The long-term objective of the K&gcovery Alliance ighe global deployment dhteroperable,
customer-driven key recovery.

Otherdevelopers areertain to challengthis leadership. Therare already 33roducts offeringdifferent key
recovery schemes, with characteristics yielding different operational and security capabilities.
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DATA SHEET 111-10.4. MASSIVELY CONCURRENT PROCESSING

Developing Critical A Whitney MCP/total object processing system (TOPS) machine could have an effec-
Technology Parameter tive sustainable high-speed performance of > 125 Teraops (125 trillion operations per
second) on all jobs, at very low life-cycle cost. The principal advantage of the Whitney
machine is TOPS. With TOPS, all data, information and procedure specifications (pro-
grams) are, and must be, true objects capable of independent identification, specifica-
tion, and accountability. An assembly line processor system (ALPS) is an assembly
line, high-speed processing approach to the production of information products. This
machine could be application ready in 15 years.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues The MCP/TOPS Whitney computer will have a new all-hardware operating system that

will be incompatible with the installed base of legacy software operating systems. When
the Whitney gets beyond the concept definition phase, the biggest issue will be the
cost for the replacement of the installed base of legacy operating systems. Also, appli-
cations for the Whitney computer will have to be written, rewritten, or transliterated into
versions that will run on the new TOPS operating system.

Major Commercial No specific commercial applications for MCP/TOPS Whitney computers have been
Applications developed because the computer is still in the concept development phase. However,
the Whitney will compete for the same commercial customers who now use large main-
frame computers and super computers. Their speed and optical bandwidth capability
will make them ideal gateways for Internet service providers and data warehouse
nodes.

Affordability Not an issue.

RATIONALE

This is a new information processing concept advocating a completely new coarphtecturestandardhat
could eventually replace the curramdn Newmann computearchitecturewith an all-hardwareTOPS. TheWhitney
could be the eventual successor to the 100-Teraflop computer. The Whitney does not use a softwaresioper-
ating system.” With the ALPS for Information (ALPS/I), all functions, usually provided by an operating system, are
provided by hardware or hardware logic controlled by a read-only memory providied manufacturerAll informa-
tion entered into the system must be in the form of true “objects.” (An object is defined as a thiag thatidenti-
fied and described independent of its environment and present aispasThe APLScould provide ahighly secure,
high-speedprocessing systerdeally suited tomilitary information processingequirements (se€hairman,Joint
Chief of Staff'sJoint Vision 2010the U.S.Army’s FM 100-6, Information Operationsandthe U.S. Air Force’s
New World Vistas: Air and Space Power for the 21st CentMZP/TOPScomputerscould be usedor computa-
tion-intensive applications. Withppropriateprogramming, MCP/TOPSomputerscould significantly shorten the
time required for exhaustive key searches and the time required for computation-inbgesattons, such as primal-
ity testing, key generation, and statistical tests to assess the strength of cryptageapittoms. TheMCP/TOPS
will be a truedual-useitem. The same basjmrocessor should meeivilian commercialand military requirements.
Fifteen years of development will probably be required for either commercial or military use. Additeekipment
time will be required to develop the applications that will run on the Whitney. The United States has thecesdy
to this technology at this time. The three joint patesitdersare U.S. citizensandthe United States is the unilat-
eral leader in this technology. Since the Whitney could significamthanceJ.S. competitiveness, thiechnology
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should not beransferred tdforeign business interests. A WhitnMyCP/TOPS principal is Dr. Edward Davis of
North Carolina State University, Computer Science, 226 Withers Hall, Raleigh, NC 27695.

WORLDWIDE TECHNOLOGY ASSESSMENT
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The center of development for the MCP/TOPS Whitney computer is commercial at this timMCP{EOPS
computer is still in the concept development phase and is not yet in production. The Whitney Computing Company
of 54 Holly Lane, Darien, CT 06820 holds the MCP/TOPS patent and will be the developer angrodhisder. No
foreign competitor to the Whitney computer concept has been identified.
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DATA SHEET 111-10.4. MESSAGE INTEGRITY AND

NON-REPUDIATION AUTHENTICATION

Developing Critical
Technology Parameter

Protocols exist for message authentication, with message authentication code (MAC)
and digital signature schemes to prove integrity and non-repudiation; however, these
protocols have not been proven to the satisfaction of interested parties. To prove the
security of message authentication and non-repudiation protocols, 5 or 10 more years
of R&D may be required.

Critical Materials

None identified.

Unique Test, Production,

Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

The equivalence of digital signatures with written signatures is still in question. Most

authorities believe that the electronic equivalent should be recognized as having the
same legal status as a written signature. However, digital signatures have not yet been
directly challenged in court. Since no large body of case law exists, some authorities
still question their legal status. Key management security questions must still be
answered. Investigations of the security of existing digital signature schemes should
be continued..

The major commercial applications will be those developed for e-commerce.

Major Commercial
Applications

Affordability

Not an issue.

RATIONALE

Message integrity and non-repudiation authentication convimeeeaver ofthe identity of the messagender
and message integrity. Non-repudiation providesitita sendeproof of delivery andthe datarecipient assurance of
the sender’s identity, so that neither can later deny having processed the data.

More research isneeded inthe INFOSECareas ofMessage integrityand non-repudiation authentication. For
example, scientific investigations should bradeinto the various impersonatiosittack and substitution attack
methods against algorithmsed in currenand future authentication schemes. Methods shouldidesloped for
computing deception probabilities with which to specify the strength of authentication codes and their protocols.

Message integrity and non-repudiation authenticagi@important to the fullcycle of military command and
control from orders to situation repofgeeChairman, Joint Chief of Staff'goint Vision201Q the U.S.Army’s
FM 100-6,Information Operationsand the U.S. Air Force’Blew World Vistas: Air and Space Power fothe 21st
Century). Classified military information is protected by Type | USyptographicsystems, which shoulgrovide
message integrity and non-repudiation authentication. However, some sensitive, but unclassified, defense information
andother USG information willrequire aguarantee of messag®egrity or non-repudiation authenticatigorotec-
tion.

There is a requirement to integrate the commercial digital signature cryptographic functions with thenother
tionality in tailored military applications. COTS applications that DoD is likely to use to protect sensitive unclassi-
fied traffic have digital signature systems toatild beeasily integratedThere is adigital signaturestandardFIPS
Pub 186) for sensitive but unclassified USG text, files, and data.
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The commercial sect@andgovernmentsare driving the development of trusted messaig¢egrity and non-
repudiation authentication systems for commeraia government applications. Thénited States is probably the
leading producer of digital signature products. Many companies that have been listed as suppliers of pratdtects for
protection also produce products that perform message integrity and non-repudiation authefuticatars. Exam-

ples are:

e Canada: Entrust

« United States: AT&T, Atalla, CKSCybersafe Cygnus Solutions, Cylink, Enigma Logic, SpyruBM,
LockheedMartin, Motorola, Netscape, SemanteRSA [Security Dynamics], TI§Network Associates],

and Wang Government Services.
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DATA SHEET 111-10.4. PROGRAMMABLE, EMBEDDABLE
COMSEC TECHNOLOGY

Developing Critical This technology provides INFOSEC functionality to a system on a modular basis. Sup-
Technology Parameter port will be given to multiple algorithms simultaneously. This technology, because of its
modularity, will reduce costs associated with accreditation. It could be application
ready in 5 to 10 years.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues This technology is not yet accredited and has not undergone an extensive field opera-

tional testing period. The associated operational and maintenance protocols must be
developed and tested.

Major Commercial Commercial applications were not identified; however, the programmable, embeddable
Applications COMSEC concept might make cryptography more affordable in commercial applica-
tions. Life-cycle costs could be reduced for some operating systems and applications
if the programmable, embeddable cryptographic functionality could be ported from ver-
sion to version. There could be significant savings in life-cycle costs.

Affordability Not an issue.

RATIONALE

Programmable, embeddable COMSEC technology allows the implementatioualtigle, cryptographicserv-
icesandalgorithms simultaneously It is an interoperabilittechniquethat placesall critical security functions
within a COMSEC module. This modular approach ensures that the approved security level will be maiufmned
host systems are modified dnanged. As aesult, hardwareupgrades based ahis technologyare easier tomple-
ment, host interfaces can be changed and upgraded without impactitf~tB8EC requirementsand recertification
efforts will be reduced significantly.

This technology willmake INFOSEC functionality mor&fordablefor military forcesandcivilian organiza-
tions by reducing the cost of changing hosts and extending the useful life of the INFO®RIEE@s (se€hairman,
Joint Chief of Staff'sJoint Vision 2010 the U.S.Army’s FM 100-6, Information Operationsandthe U.S. Air
Force’sNew World Vistas: Air and Space Power fothe 21st Centudy It could be used IrfC4IFTW systems and
subsystems that incorporate cryptographic functionality. It has ndiegst proven to bsuitable forcommercially
viable productsand COTS products offeringhis technology may not bienmediately available. Commercipto-
grammable, embeddable COMSEC technology products have not been identified.

An example ofthis technology is the ProgrammalfienbeddabldNFOSEC Product(PEIP) beingdeveloped
by the Naval Research Laboratory (NRBEIP emulates multipleryptographicdevicesusing cryptographicchan-
nels. Onceconfigured,PEIP canencrypt,decrypt,and generatekeystreamswithout intervention Otherembeddable
COMSEC efforts are the Advanced INFOSEC Module and the Cornfield Embeddable COMSEC program.

No other development effortavere identified. For the foreseeablefuture, access tothe programmable,
embeddable COMSEC technology will have to be through the NRL contractors and subcontractors.

[1-10-91



WORLDWIDE TECHNOLOGY ASSESSMENT

Australia oo Canada oo France o Germany °
India ® Ireland o Israel oo Italy ®
Japan ® Netherlands ° New Zealand o Russia ®
South Africa Rep. ® Sweden oo Switzerland oo UK oee
United States eee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®

The NRL is the present governmamnter of developmeniMotorola, Raytheon, Group Technologies, and
Tracor are commercial centers of development. Since the programmable, embE@gi#&C technology is in the
prototype phase of development, there are no major producers at this time; however, there may beppateceial
among the NRL contractors and subcontractors. Motorola is currently working @wuhthecediINFOSEC Module
and Raytheon Corporation is working on the Cornfield Embeddable COMSEC program.
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DATA SHEET I11-10.4. PSEUDO-RANDOM NUMBER GENERATION

Developing Critical
Technology Parameter

There are several well-known pseudo-random bit generators (PRBGS) in use that are
relatively fast and secure, such as those based on RSA™ and Secure Hash Algorithm
(SHA-1) encryption functions. PRBGs that are based on the fundamental problem of
factoring and the discrete logarithm problem may be proven to be secure, given some
plausible computational assumptions. However, 10 or more years may be required
before more efficient, provably secure, random number generators can be developed
and proven to produce true random bit strings.

Critical Materials

None identified.

Unique Test, Production,

Inspection Equipment

None identified.

Unique Software

None identified.

Technical Issues

A fundamental rule for generating keys requires that every bit of the active key be gen-

erated or selected at random such that every possible combination of bits in a key has
an equal probability of being selected. A cryptographically secure random number gen-
erator must not only generate statistically random sequences, but it must be computa-
tionally infeasible to predict what the next random bit will be, given complete knowledge
of the algorithm or hardware generating the sequence and all of the previous bits in the
stream. Pseudo-random bit generation is one of the fertile areas of cryptology
research.

Improved random number generators will increase the security of commercial crypto-

Major Commercial

Applications graphic systems used by the financial services industry and for e-commercial and indi-
vidual privacy.
Affordability Not an issue.
RATIONALE

Deterministic (von Neumann) digital computegenerate pseudo-randonumbers that form aredictable,
repeating sequencé&he period ofthe repeatingequencean be sdong that suctpseudo-randomumberscan be
considered random for all practical purposes, except cryptography.

Pseudo-randomumber generation is a critical key generation functiomiost cryptographic applications.
Securekeys for cryptographisystems must bgeneratecefficiently with software inmany systemsThese keys
must be unknown to an adversary, and software random number genanatioesbest-known method faroducing
such keys. High-security military plarmsdoperations must bprotected by secureryptography. Perfeatandom-
ness, theequivalent ofthe old signal one-timeads, isrequiredfor strong cryptographicsystems(see Chairman,
Joint Chief of Staff'sJoint Vision 2010 the U.S.Army’s FM 100-6, Information Operationsandthe U.S. Air
Force’sNew World Vistas: Air and Space Power for the 21st Ceptury

Many forms of cryptography used in C4IFTW ISs depend on random numbers employed to antygxtrypt
voice and message traffic. Cryptography is extremely sensitive to the propenagslamn-number generatofgdost
state-of-the-art commercial cryptograpéyd cryptographictool kits have PRBGsincludedfor key generation that
will produce a sequenagithout anyreadily discerniblegpattern. HoweverFIPS Pub 140-Bpecifies statisticalan-
dom number generator tests for cryptographic modihiashave to be incorporated @l commoncriteria security
levels. Manypseudo-randorbit generation methodare in the public domainand pseudo-randorhit generation
technology is generally well understood.

A completely different approach to the generatiomamidomnumbers iscovered inthe hardwarerandomnum-
ber generator technology.
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Both governmenandindustry conduct secreand proprietary randormumber generatioR&D and maintain
centers of development fainis technology. U.Smanufacturersvho comply with ANSI X9 (Financiabervices)
incorporate random number generators in their cryptographic modirdsrdevelopegroducersalso offer products
that have PRBGs.
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DATA SHEET I11-10.4. QUANTUM COMPUTERS

Developing Critical Scientists have shown that there is a possibility that “quantum parallelism” can be
Technology Parameter exploited to perform in a few seconds certain calculations that would take billions of
years on the most powerful classical computers. NIST Researchers in Boulder, Colo-
rado, have already built and tested a simplified version; however, it may be over
20 years before quantum computers are application ready.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues If there is less than perfect isolation, decoherence error could become an over-

whelming problem affecting the accuracy of quantum computers. Decoherence is
caused by continuous interaction between the system (in this case, the quantum com-
puter) and the environment. Ultimately, the survival of the promise of general-purpose
quantum computing lies in the success of quantum error correction. Specific product
development programs may be proprietary. The quantum computer could be regarded
as a hybrid R&D challenge because both hardware and significant software work will be

required.
Major Commercial There are no published reports of major civilian applications for quantum computers
Applications other than basic quantum research; however, there is wide international R&D interest,

which suggests that there may be several potentially valuable commercial applications
that are still proprietary, or in the case of governments, classified.

Affordability Not an issue.

RATIONALE

Scientists believe that iongapped in an electric fieldnd cooled tofractions of adegreeabove absoluteero
could be coupled to produce quantlogic gates in a quantum computer. Quantum competarkl makemilitary
and civilian public key cryptographybsolete. Acryptographic quantunalgorithm hasbheen foundfor quickly
factoring numbers so huge that they might take a time period the equivalentagfetliéthe universe (~ 1dillion
years) to factor usingurrentvon Newmann processoend current state-of-the-art factorirgjgorithms. Ifquantum
computers become widebvailable, public keyryptographic schemesased onthe difficulty of factoringlarge
numbers will be vulnerable.

Cryptanalysis is an important potential military applicationdoantum computers. The quantwomputer
could also be a valuabteol for basicand appliedmathematicgesearch and research éther compleXields (e.g.,
weather modeling and forecasting) that could be of military value and importance. Quantum coaneuotaryet at
the commercial technology stagmdyears of developmemhay berequiredbeforethey are readyfor military use.
There is adequate access to this science and technology through the netwilestEdnternational scientists and
multinational corporations performing quantum computer research.

WORLDWIDE TECHNOLOGY ASSESSMENT
United States ®

Legend: Extensive R&D  ®®°®® Significant R&RD  ®®® Moderate R&D ®® Limited R&D ®
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The United States has the unilatedabd in quantum computer technologyhere is considerable commercial
and academic interest in quantum computers; however, dneneo producers or developerstas time. Thistech-
nology is still in the research stage.

NIST is thecenter ofUSG R&D. IBM andAT&T areprobably theleading commercial centers ofsearch.
Active scientists include Don Simon of Microsoft CorporatiofiREdmond Washington; Ignacio Cirac of tHdni-
versity of Castilla-La Mancha in Spain; Peter Zoller of the Universitinogbruck in AustriaRichardHughes of
LANL; David DIVincenzo and Charles Bennett of IBM’s Thomas J. WaResearctCenter in Yorktown Heights,
New York; and P.W. Shore, AT&T Bell Laboratories of Murray Hill, New Jersey.
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DATA SHEET 111-10.4. QUANTUM ENCRYPTION

Developing Critical
Technology Parameter

Laboratory researchers are experimenting with quantum encryption, which theoretically
could provide an unbreakable system for protecting messages sent over fiber-optic

cables. In the next 15 years, discoveries that could produce transmission capabilities
over long distances and improved quantum encryption techniques may be possible.
This technology could be application ready in 20 years.

Critical Materials None identified.

Unique Test, Production,

. : None identified.
Inspection Equipment

Unique Software None identified.

Technical Issues The present limitation is range since any amplification technology (even laser-pumped,
erbium-doped fiber) changes the photon’s quantum characteristics. Quantum-
encrypted signals have been successfully transmitted over ordinary optical fiber only
48 km (~ 30 miles).

No immediate commercial applications for quantum encryption were identified.

Major Commercial
Applications

Affordability

Not an issue.

RATIONALE

Quantum encryption takeslvantage othe Heisenberg uncertaintgrinciple, which holds that thaccurate
measurement of an observable quantity necesgadjucesuncertainties in th&nowledge ofthe values ofother
observables. If encrypted informatievere insertednto the quantum properties of individughotons in an optical
path, cryptanalysts would be unable to attack the messages without altering thernoditiedetermine @hoton’s
location, or they couldietermineits energy; however, thegould not determineboth propertiesvithout destroying
the message, because if they stop the photon along its optical path, they alter its quantum characteristics.

Extensive development of this technology will be required before it will be ready for military use.labater
tory conditions, thigechniqueinserts information into thguantum properties of individughotons.Eachphoton
carries a single bit oflata. Byplacing theencryptedinformation in the quantum states pifiotons, scientisthave
been able to provide interception-proof encryption in the laboratory. At present, thisbisratory artifacand has
not progressed to the point at which it could be commercialized. No reports of quantum encryption teetorilogy
outside the United States have been identified. The only experiments being carried out are at LANL.

This technologycould be used tdransmit ultra-sensitive military informatioand objects, such asecret
encryption algorithms or master keys (see Chairman, Joint Chief of ShaifftsVision 2010the U.S. Army’s FM
100-6,Information Operationsand the U.S. Air ForceNew World Vistas: Aiand Space Power fothe 21stCen-
tury). It could also beused to sendensitive messagesecretencryption algorithms, or master keyetween
C4IFTW nodes. Even with the present range limitation, quantum encryption could be used between aantaEnd
clustered relatively close together (e.g., in the Washington Metropolitan Area and on Oahu, Hawaii). dissowme
ery eliminates the preseméngelimitation, this technologyould be used betweell C4IFTW nodes servedith
fiber-optic connectivity.

WORLDWIDE TECHNOLOGY ASSESSMENT
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The only identified center of quantum encryption development is the LANL. No commaegilbpers or pro-
ducers of quantum encryption systems were identified. The only R&D work, oatademia, ieither classified or
proprietary experimental laboratory work, and reports have not been located in open source material.
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DATA SHEET I11-10.4. SECRET SHARING SCHEMES

Developing Critical Secret sharing schemes are at the heart of some key recovery systems in which sev-
Technology Parameter eral participants in the access structure may hold portions of the key. The key must be
shared in such a way that only authorized subsets can determine the key. A simple
example of a military secret sharing scheme is the one used for the two-man control of
nuclear weapons. The execution order verification code is divided between two crew
members so that both crew members must contribute their part of the code to verify
that an order is valid and authentic. Various forms of this technology are application
ready now; however, mathematically provable schemes may be 5 to 10 years away.

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software None identified.

Technical Issues The proactive signature schemes ensure that the private key is never assembled in

one place where it could be compromised and are more sophisticated versions of
secret sharing. (The proactive signature techniques are important in Root or Bridge
Certification Authority applications.) There may be intellectual property issues.

Major Commercial Secret sharing schemes are used by the financial services industry to protect master
Applications keys. CA use secret sharing schemes to protect the root private key. Many commercial
enterprises use secret sharing schemes for key recovery in case emergency access is
required.
Affordability Not an issue.
RATIONALE

Cryptographic secret sharing schemes are various methods of sharing a key among a limited set of participants.
The USG key escrow scheme (FIPS Pub 185) is a foree@ktsharing in which the lavenforcement accedeld
(LEAF) portion of a cryptographic key divided betweentwo agenciesandthen re-dividedwithin eachagency, in
effect providing four-person control. Most commercial key recovery schemes also use some form of secret sharing.

Improved secret sharing schemes are needed to increasbtstness, reliabilityand availability of keyman-
agement in C4IFTW systemSecret sharing schemes would be usefulfiit control keysfor functions such as
nuclear multi-party control and for key availability. As an example, theckedd besplit into 10 pieces, any 7 of
which could be used toeconstitute the keysee Chairman, Joint Chief of Staff'doint Vision 2010 the U.S.
Army’s FM 100-6,Information Operationsandthe U.S.Air Force’s New World Vistas: Air and Space Power for
the 21st Centudy

Secret sharing schemes could serve aaudinentication scheme forders andeports in sensitive operations.
These schemes have applications in C4IFTW systems to provide secure methods for the channels of communications
from the NCA to the weapon system commanders. Primitive forms are in use now for authentigzaéag control
orders in the C2 systems for nuclear weapons. Although some secret sharing schemes in the publizedairhain
mature, others wilkequirefurther development. Integration tife commerciakecretsharingfeaturesand protocols
with other functionality in military applications is required.

[11-10-99



WORLDWIDE TECHNOLOGY ASSESSMENT

Australia oo Canada eeoe France oo Germany oo
Israel oo Netherlands ® Russia oo Sweden oo
Switzerland oo UK oo United States oo

Legend: Extensive R&D  ®°®°®® Significant R&D ®®® Moderate R&D ©® Limited R&D ®

The USG developed the basic secret sharing scheme for nuclear control ©odensercial interests havarge
secret sharingR&D efforts. Commercial interests wasthemes thatan be used itommercial keyecoverysys-
tems and key management infrastructures. A provision for secret sharing to protectamiysteate keys isincor-
porated in the key management systems developed and produédiky Atalla, CertCo, Cylink, IBM,Lockheed
Martin, Prime Factors, and RSA Data Security, Inc. [Security Dynamics] itunited Statesand Entrust inCan-
ada. This is not a complete list of producers. This list was arbitrarily compiled from a 1998 list mbkagement
system developers.
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DATA SHEET 111-10.4. STREAM CIPHERS

Developing Critical There is a large body of theoretical knowledge on stream ciphers. Various design prin-
Technology Parameter ciples for stream ciphers have been proposed and extensively analyzed and could be
significantly advanced and be application ready in 10 years.

Critical Materials None identified.
Unique Test, Production, None identified
Inspection Equipment ’
Unique Software None identified.
Technical Issues There are many published stream ciphers. Most have been developed for simplicity and

ease of implementation. A stream cipher applies simple encryption transformations,
according to the keystream being used. There are still discoveries to be made in the
generation of optimum keystream ciphers, and research is needed to develop optimum
encryption transformations for the type of keystream being used. Developmental inte-
gration effort will be required in this technology for use with or in weapons systems.
Most stream ciphers that are incorporated in cryptologic applications are either proprie-
tary or highly classified. Governments universally classify the cryptologic applications
developed for military and government use in protecting classified information. Some of
the COTS applications that could be put to military use may contain stream ciphers.
Major Commercial The same characteristics that make stream ciphers of value in secure military systems
Applications make them of value in protecting civilian network traffic. Eventually, all network traffic
will be protected by link encryption, end-to-end cryptography, or both. Business, indus-
try, and personal network applications will also be required to perform in situations
where transmission errors are probable.

Affordability Not an issue.

RATIONALE

Stream ciphers operate on the plaintext a single character at a time. The security of thelepatdmolely
on the keystream generator, which outputs a stream of bits that are combined with plaintexrodside sstream
of ciphertext bits. The keystream changes with every character. Stream ciphers are generally faster ttiphdotock
and are easier to implement in hardware. They may be more affordable for certain telecommunications applications in
which buffering is limited or characters must be individually processed as they are receivegrdpagationwhich
depends (among other things) on the length of the internal registers used in the keystream generator, can be limited.

Stream cipherare also advantageous igituationswheretransmissiorerrors arehighly probableThere is a
comparatively small body of open source stream cipher literature. In combat sitwdteEnesransmissiorerrors are
probable, stream ciphevsill introducelittle error propagation. Stream ciphease aform of cryptographythat is
well suited to the protection of military RF links with small, lightweight C4IFpdrtablefield equipment.They
are also used for applications in which the data must be processed one symbol at a time and in equipment that has no
memory or in which data buffering is limited.

11-10-101



WORLDWIDE TECHNOLOGY ASSESSMENT

Argentina ° Australia eeoe Austria oo Belgium ecoo
Canada ecee China o Costa Rica oo Czech Republic ®®
Denmark ecee Finland oo France ecoe Germany ooee
India oee Iran oo South Africa Rep. ®*® South Korea oo
Sweden eoee Switzerland oo UK eoee United States eoee
Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®

Governments may be the center of stream cipher development. Singevamgment-sponsored streaipher
R&D in progress would be classifiethe status of such programs cannotifependently assessesimilarly,
commercial developments are proprietary. Therefore, the center of stream cipher developmenbéas identified.
Informal information indicates that the following dteS. stream ciphedevelopersand producersRSA Data Secu-
rity, Inc. [Security Dynamics], IBM, Cylink, and Motorola. There may be companies develppidgcts in Europe
and Asia that have not announced or prominently advertised their stream cipher products.
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DATA SHEET I11-10.4. ZERO-KNOWLEDGE PROOFS (ZNPs)

Developing Critical
Technology Parameter

A variety of ZNP protocols specifically designed to achieve identification could be
application ready and have practical use in 10 to 15 years. There is a continuing

C4IFTW requirement for authentication and verification of execution orders and situa-
tion reports, certain categories of which might benefit from the incorporation of ZNP
schemes.

Critical Materials None identified.

Unique Test, Production,

. : None identified.
Inspection Equipment

Unique Software None identified.

Technical Issues ZNP protocols are difficult to implement and can be computationally intensive and time
consuming. ZNP systems are available in the United States but may be encumbered by
intellectual property rights. Although there has been extensive basic and applied scien-
tific research has been coordinated on minimum-disclosure and various types of ZNP,
this is still an open field of research.

The ZNP characteristic of anonymity is an important part of some concepts for

Major Commercial

Applications e-commerce transactions. Proof of certain generic authority or credit “credentials”
might be provided for e-commerce by using ZNP systems.
Affordability Not an issue.
RATIONALE

ZNPs aremethods for provingknowledge of a secratithout revealing anyknowledge ofthe secret(e.qg.,
proving knowledge of a key without revealing anything about the key). ZNP protocols provide trusted authentication
mechanisms and anonymity. For example, one could prove U.S. citizenship or majority without providatigeany
specific information such as name, address, or exact age.

There may be unique defense requirementZdP systems. Some form of ZNP might &daptedor use in
IFF systems, which could be used to reduce the incidence of inadvertent engagements in combat (seeJohdirman,
Chief of Staff'sJoint Vision 2010the U.S.Army’s FM 100-6, Information Operationsandthe U.S. Air Force’s
New World Vistas: Air and Space Power fothe 21st Centuiy Efficient ZNPsmust betailored toand integrated
into each application.

WORLDWIDE TECHNOLOGY ASSESSMENT

Australia oo Canada oo France o Germany o
India ® Ireland o Israel oo Italy ®
Japan ® Netherlands oo New Zealand oo Russia oee
South Africa Rep. © Sweden eee Switzerland eee UK eoee
United States eeee

Legend: Extensive R&D  ®®°®® Significant R&D  ®®® Moderate R&D ®® Limited R&D ®

There arecommercialZNP R&D efforts to produceschemes thaare suitable for use in various forms of
e-commerce. In the United States, this is an area of interesearch byDigiCashandCertCo, but nacommercial
products were identified.
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SECTION 10.5—INFORMATION MANAGEMENT AND CONTROL

Highlights

» Information Management and Control (IM&C) FA capabilities are fundamental to normal day-to-day apd
stressed-mode complex system operations.

* As ISs grow and add more components, more functions, and more users, IS IM&C becomes more dffficult
and complex—yet increasingly important.

» Adequate IM&C capabilities are necessary to convert civil telecommunications or other complex IS systems
to military use.

OVERVIEW

The IM&C FA is defined ascapabilities to plan, organize, design, optimize, enginiegplement, operate,
monitor, provision, maintain, synchronize, supervise, manage, coatibhdministerentities, systems, elements,
processes, organizations, and events. Demonstrating the breadth of IM&C functionality, each capability item implies
additional or subsidiary capabilities. For example, in telecommunications systems, the ability to “monitor” normally
implies comprehensive performanessessment facilities tdetect,isolate, reportand recordnetwork faults; to
measure offered and refused (busy condition) traffic; and to mesaligompletion items, calfluration,and numer-
ous other parameters critical to efficient operations.

IM&C refers to both the capability tmanageandcontrol information, 10,andISs andthe 1Ssconfigured to
provide capability to managend control entities, systemslevices, processesrganization,andevents whoseri-
mary purpose and application are other than 10s or ISs.

Historically, most advanced IM&C technology and standard developments haveelated tolSs, in general,
and telecommunication systems, in particular. Fortunatblcausethe variety of telecommunicationservices,
operations, configurations, and devices is so great, the bulk of suctpreditices “generalizediaradigmsarchitec-
tures, communications protocoland managed-objechaming and attribute description conventiorthat can be
applied to almost any IM&C requirement.

The strategy and rationale underlying modern IM&C design is best described by the conditions and impetus that
led to the development of today’s advantechnologies. Until thenid-to-late1970s, telecommunicatiometworks
supported limited sets of services derived from a relatiswigll set of basic technologiead usedquipment from
only a few vendors. As we begin a new century, divestiture, deregulation, privatization (overseéaapidtechno-
logical expansion haveesulted insignificant growth in the number of privadéadpublic telecommunicationset-
works. These networks support a myriad of servisredfrom wide varieties of network elemengsiduse equip-
ment supplied by hundreds of manufacturers.

To copewith the addedfunctional complexity, whileeducing manpower requirementgtwork operators are
placing more processors in voice communications networks (VCNSs). Analogoustyernitieawayfrom centralized
mainframe designs and the immense popularity and exponential growth of the Inéagpawned darge number
of datacommunications networks (DCNs), whielne now needed toconnect distributed processors in client/server
configurations. Networks are now more complex and software driven than ever.

Not surprisingly, as networkgroliferateand add more components, more functions, more usang more
automation, network management (NM) becomes more diffsulcomplexandincreasingly more important. For
example, in the United States, divestiture has meant that erahip-endconnectiongequireservices and/or facili-
ties from two local exchange carriers (LECs), one or niiegexchange carrief¢XCs) or backbonaetworks, and
often two LANs comprising CPE from wariety of manufacturersEnd-to-endservice managementtherefore,
requiresnot only the IM&C ofeach separatelpwnedLEC/IXC/CPE domain, but afintegratedmanagement and
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control” capability spanning all domaim®nnected to antinteroperable”with each“managing entity.” Inoverseas
markets, similar situations exist among interconnected pan-European national networks and in edwan&ipsva-
tization has spawned a variety of alternative service providers.

The fast-growing cellular telephone industry, particularly for roaming applications whewieg's subscrib-
ers must be recognized and served by athaters’ networks,addsnew dimensions to telecommunicatiomsnage-
ment. The emerging mobile communications industry has also highlighted the negdniocouple or integrate
“technical” and“business”IM&C. In early cellularsystems, customeservice representativesjth accessonly to
account information, had no way of confirming dealingwith customer-reported “dropped-calls” other outages.
Moderndesigns anticipate customer-service-representageelsfor highly integrated, user-friendly, graphicater
interface (GUI)-based access to business accounting, marketing, and technical IM&C data and processing capabilities.
As competition and technology reduce basic telecommunications services to commodity status, trudistramkiet
nators among alternativa@rrier andservice provider offeringmust bederivedfrom whatcanbest bedescribed as
telecommunications “business management.”

From atechnicalandimplementation viewpoint, this multi-functional, multi-network, multi-domdiatero-
geneous vendor equipment environment poses enormous end-to-end IM&C challehgresites a largdemand for
advanced, standards-based M¢hnologies. To meet thidemandcompeting companies quickigtroduced numer-
ous proprietaryyendor-specific NM products tthe market. At one point, large computer compangssigned
1,000 people to NM. In another large company, NM wasthird largest development project its history. Over
120 vendors offering NM productse now enrolled in another’s “partnershigrogram—illustrating the higtevel
of industry interest.

In the mid 1980s, thevorldwide standards-setting organizatiorecognizedNM’s essential role in complex
networks and the lack of compatibility among early NM products, and they embarked on the developnohiteof
tures and frameworks for interoperable telecommunications NM systems. In theaé@ajthe European Telecom-
munications NetworlOperators (ETNO)the European Telecommunicatio®$andardgnstitute (ETSI), theEuro-
pean Conference of Postal and Telecommunications Administration (CETP), and the Einstied@ for Research
and Strategic Studies in Telecommunications (EURESCOM) produced architestdegategic plans incorporating
standards-baseghan-European integrated NBlystems. In particular, thBFU Telecommunications Sector Study
Group IV and the ETSI NA4 Technic&ubcommitteeare completing a set oftandardgthe M.3010recommenda-
tions) entitledPrinciples for a Telecommunications Management Network (TMN).

In the DCN arena, the three principal standards activities are as follows:

1. The International Standards Organization (ISO) has been working on severabypemsinterconnection
(OSI) NM standardsOSI standardsncludethe CommonManagement Information Protoc¢CMIP), the
Common Management Information Service Element (CMISE), and several subsidiary standards.

2. The Internet Activities Board (IAB) has spearheaded the development of two NM statidar8anpleNet-
work Management ProtocdSNMP) (versions v.land v.2) and the CommonManagement Information
Services Over TCP/IP (CMOT).

3. The Institute ofElectricalandElectronic Engineers (IEEH)asassumedhe leadrole in definingmanage-
ment standards for LANs andetropolitanareanetworks (MANS). IEEE has algoroduced a drafstandard
entitted LAN/MAN ManagementWhenCMIP is used inconjunction with IEEEstandardssuch use is
often referred to as CMIP Over LLC (CMOH).

Important aspects of thestandards anthe impact on NMandcontrol technologiesare summarizedbelow.
Perhaps more than in any other IS FA, IM&C technology value and criticality are determineddbygrdes towhich
“open-system” operationare availableand supportable by practicand affordableproducts. Forthis reason, as a
basis and rationale for including specific IM&C technologies,rémeainder ofthis Overview focuses on emerging,
standards-based, interoperable IM&C architectures, functional depigriscols,devicenaming, and attribute speci-
fication conventions.

14 LLC stands for Logical Link Control.

111-10-106



The ISO’s Management FramewdBtandards)JTU-TS X.700, recommendationsind the Internet Activities
Board'’s requests for comments (RFCs) characterize management systems as consisting of the following components:

e A Structure of Management Information (SMI)
A Management Information Base (MIB)
« A management protocol such as CMIP or SNWVIP.

ISO/Internet management frameworks are based on the Agent Process/Manager Process gapideghton-
ceptually in Figure 10.5-1. A management procesdefied as ampplication process responsible faanagement
activities. Resources supervised and controlled by adcalled managesbjects. An agenprocess performman-
agement functions on managed objects. Agents often reside in managed objects, reporting the object status to a
ager and responding to manager queries and other controlling commands.

Operator’s User
Position(s) ' Terminal(s)
- - ——TMN Interface To Other
Management Systems/Domains
TMN Managing —TMN Interface To Managed

Entity Interface User Operator Physical or Logical Entities (Objects)

or Processes
Interface Interface \

e .

MANAGED
MANAGING l, (o AGENT) OBJECT
PROCESS attribute 1
PROCESS attribute 2
[ )
[
................. °
: : . attribute n
MANAGEMENT
PROTOCOL ‘
(e.g., CMIP or SNMP)
«— Managing Process/ Telecommunications Management >« Managed Process/
Operations System Network Managed Objects

Figure 10.5-1. Agent Process/Manager Process Paradigm

Managergpossess initiabnd updatedjlobal information onwhateverphysical or logical entityobject) the
management system dgesigned tcadminister. Thesentities might be business applicatiotslecommunications
services, physical networks, network elements, or network protocol I&anagers—implemented isingle con-
soles or within ensembles dfstributed consoles—includdUIls, databasesandfacilities to communicate with the
objects they manage. The consoles enable humaragers to accessdinvoke a variety okoftware management
applications (configuration control, performance monitoring, fault isolation, diagnostics, and so forthylisplals

15 Pprotocolsarestrict procedures (implemented fransmitting and receiving devicesjor the initiation, maintenance,
and termination of data communications. Protocols define the syntax (arrangements, fanuhptgferns of bits and
bytes) and the semantics (system control, information context or meaning of patterns of bits or bytes) of exchanged
data and numerous other characteristics (e.g., data rates, timing, and so forth).
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inter-alia topologies of managed objects. Typically, operators can retridatedstatusand MIB information stored
in database repositories by simply “clicking” on objects depicted on a GUI display.

MIBs define information aboutmanagedobjects. Within MIBs,managedobjectsare described irterms of
object attributes and characteristics, operations performed by or on object, notifications or reportsarbjectise,
and anobject’'s behavior or response to operatipesformed onit. The SMI identifies informationstructures
describing managedbject attributes, operatior@ssociatedvith attributes (e.g., “get,” “set,add,” “remove”), and
operations relating to the managed objects themselves (e.g., “read,” “delete,” “action”).

” o

With hundreds of network-managed product vendors and even larger numivensagfechetwork elements, the
absence obbject naming, attributeand communications protocolstandardswvould render“open system”IM&C
impossible. In Figure 10.5-1, the telecommunicationanagement networkTMN) provides communications
among managing and managed entities, is always logically distinct“mamagednetworks,” andwherepossible,
is implemented on separate, highly redundant and reliable facilitiegldition tothe managingand manageéntity
interfaces, the TMN also provides interfaces to “workstation functions” (i.e., both opanateser of custometer-
minals) and an interface to TMNs in other management domains.

Just adfourth-generation languagese shifting significantsoftware developmentapabilitiesdirectly to end
users, remotely programmabhiganagedbjectsand advancetM&C technology are shifting the ability to“design
and build” software-defined complex systems and networks directly into the hand of network marmgexample,
“virtual private networks” (VPNs) oEDNs provide serviceghat are virtually indistinguishable fronyesterday’s
custom-designed “private networkBut are carried orpublic networks at rates significantly lower thdadicated
facilities-based service costs. Moreover, nfeasturesand network desigrandconfiguration optionsan beselected
from operator management consoles, with some control available directly from customer terminals. Thus, the role of
network managersow includesnegotiations ofervice-level agreementgth usersand the networkdesign tasks
necessary to fulfill those agreements—tasks previously allocated to third-party network designers.

This new role and the increasbdrden of performanceanagement, fault isolatiocurrentconfiguration, and
trouble-history tracking in today’s more complex and software-driven networks plaggnéum on a moreapable,
credible, and usually larger NM staffs. Offsettifigs demandfor humanresources ar@telligent alarmcorrelation;
applications of rules anchse-baseteasoning foperformancenonitoring; fault isolationandtrouble-ticketgenera-
tion; use of time- and object-oriented software and databases; and natural language processing. These technologies are
now being embedded in advanced IM&C designs. Of particular importance are the modular and scalalsigstxpert
approaches that accommodate a range of capabilities and the exponential growthoeflditg, personal communi-
cations, and other popular services.

Figure 10.5-2 summarizes IM&C capabiliti@se., thecardinallM&C functions, IM&C domain categories,
and categories of managed and controlled entities, objects, and @escti)ed inthe precedingdiscussion Consid-
ering thebreadth ofpossible applications, it is not surprising that usereduct vendorsand standards-setting
groups classifyand organizelM&C functions differently. The functional decompositiatepicted inthe figure uses
five canonical or largely non-overlapping subareas, under which funcpatified inISO/OSI, Internet, IEEE, and
other standards-setting organizations—as well as functions defined in propratdor products—can be accommo-
dated. Of course, the managed and contralatities/events items listegpresenbnly examples of aery large set
of possibilities.

RATIONALE

Without effective NM and control, complex voice, data, videointegratedtelecommunications, networks are
simply not possible. In the past, trugffective communications NM was primarily the domain of tbkel Bell
System and the PTTs. More recently, new carriers and most private network operatossth-lisfhdequate NM by
divestiture and privatization—have discovered its central importance.

From a business perspective (or from a government, military, or private network operatiomerspsttive),
many operators have concluded that network administration and billing (or cost allocation) systasgitical as

111-10-108



INFORMATION MANAGEMENT
AND CONTROL

Information Pl
Management anning,
and Resourc e Operations Devcelr?pmenh Performance Suppor t
ange
Control g
Functions
Cash/Capital Assets |+ Enterprise Systems  Financial Training
Inventory — Business Engineering « Technical Education
Software — Government and Integration Exercise
Intellectual Property — Military Manufacturing Security
Personnel * Technical Test/Evaluation
Maintenance
Technology
Insertion
Information
Manag%mem Location/
an Geographic Ownershi p Hierarch y
Control Extent
Domains*
Element/ System** Service/ Organization
Object Process Activit y
Managed ) ) ) )
and » Switches, Multiplexers, + Desktop/Standalone + Voice, Data, Video Level
Servers, Transceivers, + Complex, Distributed: « Transmission, Switching + Headquarters
Congrplled Modems, Transmission Media Networked « Processing, Directory « Division/Subsidiary
Entities/ » Mainframes, PCs, Workstations « FixedTransportable/ « Security . + Departmental/Individual
Events » Input/Output Devices/Transducers/ Mobile « Manufacturing, Assembling,
Sensors, Human Interfaces Testina. Feedhack. Rohotic Category .
» Memory Devices, Integrated « Civil/Military/Commercial
Circuits, Facilities
’ Eomputer Pr_ograrFr: Comqonems, Notes:
ommunications Protocols *  Domain Cate gories
* Databases, Information Location/Geog_raphic Extent Ownership i Hierarchy
« Personal/Office « User/Customer/Client-Owned « Administrative
« Building/Campus * Service-Provider-Owned — Headquarters
« Local/Metropolitan — Private Enterprise — Division/Subsidiary
« Wide-Area/National/Global - Government Administration ~ — Department/Individual
— Military * Technical
— System/Network
— Segment
— Component
** - System Categories
Systems may be “Dedicated” or “Common-user.” Dedicated or Private Systems/Networks
may be facilities based or software defined (virtual).

Figure 10.5-2. IM&C Capabilities

switching and transmission. For example, the underlying cost for a hypothetical fiber-optic, full-duplbrtiirgen
New York and Los Angeles is currently projected at abouk2.6° cents per bit or about 18/100ths of a cent for a
1-minute conversation. At these prices, administrative costs exceed transmission costs by an order of magnitude.

In the last several years, we have witnessed significant progresducingadministrativecosts. Forexample,
one of the nation’s largest telephone compaame®unced a 13-percent reductioniie workforce (17,000 jobs).
This company stated that automation and more efficdentputerized equipment allowed it teducethe number of
network management centdrem 19 to land toconsolidatel71 customeservice centerfto just 11 locations.
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Overall, the number of employepsr 10,000 lines isexpected to drofrom 42 to the low 30s, aroductivity
improvement of 20 percent.

NM is as critical to achieving reliability, availabilitgnd continuity of servicegoals as it is taost-effective
operations. Historically, in publiswitched voicenetworks (PSVNs), communications NM is synonymous with
mechanisms that prevent catastrophic losses¥icecaused bycongestion resulting frorheavy traffic overloads or
network element failure.

Normally, transmission networkand common-control switching systems magdficient use of facilities by
distributing traffic amongalternatepaths as the primary routesachcapacity. However, in thabsence ofnodern
IM&C and signaling systemswhen traffic loadsexceedengineeredevels (e.g.,Three Mile Island and the Los
Angels earthquake owhen failures occur), continued calttempts may actuallgecreasaisable capacityand the
number of calls that a netwodan carry.Uncheckedsuch situations result in @egenerativgorocessthat quickly
leads to widespread service disruption throughout an entire network.

In the past, NM and control system limitations have placed responsibility for continuity of service during crisis
situations squarely in thieands of experienceshd knowledgeabldhuman network administrator§oday’s advanced
digital switching and fiber-optic transmission systems offer significantly more capacity thaapthatyoffered just
a few years ago. However, because these systems tend to concentrate ever-increasing amountsitifirrasingle
switching and transmission mechanisms (the “furiaetior”) to avoidextended antarge-scale servicmterruptions,
these new technologies mean higher levelprefplannedouting diversityandimproved, computer-assisted, auto-
mated,and near-real-time managemesystems. Thdire in Hinsdale,lllinois, the blackout in Manhattarand the
recent loss of one vendor’s Internet service are examples of catastrophic failupredbhetprolonged service inter-
ruptions—situations that must and can be avoided in the future.

To offset thegreaterrisk associatedvith failures,enhancedsurvivability and security are key attributes and
objectives in SDH specifications for emerging SON& International Telecommunications Union-Telecommuni-
cationsStandardITU-TS) transmission system&DH/SONET-base@LSRs provide reusable bandwidfor more
efficient internoderansport in evenlyneshedhetworksand greatly increasereliability and survivability. Half the
available bandwidth irBLSRs isallocated as avorking rate evenly distributedmong allnodes (rathethan being
funneled through a few hubbing locations), and the other half is reserved for protection switching and routing.

In conjunction with ITU TMN-based management functionsv@ndor producequivalents)this canresult in
unparalleled recovery from transmission failures—whether these failures occur naturally or from intended or collateral
enemy attacldamageRecent progress in automatic restoratiorbrmdbandsystems isdramatic.For example, in
November 1988, a backhoe severed a primary Washington-to-New York fiber cable, dissaptiog for 16hours.

In August 1992, a similar mishap in Mississipgisconnectedens of thousands of circuits, all of whigtere
restored within 5 minutes. This improvement was made possible by computer-based, rapidt#otimafed restora-
tion, and real-time network routing IM&C systems.

Although military systems can be built to exhibit higher levelsesistance to certaitypes of threatge.g.,
nuclear radiation and HEMP) and excess capacity can be designed into military systems to aclomsesfanvar-
fare, capacity requirements sufficient to handle peacetime civilian traffic are geoedelly ofmagnitude larger than
any justifiable military overbuild design. Consequently, IM&C technologies enabling public telecommunications to
be restored and/or reconfigured rapitty military purposegiuring conflictsituationsare clearly the mosteffective
strategies againsarge-scalegphysical attacks. While the greatestvancement in automatedmplex IM&C has
occurred inthe commercial sectotM&C is a primeexample of a function thanables cleveadversaries to use
commercial technology as an effective weaporthiir war-making arsenals (dscussed imore detail in MCTL,
Part Il, Section 2).

Beyond military criticality issues, nationabonomic security ignhancedvhen superior IM&Cleverages the
U.S. share ofthe multi-trillion dollar worldwide IT market. Even though much IM&@evelopment occurs as an
adjunct to telecommunications, those capabilities, because of the confluence of coemglteramunicationsfind
widespread use in most IT applications and in many non-IT markets in which ITs are key to business operations.
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For example, the P@ardware andcomputer software industries haadapted,improved, and now almost
totally rely uponautomated, real-time customer service cerp@seered inmobile communicationand LAN and
WAN administrative “help deskihstallations. Shippingndtransportation industries employ sophisticapedkage
tracking andinventory/conveyance control programgon whichefficient operationand competitive market posi-
tions arecritically dependentMoreover, in designingnddeveloping such complegystems,computer-baseadys-
tems engineeringndintegration supporarenow an indispensable project managentenis. Automaticprocess
control in manufacturingnd in testingduring manufacturingre similarly crucial for successfullow-cost, high-
quality production. Executive, mid-levednd departmentabrganization, planningand problem-solving operations
arebecoming increasinglgependentipon modern,local, anddistributed (teleconferencindpardware software, and
network-based “decision-support” management capabilities—whitthseresources are usddr commercial, civil-
ian, or military enterprises.

A final example of economic and military rationale for IM&C criticality is tieedfor industrial training and
education. Streamlining planning, development, and production has produced crises iméectort ispossible to
introduce newhigh-technologyproductsand equipment (weapons familitary situations)fasterthan company or
military personnel can be trained to market, support, or employ them. Responding nieetthjsersonneimanagers
areapplying a growing inventory addvanced, hypermedia-basddssroom,distance-learningand self-studytech-
nologies. This trend is shifting the balance from predominately classroom and other off-premises arrangements to on-
job training—an action thatimplemented properly, savdsne and money while improving learningToday’s
successful educatioand training approaches dmot merely employnew hardware andoftware technologies to
existing learning processes; rather, breakthrowgiesronly whenmanageremploy newpedagogieshat optimize
learning through advanced IT capabilities. In this regard, @&VP/SNMP managemenstandardspew paradigms,
new implementing architectures, and even a new “structure of training information” (i.e., the arrangenpesdeand
tation of scientific and technical information) need to be defined.

Complementingeducationandtraining trends areexpandingabilities for remote “technology insertion.” As a
generally accepted practice, software upgrades are downloaded via networks with minimal or no useoparétaal
participation. Standards-based “plug and play” hardware and automatic “managed object” reporting and location further
support and dramatically enhance traditional configuration management and change control.

Figure 10.5-2indicatesthat effective planning, development, implementation, operatam maintenance of
all ITs are critically dependent upon IM&C capabilities. Although manyadfEsapidly achievingcommodity status
and can easily beacquired inworld markets, their assembly into usefahd sustainable industrial or military
operating entities is totallgependentipon IM&C systemsandthe knowledgeableand competent individuals who
create them.

WORLDWIDE TECHNOLOGY ASSESSMENT (see Figure 10.5-3)

Figure 10.5-3 contains the IM&C TechnoloByTA summary. Most of the IM&C R&D is beingone by
commercial organizations i@anadaGermany, Israel, Swedethe United Kingdom, andthe United States.Other
countries construct individualized software systersing commerciallyavailable software for networtontrol, sys-
tem monitoring, and protection.
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Austria [ XX J [ XX J [ X X ] [ XX J [ X X ]
Belgium [ XX J [ XX J [ XX ] (XX J [ XX J
Canada (X X X ] (X X X ] 0000 (X X X ] (X X X ]
Chlna [ X X ] [ X X ] [ X X ] [ X X ] [ X X ]
COSta RiCa [ X J [ X J [ X ] [ X J [ X J
Cuba (X J [ X ) [ X J (X J [ X )
Czech Republic ee ee ee i ee
Denmark (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Egypt [ X J [ X J [ X ] [ X J [ X J
Finland (X X X ] (X X X ] o000 (X X X ] (X X X ]
France (X X X ] (X X X ] o000 (X X X ] (X X X ]
Germany (XXX ] (XXX J (XXX J (XX X ] (XXX ]
Hungary [ ] [ ] [ ] [ ] [ ]
India [ XX J [ XX J [ XX ] (XX J [ XX J
Iran [ ] [ ] [ ] [ ] [
|raq [ ] [ ] [ ] [ ) [ ]
Ireland [ X X ] [ X X ] [ X X ] [ X X ] [ X X ]
Israel (XXX ] (XXX J (XXX J (XX X ] (XXX ]
Italy [ XX J [ XX J [ X X ] [ XX J [ X X ]
Japan (XXX ] (XXX J (XXX J (XXX ] (XXX ]
leya [ ] [ ] [ ] [ ] [
Netherlands (X X X ] (X X X ] o000 (X X X ] (X X X ]
NeWZeaIand [ X X ] [ X X ] [ X X ] [ X X ] [ X X ]
North Korea o ° ° b °
NOr\Nay (XXX ] (XXX J (XXX J (XXX ] (XXX ]
Pakistan (X J (X J [ X J (X J (X J
Poland [ X X ] [ X X ] [ X X ] [ X X ] [ X X ]
RUSSia [ X J [ X J [ X ] [ X J [ X J
South Africa ® d ° ® °
South Korea oo oo oo oo oo
Sweden (XXX ] (XXX ] (XXX J (XXX ] (XXX ]
Switzerland [ XX J [ XX J [ XX ] (XX J [ XX J
Syria [ X J [ X J [ X ] [ X J [ X J
TaiWan-R.O.C. [ X X ] [ X X ] [ X X ] [ X X ] [ X X ]
UK (X X X ] (X X X ] o000 (X X X ] (X X X ]
United States (XXX ] (XXX J (XXX J (XX X ] (XXX ]
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Figure 10.5-3. IM&C Technology WTA Summary
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LIST OF TECHNOLOGY DATASHEETS
[11-10.5. INFORMATION MANAGEMENT AND CONTROL

NEtWOrK MANAGEIMENL. .. ...ttt ettt ettt ettt a e enes 1lI-10-115

The following developing technologies have been identified, but data sheets are not available
at this time:

Anomaly Prediction, Detection, and Diagnosis
Automated Self-Protection

Distributed Process Management (Systems Engineering)
Meta Management

Meta-Data Network Manager

Process and Data Mirroring Techniques
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DATA SHEET 111-10.5. NETWORK MANAGEMENT

Developing Critical Bandwidth and transmission speed.
Technology Parameter

Critical Materials None identified.

Unique Test, Production, None identified.

Inspection Equipment

Unique Software Server operating systems, network fault detection, network performance monitoring,
network security services, storage back-up and mirroring, network mapping, and net-
work routing optimization.

Technical Issues Transaction sequencing.

Major Commercial ;

Pl e Internet usage by general public.

Affordability Cost will be less than current solutions.
RATIONALE

Processing of applications and storage of data and information will become available to usersnathioade
a powerful computer as an access device. Many of these 1/0O devices will be very small, with just a chigifar any
of computing power. Some current examples are mobile phoraeditrcardtypes ofdevices. Inmany casesgven
users with a PC will not necessarily use the PC for anything more than a workstation.

A network of servers would do processing. Hegvers wouldcontain all thesoftwareapplications, thausers’
databases, and any parametesded tospecify usempreferences irpresentation. Theervers wouldalso have pass-
word information or any other personal identification to verify the user’s identity. Currently on the Irdevees)
